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Abstract

To defeat abnormal traffic driven by DoS (Denial-of-Service) or DDoS (Distributed DoS), there has been a variety of
researches or studies in a few decades. In this paper, we present the results of theoretical performance analysis between
attack prevention schemes and attack mitigation schemes. The former is a scheme that prevents abnormal incoming traffic
from forwarding into a specific network based on filtering rules, and the latter is a scheme that makes some perimeter or
intermediate routers, which exist on the traffic forwarding path, prevent abnormal traffic based on their own abnormal
traffic information, or that mitigates abnormal traffic by using quality-of-service mechanisms at the gateway of the target
network. The aspects of theoretical performance analysis are defined as the transit rates of either normal traffic or
false-positive traffic after an attack detection routine processes its job, and we also present the concrete network
bandwidth rates to control incoming traffic.

Keywords : attack prevention, attack mitigation, theoretical performance analysis, abnormal traffic
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Fig. 1. The rates of each traffic in case of adopting an

attack prevention scheme.
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Fig. 2. The rates of each traffic in case of adopting an
attack mitigation scheme.
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