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Abstract

This paper introduces the security standardization trend and related technology in ITU-T SG 13 Q.15. Q.15 deals with
the security requirements and guidelines over NGN(Next Generation Network) release 1. Korea proposes draft
recommendation on "AAA(Authentication, Authorization and Accounting) Service for network access control over NGN”
and .the procedure of the user authentication for the NGN convergence service terminals.

Keywords : AUV EYZ, HAQTALE, Bt Zlo]=gel, Bet

o
ol

>
i BN P N ok
o o &

o

S
o
E
ool

A

ooy My 0
:[o
e
&
"
(@)}
ri
lo,
ox
ot
=2

7

|o
fru
o
w
I
N
Byl
o
]

Atk ol
d Apolo) 7]& QxS B Au)A
AH ol F

s A7 A%
o
o

on M

A Y EYA(NGN : Next Generation Network) <]

" A3, FFAATANETY FEESATG
(ETRI, Information Security Division)
Aedak 20060464915Y, A LR G 2006047814

aih:

2d He

A R S

A8 A A ZA}

o
%0 2 A3e F

4 BAYH Nl 2g] 2ol 5
Y Aulzze) BANGS wake
A AZE TPAY2 ARl di@

71l S-&atth

X

.

oo

2z

AA ) MEYZY EAL {34 (flexibility) 2 v)-&
7 (cost effective)olZta A2 5 Ut FAAGAL
EL Td9e Bk ook MulaE AT, 289 F
A2 g FARSE B3 uE Az Aujx A 7
FHEE 53 A& A2 A, B 985S
8o A& A2 AF, 5 eV Yy 1Rt
A& A F, ol & B3 AT +9 & & AAU UESY
3 Fate] FHog o7|3 Yk

ITU-T= 1995958 Al2td GII 2249 A3z
A HEQZ BESHY 7S 2530 8k Al aF
¢l SG13(Multi-protocol and IP-based networks and
their internetworking)ol 4} 20023 6¥ "Ad WEY=
2004 Z2AE’ gt A A IES A Focus Groups 2
Ao A YIEHZE Adsr] A EEFH +
ol gt AAe £HF APY 58S 2Hs= 9



2006 78 M3 =X M 43 TCHA 7 =

g gt

AR MEAZY 71572 eI T2 22
EE BE RFE FAeA HA FRoAE 7E
g@v)et A A HEY A A58 75 g
M2 o2 YELA Alole] dulet Mu|2 & Ao, AHE-
Ape] o584 A4 Tl diste] AT Foll AUrk EF A
A YEYIAN ALgEE o8 717 A4 Ao} =
ZEZJ g y&x gErh

UEYA #g RENME 2 F A5 284 B, &
23 B A2 fe o dig EE3E S
g =3 AAY EYIE X, QoS, VIEYA B,
o) FA M AT o] 97| Wi EFE Ht 72E
A A dEHAZANA AME 7HEd B ARS
MARsa AN HEHZ Het Z2EEF Hek ¥
APIZ tHEth SG 13% 15709 Questions &2 T4 5 o]
gow AU YEYA B #A FF3HE Ql50A
OFI gl

B =FdME ITU-TAA A g F2 2Ad ol
E9a ¥F3 5% 2 #d V)¢S gis st £
i 4L gy 2ok IAAe At Y ES
A Bot g FA ] disiA] Asta, MANAE XA
HEYA B 7hel =gl g Al 2802 A
HEYa Bk & digh =] o3 dFE A2
A} gkt

I. XM HER/AT 22t 2TAIE

A HEHA B AE3 Auls AZ9 dF

slojzo) AP QFAEHE AT Ao A Hl
EQa Ae3 Auz A dF 72 (3" DF

2ok (28 DA EAS SdEHo]s FHAA HeE
& FARFE ITU-T Recommendation X.80500 4 4 3k

obd) $2¢ Fg3tm gk

A2 AoJ(Access Control) : HZ Aoj= HEYZ

Qe F7p A gL AHEAZREEH BHEE] 9

3 Bt 74 FZolth HZ Aoy 2.7 37}
ALEAE T XA MENZ 84 AR,
, &8 J=& 883t

2

B 2~

¢1Z(Authentication) : %5 FA
d-& g

1 o4

uk
k=

He e 9l net 74 TRoldh
A
o

sz e AHEREA,
$8)2) a7e 98 FUHE Bl

Al

o

=

o

rlr

—a-

(835)

123

ot}

Bol 2 (Non-repudiation) : ¢ EH= thsh
HEYZ #H PF9(<]F(obligation), <= (intent),
¥ 8 (commitment)®] F+&& FTAE TE o
g #-83 549 P9 TIPS FAHSe Ao=2R
B A14a B AEHEE REsy] A% 2 74
g Eolr},

7194 (Data Confidentiality) : Elo]El 7184
7} x| & =Z(disclosure)dl| i HoJE
F38k7] 9 Bl 74 gFojth Hely 7194
37} A AefEle o) dlolE e ulgo
HHA e e 2. d5sh J2A BE
2 #d H2 {7 5o Wye] Held 7EAE
st AgE T

EA ¥9KCommunication Security) @ 41 B ¢he
&7F e TN AR ZF(FRI} olE T
HE bl ALREHEE W3 A dEE $HE =
a7 A Het 1A ot

2 AA(Data integrity) : dlo]€8] T2 dlo]g] 9
48 (correctness) @ B2 (accuracy)& EF3
7} 9& Bt A4 FEolt. wolHe 7t 2A
&e YPAZEE £3, AR, A4, BAF FLER
Bl B3 wholof i}

$44(Availability) : 84L& UEHZY A=
A YEYA 84 AR HFR BF, AMulL &
5ol 7t F ARVE BAEA ¥EE BA
sb7] fg Hel A d&ojth Ay e B
ol W sFdrt.

B3 (Privacy) : BEAL UEHNZ P99 FR=2
By dolHE BE3] f3 Bk A dEe|r)

KX
LN
=2
=

L e @ oo

[c1X<R
we
7;

2\

i

O

bt

1. S AB0M 2ot R FALE

b XM W EL 3 Customer W ERZ H7t

(1) Customer Gateway to Customer device
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Fig. 1. Security Architecture for Next Generation Network.
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Fig. 2. Security Achitecture for IMS

(2) Remote user to a device in customer network
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Confidentiality 9} Availability7} &31=]ojof gt

2. MU~ A S0l 2ot RFAE

7t IMS core HER3 &

IMS access security= IP-CAN security®ll <J3h A}
49 71%7 dependent 313 %=t IMS AHES A3
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Lt IMS 2Ot X QIE{H0|A RTFALE
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UES} S-CSCFite] 43 A5l AF=Eoof Frt
IMS access security= IP-CAN securityol] &3l A&
# 7143 dependent 31A Ktk IMS security

mechanisme IP-CAN security mechanism¥ = H%

E 2 IMS MB|A AHSBo|Mel Hot @ FAE
Table 2. Security Reguirements in IMS Service Stratum.
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1 UE and the authentication
S-CSCF Authorization
Authentication
. Data origin
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S-CSC
P-CSCF resides in

4 the Visited Security
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5 P-CSCF resides in|Security
the HN association
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gtk IMS security mechanism< UICC (Universal
Integrated Circuit Card)S} A}l 7]8beti it

(2) QI O]~ #2
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S-CSCFzte] secure 120l 87t
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SIP capable nodeE 93 ©E UEYIATY
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(5) QIE{HO|A 45
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Security 71% 9ol X8, &8 715 Ml AF
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Bot AL AHA A Bt ATV He AF
A4 AZ9 IPsecol o8 ATt
E3 (29 3)2 AR, Ao, & HW(plane)E 7|

£ gtk o|F FWe UEHI FHe Hio F
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£ 3Eo 249 Bot 2l ofd
Table 3. The mapping between the security elements and
threats
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: S 3
v [ TLS K?_ »{L L v
Al -} Package-SAYJ" 8
78 IPsec I i’ Pset || R
S P NG X P )
e | SRS | T T sl Nt el
gz nduser Vane T M)’A»’%
] Link-SEC » Link-SEC 4
= /J{ - Control Plan¢7-/L . F Tt //
Management Plane
a8 3 AMd HES3 BEot Y
Fig. 3. Security Model for Next Generation Network.
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Fig. 4. Security Model for NGN Service and Application Framework.
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HE. PSTN/ISDN evolution

PSTN/ISDN evolution®] ®&F £ 7AMES 2005 8
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. \Thi ari'y sfvice/ / Value-added Service
applicatio
ell=3e] Hot 2H
EZ 4 VolP Ao
Table 4. The Weakness for VolP.
Z kA 9% -5 Ay e
~ Deni - EBED.
A Denl'al of ISUP 2UH ¥ PSTN
Ao ES | Service A emulation
B - Service F& Al2d
. _gm az sa
org Impersonating( 9]—:—‘ A5 e PSTN
A4 - Private call )
M _ ) emulation
- Zgo|HA| tunneling
3}3
- 3 712417)
FAEAQY | - Az ¥wH - Private call PSTN
2 - Denial of turmeling simulation
service
- 3 7127
7144 _ sajolsAl - Private call PSTN
L= - tunneli simulation
B s3] "
P - Denial of -3 MY
JENZ service AEJE] 25 E] PSTN
-—_—T
A0 - Zgto|A]l | Fg AMEA £2] | emulation/
OZH o 3= - A %A | simulation
- A& i Al&d s
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At ETS(Emergency Telecommunications
Services)
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