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FPGA-based Hardware Implementation of Cryptography Algorithm ARIA
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ABSTRACT

This paper presented a hardware implementation of ARTA, which is a Korean standard 128-bit block cryptography algorithm. In this work,
ARIA was designed technology-independently for application such as ASIC or core-based designs. ARIA algorithm was fitted in FPGA
without additional components of hardware or software. It was confirmed that the rate of resource usage is about 19% in Altera
EPXA10F1020C1 and the resulting design operates stably in a clock frequency of 36.35MHz, whose encryption/decryption rate was
310.3Mbps. Consequently, the proposed hardware implementation of ARIA is expected to have a lot of application fields which need high
speed process such as electronic commerce, mobile communication, network security and the fields requiring lots of data storing where many
users need processing large amount of data simultaneously.
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¥ 1. ARIA Al
Table 1. ARIA specification

Item Nb Nk Nr
ARIA-128 16 16 12
ARIA-192 16 24 14
ARIA-256 16 32 16

HeE PoE 08 2L A BRoE THH 3

c}.
1. &&= 7] tl d(AddRoundKey) : 128-H] E 2}2 & 7]
£ 2= 99 128-H| E9} v ExE XOREHT
2. X| &t 7} 5-(SubstLayer) : -‘.:— o] 25 AZo] glo
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Cipher(byte in[Nb], byte out{Nb], byte w(Nb*(Nr+1)])

begin
byte state[Nb]
State = in

AddRoundKey(state, w[0..Nb-1])
for round = 1to Nr-1
SubstLayer(state)
DiffLayer(state)
AddRoundKey(state, wiround*Nb, (round+1)*Nb-1])
end for
SubstLayer(state)
AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1)
out = state
end

8! 1, ARIA2| pseudo code
Fig. 1. Pseudo code of ARIA
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Fig 12. Block diagram of MainControl module
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Table 3. Maximal performance of ARIA cryptography
processor for the three key lengths

S B2 9 48 &2
7] Ao Ed A=
2z | 7R s 22 1o A%
128-bit 15 clock 310.2 Mbps
433 192-bit 17 clock 273.7 Mbps
256-bit 19 clock 2449 Mbps
128-hit 15 clock 310.2 Mbps
&3 | 192-bit 17 clock 273.7 Mbps
256-bit 19 clock 2449 Mbps
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Table 4. used EPXA10F1020C1 hardware resource

Resource name

Amount of used resource
7,313 / 38,400 ( 19% )

Total logic elements

Total pins 519 / 715 ( 72% )
Total virtual pins 0
Total memory bits 32,768 / 327680 ( 10% )
Total PLLs 0/4(0%)
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