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ABSTRACT

The Computer Forensics is a research area that finds the malicious users by collecting and analyzing the
intrusion or infringement evidence of computer crimes such as hacking. Many researches about Computer Forensics
have been done so far. But those researches have focussed on how to collect the forensic evidence for both analysis
and proofs after receiving the intrusion or infringement reports of hosts from computer users or network
administrators. In this paper, we describe how to collect the forensic evidence of good quality from observable and
protective hosts at the time of infringement occurrence by malicious users. By correlating the event logs of Intrusion Detection
Systems(IDSes) and hosts with the configuration information of hosts periodically, we calculate the value of
infringement severity that implies the real infringement possibility of the hosts. Based on this severity value, we
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selectively collect the evidence for proofs at the time of infringement occurrence. As a result, we show that we can
minimize the information damage of the evidence for both analysis and proofs, and reduce the amount of data which

are used to analyze the degree of infringement severity.
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WA, EAd AH-EE parameter® A3}

o () severity: IAEZF AA AHHUL v}

A

state(s): 4% T4 i, ¥4 A 52

9] severityghs 7122 & A 3229 A &

A s. (s:1~5 or HS:1, PS:2, VE(Vulnera-
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state, FLEE B4 AHSHE A2 e 2B
7t 547 Ad sheAel ds AXzke AE A
g9 Ao wet Aolg.
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2-224A. Port scanning A 241 =4 (2), where
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% (high, medium, info)e] wWe} th=A Foj4.
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» Host scanning %= @Al Nothing.

+ Port scanning A @A: 4 Al Al date
9} time, 98 TCP/UDP ports, &4 $8 4
dates} time

 Vulnerability Exploit 72 @A4: 43 A=t
A dates} time, BANA Z2AH2Y ZF A
2o A3 #-63 AR(CPUAXY, 9449
WA, A& FFEAZE EAE o]E/EHQ o]
£ BE 2% BEAE 2E JUdA2HE vk
E 3 3 A2QE), 9449 Ad vz
AR 9le ZESY FF, arp$ routing
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A date9} time

« Infection ZH2] Wl: 43 A2 4] date®} time,
224 memory image, +3AAY A Hx
2ol AAse e REEY 5F, 43 F
< AL Z2Ax9 BE Al2de] dig
43 AW arp ¥ routing tableZ¥E 39
Cache tables, &4 %3 A date®} time

« 3% F4(DDoS) #A @A 44 A& Al date
9} time, arp ¥ routing table2%¥ $3d
Cache tables, #3 %3 4| date®} time

V. Experiment

o] ZellAle Aot oAl wieke] Ae EHAAE
7ZlEsldet. o1& &, 9% W(Internet)s W4
o alolo] 2¥ 5-(a)9} 2L HUZE FAElR,
Trin00 Daemon® &% DDoS¥4 A%& 7t
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agent?! Severity Management-Server(SMS)E %2
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1. A2 7Y 2 3 AUz

Algo) AgEe)A] A= CPU 2.7GHz, DDRRAM
1GBE AMgatd FAslgen S2takstel] digk A
7+ #EE $sle, windowsAolA FAbskdch
7Azte]l Zeto]dER AMgEe3l $2EE CPU 9
¥]d43 7T00MHz, SDRAM 256MBE A}&sle
Agtdem, A% x%2 9% Linux RedHat

7.0414 Apache, Php4, Mysql® &4 Zero-
board 4.1pl5< F4d3sict. o] & vhdoE, AH3H<
DDoS#A Ave]l L (FAA—>Master—Daemon—
DDoS#EA)l 71z3ld BlAEF A Psigi o, A
g 34 A e oes 2

AvE e 194, FAz7E A g ZaEE
o]4 AW o] tiF DDoSFAL 37l g8 A
44 32E(A, B, CO)F 29 Nmapg o|-43
host liveness % host OSHX @A 2 4 3~
E9] open portel HF ARE 3. (host scan
& port scan)

AL 284, FAAL 2% A nlekes
A T2 E(DDOS Trin00 Daemon)g
A2 (A:mh2H, B, C:UlE): NessusP'E o] 43t
o] 47l G U AR $£4 9 & DDoSE
AR, (Fdd Hu ‘%7‘] infection)

Avele 324, 322 A B .CE £3 Ad
#(S)& DDoS 24

olzldt 34 A LE F3 WA FH =2
5 A thea Zo] o]d didt #4& 33}
Ak, oldl, 7 state 71€HA C(s)AHEE &
Aolal Jleselxl Are dAFe 2+ Zo9
time stampel W& A= HFL o]n] o]Fof
ot 7R’

4 194, 4 (DA (2)F 5% 249 2
A& $18t severity A4k

( Host scan &g ¥4 21)

= SNORT 2=
(A1Z-4B) Auth.Alert IDS snort: [1:402:
7] ICMP Destination Unreachable Port
Unreachable {Classification: Misc activi-
ty) (Priority: 3): {ICMP} 34 A — 34z}

( Port scan ¥3 ¥4 21)
= SNORT &1

(*]7‘}7‘35’_) Auth.Alert IDSsnort: (122:3:0)
(portscan) TCP Portsweep {PROTO0255)
TAA} - ZAE A

. iplog“m 271

(A7 H) TCP: ssh connection attempt

from 34#}:43116

n Ao $319 32E A9 open portAE
PORT STATE SERVICE

22/tcp open ssh
111/tcp open rpcbind
139/tcp open netbios_

FAAZRE F2E AR host scanning ¥
port scanning ¥XA(AY AE)e] SNORTE
3 Ao AR ZAE AdA AR zES)
open® Zo] WA (AA As LA seA) =AY
wt(HS)=1, wt(PS)=2, wt(HS, 1)=04, wt(PS, 1)=0.32
Folzl AR, v(HS, TAE A)=1%04*1+

[e¢V]

Z;wt(HS,k)*O)=O.4 g v(PS, 3IxE

Il
A)=2%(0.3"1+ ;2 wt(PS k)*0)=0.62 3¢

. o] 9|, host scan ¥ port scandl] =3l
FoiA g2, 247 min.th(HS or PS)(=0.1 or
0.2)%3} ave.th.(HS or PS)(=0.5 or 1)3te]
Alolo] 91514 "k, 32E B, Co WHHE <
7 ARE T2, AR B4 Ad ge de 5
A%,

¥4 294, =4 (3)3 (4)F £37, Vulnera-
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ROE TAEY HYE LK
HWENIS 21 43 HEE

| — 1]
SAE R BN AYER
auga 28 anmec 78S

uee e | 72, BOME S [

pUNBTHE— - = - -
. 2 B2
S8 o an
AR C
8 W' s ]
s ["HE

A nR

[0 — 1

il

@ e ¥

o
E-LR

i

2 5. Prototype &ZEH PAE U =3} 35

bility Exploit ##] @ Infection ZAE <3
severity AAk.

(Vulnerability exploit &3 ¥4 21)
= SNORT &1

(A1ZH48) Auth.Alert IDS

snort: (1:3018:1) NETBIOS SMB NT
Trans NT CREATE oversized Security
Descriptor attempt {Classification:
Generic Protocol Command Decode]
(Priority: 3): {TCP} ¥3#}:2612 — Z2E
A:139

( Infection #3 £4 21 )
s SNORT &1

(AZHR) Auth.Alert IDSsnort:(1:232:5)
DDOS Trin00 Daemon to Master
*HELLO* message detected [(Classi-
fication: Attempted Denial of Service)
(Priority: 2): {UDP} ¥3#}:1995 — 3X1E
A:31335

—f;,'—;-iz]-i—‘i'—ﬂ Z32~E Ad] Wig Vulnerability
Exploit A=(F9] AE)7} IDSAHA @A}

(©)
(MH): (Severity Management(SM)-Server, SMS)

w3, Aol #HYH 2s0ul NessusE o]4-3to
32E Aol dig HPHE &A% A, info:40,
medium: 14, high: 187019 vulnerability7} &
A H3lom, o] F 139 EEd| Wk FHeby(AUA
Al 24 J5A)E  infool aiRslglemsz,
vulnerability exploitel W& &=z AE ujero
2 o3 2L severity #E A4 wt
(VE)=3, wt(VE, 2)=18/72& V1 $E, v(VE, TAE

a3l
A)=3"(wt(VE, 1)*0+(18/72)"1+ ;

wt(VE k)* b(ck))=3*((18/72)*1+0) =3/4% F
ojAc}, o] W, min.th. (VE)(=0.3)% avg.th.
(VE)(=1.5)3k8] Aelell 1Al R}, =3 A
Infection® #&A A, TAE AdA o)A &A3}
H A o Z2AM AR, 2 Z2A4
2ollA A3Fe daemon? stringsol DDoS
toolold A28l daemondld WA= Fald
(odl: PONG)e] &A1(AA A3l 24 7482
o, g3 22 T4 E ¥ daemondd A F3
W 54 E2kde] IDSAAM EA(AY Ax)=H
o} wEbd, wt(D,2,3)=0.3, wt(D,3,1)=0.54
7%, sv(D.2)=wt(D,2,1)*0+wt(D,2,2)*0+ 0.3*1=
0.39% sv(D.3)=1*1=0.52%¢%, v(D,IP)=38*0+
3*0.3+2*1+2*0=2.98 Fozxt}. o] u min.
th.(VE)(=0.3)¢ avg.th.(VE) (=5)39] Ale]e|
AAsHA =k, ZAE B, Col dHE fzhe] A
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g Rz, #AR 24 A% @ 9 4 Ak

¥4 32A4. 54 (9 £3 DDoS ZAE 3
gk severity A4k

(DDoS #d ¥4 21)
8 SNORT &1

(A7} AR) Auth.Alert IDSsnort: (1:2339:
2] TFTP NULL command attempt
(Classification: Potentially Bad Traffic)
(Priority: 2): {UDP} &2E B:2029 — %
~E S:69 '

SNORT 212%E, 32AE B I2E S22
9] DDoS#A°] ZAAHAHAY A= o]HA], FA
ol A Hsl £4). wt(DDoS, 1)=0.7°]Z wt(DDoS,
2)=0.322 F§a 3% v(DDoS, Z2E 8)=16*
(0.71+0)=11.22 Fx)&H, o) avg.th.(DDoS)(=8)
#Ech 2 s JHAA "o =3 o] o) 3AE A
CZ %8 32E 3o i3 32E Be} & A0
o]ZojA A, AL state DDoS7HAY severitydol
total. ave.th.(=16)3tsc} 2 347} 2AsHA Hx
ole, AAl A= dAE AX HF FHo| o]FA
& et

o] Alg FHAA, signature 74k IDS4
SNORTE %3 gA=xe A A= 2oe
exact pattern matchingdl 74k 3 <zZ&
ARt AlAl o A EsAe] & /S A
ol2] HEl& 7= signature AR dA=
32 weightingzts AATeZHN, 25h& His)
st =&, IDSAA &A1=A] £3 packet®] %
T, Az"oxe] AR HRE 7HICE YT

S Ao EA AA A2do] gt A AMe]
AE 7359 A A wd kg FHis 5 9l
ek, I2E Ad EATHANA ARSI AAA 8
AE FHME LA 2 2o Fle AR
(dl: netstat) ol el F& weighting 3H-& 44
Fozx, A= BHFAAAY AER A M
ge Fasd 4 99t

2. 45 B4 2N

a8 55 7 #4(A. B, C) % X3(S) Wi =

2E9 AAZ A A3 £4 AHE RoF
a3 5-(a)8 #& 99 Hee di I2ES
UENZ FAES t¥e] A8 F=E vehlia gl
o}, where A4: A% A& 4, A A LA
ZR6 B A A¥E =5 54 2] A L
A, 84 A A A =3, 2¥ 5-(a)9] +
Z 3o A4 7 s2E W A J¥E e
el & Aoz Wslstes AR a9z
o} #A dlole s T3l A 32EQ AA A
A% Axg Befch oy 5-(b)Y A% 9d &
2Eo] ti3ll, 29 204 7|&H3 24 Aud A3
Ao w2t A, A FHo2 AY=FE FAjH)
a3 5-(0)9 A%e, 4 4 A 32y A
$HqA = B4 HX(SnortE 2, 74 TAES] 3oF
A AX, processFE, 2 AR, )9 2(HA
)€ BAFH(1: 71E, 20 A, 28 5-(a)%
(b)ell B = nie} o] DDoST49 APs} F
Aol ZHA] At ZAE(A, B, 09 AW (R4
A2 A) AP #HE FA0] B A T2E(S)
o 7kslAl A(HA)E B £ Q) ofdf, mY
AvEl e FAFHA A AR A Az DA
o] ¥ Zel dse AA Al HI= Frol F
A EAEeZN AR A $A A8 FHe] He
7397 WA &k =3, AlA 54 EEJ o
A AErt 2P i 5229 open E
E Ayl dxsx] e AS AA A8 e
Oolz2 i 3= ;L 022 AXHGL ol&
EiAME, AEH s Adez A FA AR F
A =3S a3 5 Ut ol 7x3te, A
Aol 71zl 7+ 32~E9 A AY= 3ol ot
2}, As) A ForensicsS $3 ZAxEE 4
A § Aok =% 4 32EZRH $AEA
= As ¥4 259 4 FNUT) S84, 19
6, 1% 2L As 4 AFAE 499 T=30secdl
A5, 718 Wk A4 A, AA 199213byted] 21
7} A= e, A Wt A4 A 80719byte
(BF: 168lbyte/T) 227t sAHUt. =37,
T=10secd] 7%, Al wet A4 A A
100624byte (37 708byte/T)S Z7) 3 (%
o 23 FAog Q3 2a £4 F FH=EU
T A m5oA, U A Asbol oy 44
H5 9d& 5 e, 27 60%% 49.5%9 ¥4
o AHgEHARE 2 F 2 A%E M & 4 Q)
Aok &, AL Wt A4 A, ToF Fobxlel ot
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23 % (byte)

Aol AH45)

¥

y//%

22| 6. Forensics 2Aof AIQEICHKIE
Hlx, HjotEl wot vs. J|E Yol

Al AME R FF 22 %S a5
Aok 2y o], ZE AadE A MR QI%
7t 32E 9 ANNYEE Fe] AW JF H3 £
THH I F3 AR)E o] & ¢ glemz, HEA
e 53 % =7] 2 Axd AF 5& 3z
3 A3} Aok g} me /‘l"}a]—?—i s 7‘3"-‘1‘7‘4
oA, AlA] e AHE 2aF A TAEY
71 ¥ %ol Mue|Me] CPU "z‘ MemoryE H|
£ A9 A8 SR Q% Aad Jede
A Ao} & 4 ggith

v.d E

o] EdolAe ot FHd dis] EAES A4
Asgdt AlAe 7|zt As A4S x|zt 3
A A4 A5E AN AT ke Ak
ole Al AHd] 7|zl 282 & -Ev-—‘iff}ﬂ A 2

5 sAdeEn FAARY &L HisE
Z, Ad g elx 32E9) :l“‘é AA 9 Ao
A, 2" 23, IDS 838 o|gsto oA 24
of g ¥4 W 3229 Ad severityits A
A3t ol 7)&3ted, ¥4 g ZAEL] A
Z7] A, As A2 4 oA 2 AA A DA
of oj27] 7HA B4 A TXE 2+ As] dAld
w2 #H FA AEE A AH A AT
o e A 2 A Ad B F ' 5
A Azk Alelo FAz} 93 FAAE dETsA
< &A%}, A o] nelgh wheld & d7E
218 Folct.

£ 23

AL FEH L AF FD )

1 004

220l A145)
RE.

T=10 T=30
F71, T(sec)
O3 7. Mok et HE Al 8t FI| o, Forensics £4
of A2EojX|lz W +8 21 2 H|W,
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