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Abstract Due to the bandwidth-consuming characteristics of the heavy-hitter P2P applications, it
has become critical to have the capability of pinpointing and mitigating P2P traffic. Traditional
port-based classification scheme is no more adequate for this purpose because of newer P2P
applications, which incorporating port-hopping techniques or disguising themselves as HTTP-based
Internet disk services. Alternatively, packet filtering scheme based on payload signatures suggests
more practical and accurate solution for this problem. Moreover, it can be easily deployed on existing
IDSes. However, it is significantly difficult to maintain up-to-date signatures of P2P applications.
Hence, the automatic signature generation method is essential and will be useful for successful

signature-based traffic identification. In this paper, we suggest an automatic signature generation
method for Internet disk P2P applications and provide an experimental results on CNU campus

network.
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DECLARE_GLOBAL_VARIABLES
var packet_counters{64]1{256];
var flow_byte_counters[641[256];
var total_flows_in_bytes := total_packets := 0;
PROCEDURE_BEGIN
* genesis file¢te] B8 E25 Fd| i3
var fsz = Z2S Fol 77] (byte &)
var tmp_matrix(641{2561;
total_packets += 1;
total_flows_in_bytes += fsz;
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j= 83 uolES gk
packet_counters[ i 1[ j ] += 1;
tmp_matrix[ i 1[j ] := 1;
for i where 0 <=1i < 64
for j where 0 <= j < 256
tmp_matrix{i}[j]1e] zte] 0¥}t AW
flow_byte_counters[il[jl1+= fsz;
PROCEDURE_END
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299 AV F Fo] AR W AA Z=229
90% ©14Y Aot 12 AAHY, 1 o9 A$o
€ 002 Hd3dd a9 694 ez EAE w|4d
YA2EL 1 o] 18 4AE AEo|T.

SignatureFinder= Z2-% W9 & 3 E9 Ho9)
ZSE SMUE FAAME Hol2=ue] WA vlelE
9] ol j@m & W(0<i<63), Ztzte) A2 Holz=
o] A sigmatrix[ilj17} 0] ofd EE j& &#A4UY
2 Ro} AaUHE FAske Rolth weld HAE A
AR o wlth A1 FE7E BEolRA Hed, Aoy
7t gE ASE e ARz APsT, Y Aot
Ao 2B FJolgenh ANE AaFs Al
U e2Ed ofn EAEE At #% A1
9] SAFNE GG o] FAFoZE Uy g
Aol it
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HARE Ase FF
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4. 48

GENESIS Az dig d4de Zddista shigd
< Ry AFIE F P2 A olFolFTth o]
#=aE 1Gbps Ethernet #HZolH, Hul A&F
300Mbps AEelt}h o] FIA 12417+ o] EFy
& FASETH2005E 119 119 18:00~2005'd 11€¥
12 06:00). ©] =J¥ EINY AollA GENESIS Al
9e 753 A2UFE ATk B dEe o
Me ¥ 39 9 ¥g F2EE ARSI

¥ 3 A4 t~3 ¥€ URL &=
URL
http://www.clubbox.cokr
http://idisk.megapass.net
http://diskpot.chol.com
http://disk.dreamwiz.com
http://www.hotdisk.co kr
http://www.lenthard.com
http://www.folderplus.com
http://www.edisk.com




GENESIS: Internet Disk P2P E# ¥ g4 &

® 49 A7) 24X F38 EARY gE @
A BAE BYt 959 EdY F URES TCP E

Pl en, A8 AR & FEWFY £ =
ZEVSE O A0 wE) £98 W e ¥ 4
st 2o ® 49 =g uigl gol, A9 10719 TE
% well-known porte 803} 2580wy t}gke] ©ole}
£297} 19101, 10101, 955359 ZEd Q@) e
€ Y = Utk o] TEEL YA ANBA AFs}
F¥ o] vy EEHEI #d ZESY FEHE A
Eoldh.

7] Ef9e2RE GENESIS7} #&8 W A1y
FHEL E 59 a9=o] gith AAE A1iFe} o=
49 24 24E vind 3y, Y& CLUBBOX

E 4 EdY FHE 49 100 XE WIS
@ $404 & = Wz 49 107H

EE [ E2% 5 | WA % HlolE &
80 7,650,206 280,949,804 340,833,743,679
19101 50,773 106,817,848 152,183,241,926
10101 3,801 14,638,104 17,029,899,750
9553 11,501 8,740,681 13,013,854,641
9575 122,064 8,782,216 11,756,617,597
554 10,440 6,772,154 9,748,092,702
8080 81,916 9,808,597 6,830,629,533
6881 108,682 6,402,313 5,423,845,716
9090 12,017 3,482,729 5,114,327 645
8629 159,221 4,628,615 4,779,302,193

(b) T2 & ZE W3 49 107

A AdH AT A B 253

st IDISKTo] 918l T2z P2P $-89 B4 e
Dax s UL 4 Ak CLUBBOX$ IDISK
£ A e Qe bz Mulsd dsiMeE o
ARgEo] YUE FHoJ(10Mbytes ¥¥H 2rulle ARE
I 4 gk 99, ¥ 59 ¥ 48 UFs Bope
o, GENESIS7} 54 JEY t23g AMgste 34
AN ARHE TCP TE AITEL RF3A 2230 W
& gAY & QU

GENESIS7} dhgo] H AZUHES AauF s
EHY B4 A2¥0Q) Wise<TrafView> £ Auj[10]
of FLEYctk Wise<TrafView>E ZE 7|99 @&
B4 Wy dolz= Alaudg 7inte) £4 wye #
Fate) QEMON AT 34 Z2ade s
Aok 7] A 2HFHE Wise<TrafView>ol #4317
YelXe 2 A4 TY analysis.confE& 1Y 9} o]
wjaelol stk CLUBBOX_DATAS IDISK_DATAS)
T port_rep_name TEAE F7HE3, A FERAESY
WX ¥E W3EZ 191013 10101, 281 95532 B
3tgoh EE, 1910101 101010} 47 & XE W3E
2 AEHNE Ao Aldd ‘0x0000'e] HojRE
9] A48 iAo el CLUBBOX_DATA S8
o &g dii AAJHEE 9T, 21 dgog e
Ut 229t 39 B dge gAste] AeHe=
CLUBBOX_DATA $8°} £3 Aoz #AE 5 3
=2 3y IDISK DATAC] A {418 WA
ZdE APt

¥ 5 GENESIS] 98 ©
Coverage = 819 Alizlol 98] AlMy Ta90) £ (byte) / % HY o} BE

application INTERNET_DISK P2P {
IE 229 5 A HpolE & port_rep_name CLUBBOX DATA port 19101,10101 \
80 6,083,126 202,252,175 23,860,631,350 pmtoc:} TCP ét 0x0000" in DKL 0-10 \
src_disc _pattern=="0x " inp -

19101 11,383 10,655,279 12,600,578,925 e yte 67
10101 460 6,277,010 8,822,307,210 decision_group UP dir up

60,614 143,804,974 6,055,251,622 , decision_group DOWN dir down
9575 351,220 5,498,767 4,593,762,494 portArep_tname IDISK_DATA port 9‘553 protocol TCP {
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h5o7) A 11A%
E2%9 £F (byte)

4 3P FA Al wdvg A FMHEX): A 12byte F7 AH8E XE ¥E Coverage
DC.signature | ........ .... 0000 ........ 19101, 10101 (TCP, source) 86%
203.238.140.70 N S
‘WS.signature 48545450 2£312e31 20..30 80 (TCP, source) 99%

(www.clubbox.co.kr) =

WC.signature 47455420 2€. .. iut oennnn. 80 (TCP, destination) 99%
DS.signature | ........ ..0000.. ........ 9553 (TCP, source) 81%
211.62.15.20 N o
c WS signature 48545450 2£312e31 20323030 | 80 (TCP, source) 99%
(idisk.megapass.net) - — "
WC.signature 47455420 2f. . iih o 80 (TCP, destination) 99%
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