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(A Study on Releasing Cryptographic Key by Using Face and Iris
Information on mobile phones )
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Abstract

Recently, as a number of media are fused into a phone, the requirement of security of service provided on a mobile
phone is increasing. For this, conventional cryptographic key based on password and security card is used in the mobile
phone, but it has the characteristics which is easy to be vulnerable and to be illegally stolen. To overcome such a
problem, the researches to generate key based on biometrics have been done. However, it has also the problem that
biometric information is susceptible to the variation of environment, whereas conventional cryptographic system should
generate invariant cryptographic key at any time. So, we propose new method of producing cryptographic key based on
"Biometric matching-based key release” instead of "Biometric-based key generation” by using both face and iris
information in order to overcome the unstability of uni-modal biometrics. Also, by using mega-pixel camera embedded on
mobile phone, we can provide users with convenience that both face and iris recognition is possible at the same time.
Experimental results showed that we could obtain the EER(Equal Error Rate) performance of 0.5% when producing
cryptographic key. And FAR was shown as about 0.002% in case of FRR of 25%. In addition, our system can provide the
functionality of controlling FAR and FRR based on threshold.
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mega-pixel camera in mobile phone.
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30 0.001
25 0.002
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10 0.07
5 0.09
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