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Abstract In Digital Right Management, symmetric cipher is used for content encryption to reduce
encryption cost, AES, advanced encryption standard is usually used to multimedia encryption under
desktop environment because of its reasonable security level and computation cost. But mobile
handheld device often uses slow speed processor and operates under battery-powered environment.
Therefore it requires low computation cost and low energy consumption. This paper proposes new
streamn cipher scheme which combines pseudo random number generator(PRNG) and dynamically
generated permutations. Proposed scheme activates PRNG and generates original key streams. Then
it generates extended key streams by applying permutation to original sequence. These extended key
streams are XORed with plaintext and generate ciphertext. Proposed scheme reduces the usage of
PRNG. Therefore this scheme is fast and consumes less energy in comparison with normal stream
cipher. Especially, this scheme shows great speed up (almost 2 times) than normal stream cipher
scheme in random access.

Key words ' Multimedia encryption, Stream cipher, Mobile Digital Right Management, Permutation
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