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Abstract Mobile Virtual Private Network (MVPN) provides VPN services without geographical
restriction to mobile workers using mobile devices. Coexistence of Mobile IP (MIP) protocol - for
mobility and IPsec-based VPN technology are necessary in order to provide continuous VPN service
to mobile users. However, Problems like registration failure or frequent IPsec tunnel re-negotiation
occur when IPsec-based VPN Gateway (GW) and MIP are used together. In order to solve these
problems, IETF proposes a mechanism which uses external home agent (x-HA) located external to
the corporate VPN GW. In addition, based on the IETF proposal, a mechanism that assigns x-HA
dynamically in the networks where MN is currently located was also proposed with the purpose to
reduce handover latency as well as end-to-end delay. However, this mechanism has problems such
as exposure of a session key for dynamic Mobility Security Association (MSA) or a long latency in
case of the handover between different networks. In this paper, we propose a new MVPN protocol in
order to minimize handover latency, enhance the security in key exchange, and to reduce data losses
cause by handover. Through a course of simulation, the performance of proposed protocol is compared
with the existing mechanism.
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