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Abstract In this paper, we implement Microsoft COM software modules for elliptic curve
cryptographic applications and analyze its performance. The implemented COM software modules
support all elliptic curve key exchange protocols and elliptic curve digital signature algorithm in IEEE
1363 finite fields GF(p) and GF(2m). Since the implemented software modules intend to focus on a
component-based software development method, and thus it have a higher productivity and take
systematic characteristics to be open outward and to be standardized. Accordingly, it enable a
software to be developed easier and faster rather than a method using C library. In addition, it
support the Microsoft COM interface, we can easily implement secure software applications based on
elliptic curve cryptographic algorithms.

Key Words : Elliptic Curve Cryptosystems, Finite Feld Arithmetic, COM, Elliptic Curve Key
Exchange Protocol, Elliptic Curve Digital Signature Algorithm V
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1. Choose a random number k' 1 < k < n-1.

2. Compute kP = (x1, y1) and r = x3 mod n.
If r = 0 then go to step 1.

3. Compute k' mod n.

4. Compute e = HM).

5. Compute s = k (e+dr) mod n.
If s = 0 then go to step 1.

6. Retumn (1, s).

[€nEF 4] : A9 HF ECDSAIL]

. Verify that r, s are integers in the interval [1,
n-11.

[u—

2. Compute e = H(M).

3. Compute w = s mod n.

4. Compute 1 = ew mod n and w2 = rw mod n.

5. Compute X = wB + w@Q I X = O then reject
the signature.
Otherwise compute v = x; mod n where X =
(e, y1)

6. If v = r then return ("Accept the signature”)
else return ("Reject the signature”).
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