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A New Crossing Structure Based DB-DES Algorithm for
Enhancing Encryption Security
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Abstract

The Data Encryption Standard (DES) is a block cipher that encrypts a 64 bit block of plaintext
into a 64 bit block of ciphertext. The DES has been a worldwide standard for 20 years since it
was adopted in 1976. strong. But, due to the rapid development of hardware techniques and
cryptanalysis, the DES with 64-bit key is considered to be not secure at the present time.
Therefore it became necessary to increase the security of DES. The NG-DES(New Generation
DES)(1} is an encryption system which upgrades the encryption security of DES by the key
extension and the usage of non-linear f function. It extends not only the size of plaintext and
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ciphertext to 128 bit but also the Fiestel structure used in each round. This structure has a weak

point that the change of each bit of plaintext does not affect all bits of ciphertext simultaneously.

In this paper, we propose a modified Fiestel structure of DES and thus increased confusion and

diffusion by effectively cross-connecting between outputs in a round and inputs in next round.

» Keyword : St=0] AA(Hardware design), #FE =(Computer Architecture), &3t &1
2l&(Encryption Algorithm), DES(Data Encryption Standard), &8l Z2AA

(Encryption processor)

.M B
g BE B VIeY AT ouo] Al AN
Al 3ol 14 FALE 0|83l o]FoiRm gloH HT
JEullE 7|Wto s ¥ AHol Az ¥ who] Tl
el FEE S gt Bo] molAA HYT FESE A
ol delA Are ZRxle Aol N1gAe] Fag A
o2 QEed § U Bt ofeh o JoprtA F7le]
ohHole AHE BAZ Pa vk 2T HR LuHlE
AT BElE AFE] 9 71ed, AR P FR
g Aol lojd BFHoz FEEolokd ARIY Zlo|
o oleldt FEEse] dagddl ot e ARE <5
T doled) B T o] RSt} (5)(6)(7) #HZeol
E AEe Z2a9(10)S o83 U A B3 A7
T APHT Jed, e ALE JveR e ¢
3 gneET Bol Adsz Uk (11)

197030 Fuk w2 EEZ(NBS)o &jsiA ®Izh Fol
dlA AHeE taAlAglel EFEC R DESZ) £33 HA
3 DES €38 7|92 2 o}%2 7P g AHEA HA
t}. DES® 64bite] 718 #8431 64bite] ML 5t
AZE 3% £ ¢35t} (2](3] &2 st=dolst 45
4 7ig] 2ER AR 8 64bite] 71E AMSSke
DES® DC(Differential Cryptanalysis)¢ #HEA2 7]
%ol olaf e ATl {A =2 & Uk NG DES(1)
dlMe DESS ¢33l HEg woluxt 7let B HolE
A4 34 (exhaustive key search)el &g 4 U g
F 128bitZ EF8INsL, DES €zalfolx 7P 3okt
BEol fare] MYE BAB) A8 fA4s wAdgAE
gz HASI

NG-DESE 7129 DESE 64H|Ed)A 128H|EZ 3}
A Zb g AMEE Fiestel 73 3 &ge}
g, ol 2E 74 BF vE W3y} A4 ¢EE vE

r
¢

7
o2

-
2
e
o
=)
l:{
d
o
e
L
2

= Mo
)
N,
S
%9
Ko
e
)
Hp
=2
2

te 33

ots3le] AEE ARAE 24
= =3 AL 2o eN 45 E= Tzd o ¢
x

A% &3 A2’ S sofstast g

2.1 DES

DESE 64H]E9] 7|(AA= 56HIE, 8H|E: parity
bit) & 43l 64¥|ES] HES p4H|ES] UYTFoR &
33A71E AE EF ¢goltt. DES ¢anElgoiMe ol
A (substitution)$} X8 (permutation)e]eh= 2702 71&
A dzst Favt wHEHo R 163 2440t (8)

22 ¢5/5535 oty

DES®] ¢33} 3& ot o] A 39z ve
F At

A, 648|E9] Hio] X Y AP 3l vlEE
o] ¢ME AZAshe 27] ©A(P : Initial Permutation)
oA

4, 93 e 71EHQ] ¢33 Fvt 64HIE
Foll BYsHA 163] §HEE] ALEEe WA

Al 16W ¥HE A28 64HEY 23S A2 s}
1 27] €29 9¢ 927) £2(IP-1 £ FP : Final
Permutation) < $33l= @A

29 1€ DES ¢ass ¥asle) A BEE HiFy
sich. DES®l ®zs 3¢ hast B4s Edsid @
2, 2 BheErit A4E] A8HE $E9) kig do=
AgA7)E AT OE Poloh. 19 2 Fecsit P
Aese dasiel Base TS Ve Aol



A% N2 zAFz7|we| DB-DES ¢x2 ¥ 65

n [ ]
RoOL [ B,
§ i . -t o -
; i . i
i TN
W & i IP
> 0P ‘ X N
g J N
! ! .
H > » »
Poue [T} L ¥
B2 i HER
[} L AL AL,
4. - .-l .
AN i
i / o
P, i N/ f [ "
; X ’ -
AN o f
L Y 1
< -« e - e
A [ s TR,
. "

2| 1. DESe| ai=sjel 253} Py
Fig 1. Encryption and decryption process of DES
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