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A Threshold Ring Group Signature for Ubiquitous Electronic Commerce

SoonHwa Sung’

ABSTRACT

Ubiquitous electronic commerce can offer anytime, anywhere access to network and exchange convenient informations between
individual and group, or between group and group. To use secure ubiquitous electronic commerce, it is essential for users to have digital
signature with the properties of integrity and authentication. The digital signature for ubiquitous networks is required neither a trusted
group manager, nor a setup procedure, nor a revocation procedure etc. because ubiquitous networks can construct or deconstruct groups
anytime, anwhere as occasion demands.

Therefore, this paper proposes a threshold ring signature as digital signature for secure ubiquitous electronic commerce using the ring
signature without forgery (integrity) and the (n¢) ring signature solving the problem cannot prove the fact which a message is signed by
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other signer. Thus the proposed threshold ring signature is ubiquitous group signature for the next generation.

Key Words : Ring signature, Threshold ring signature, Ubiquitous electronic commerce, Integrity, Authentication
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For k=1,--f, Do v; <_R—{0,1}Z
9 7.8 AYS BE BPAL 9F 9%
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For i=1,--, p, i#s, Do

For j=1, ~n, Do x] <X —OU¢, and y] « g x])
For k=1, ---t, Do _
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wie— G (Wi-1 @ (ol
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4. super-ringS 2% ¥ subring zs SANFS AAtsi)
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5 #¥% HEA 7B % sub-ringe APt}

For j€EMaI\I, Do x] « X 01" and y! < gix))
For j &I, Do
R .
O ¢—— {01} for k such that j € #*
v/ Cint (O, yij € 7HR) and Xl g7'(y])
6. A& 83}
R

Ve [Lpl and output (V, uy, Ureie,p (27, o XU e O))

L Qd s 1A AEsE ZE YES AlAbet.
For i=1,-, p, Do . _
For j=1,+n, Doyi « g (x])
For k=1, t, Do
2] —Cvf 1m0, v, jE€ 7 (R)), and 7 vf @z}
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HFE 2 AxAD Au2g 9% hdd gxg Age
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