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Abstract This paper presents a high-performance elliptic curve cryptographic processor over
GF(2™. The proposed design adopts Lépez-Dahab Montgomery algorithm for elliptic curve point
multiplication and uses Gaussian normal basis for GF(2™) field arithmetic operations. We select m=163
which is the smallest value among five recommended GF(2") field sizes by NIST and it is Gaussian
normal basis of type 4. The proposed elliptic curve cryptographic processor consists of host interface,
data memory, instruction memory, and control. We implement the proposed design using Xilinx
XCV2000E FPGA device. Based on the FPGA implementation results, we can see that our design is
2.6 times faster and requires significantly less hardware resources compared with the previously
proposed best hardware implementation.
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Double-and-Add[7], Non-Adjacent Form(NAF) Double-
and-Add/Subtract[7], Lépez-Dahab Montgomery[10]
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o] &3 WAl kP dbE 3 k9 19 JiFE E9A
AMe FPds PHeZ ko Z HEE |, 0, -1E2 Y
ERdith o]Z o]R3H IUE QA XS HF m/3e
2 29 & YA kZ NAF E7|He= nlg] uie
o 3l ©yo] Yt} Lépez-Dahab Montgomery €1

Z& PYHEHLZ Double-and-Add W& Rt} 224,
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GF(2™2l dEFHY 94 FrHez ogry] 7)HF
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NB)7} k. GF(2™749] Ate ditel o] R4z =@
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£, NBE o|§¥ A3 ATANE 19 s
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1. if k=0 or =0, then stop and output kP=0
or P

2. k—(k_ 1, kg ),

3. (X, Z) —(x,1), (X, 5) <(a* +b,2%)

4. for i=5—2 down to 0 do

5. <X Z+X%4)

6. if k=1 then
X, =4+ (X, 40X%2), 4 <2,
X, <X+, X, 7, X, X,

else
X, —Z+(X,%)(X%2), 4 <2,
X, —Xi+07, G X7, X, <X,

end if
end for
X
7. xo < Z,
R T PP AV -
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s z 3" g

9. return kP=(xo,y0)
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l.for 0t <m~—1

2. for 0<s<m-—1
3 Doy Y4 Dy
4. end for
5. end for
6. return D

3. GNBE 0|28 GFR(2MAl9] Qe-HY &
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B Fojre 279 GNBA] HE-#de F4 41
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[16,17]. f=-84d Fx& dolg =ZU|7l m-ulEo|x
=9 A717} w-HlEeA =9 AfE L= [m/w]
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Output : D=(Dq, Dy, ***, Dm-1),
Di=c, for all 0<s<m-1, where AB=2""""c,a,
Initial : A < (ao,@1, " Gm-1)
B < (bo,b1,"",bm-1)
D < (Do, D1, Dim-1) < (0,0,~-,0)
1. for 0t <L—2
2. for0<s<m—1
3 Ds»f(m)w—,y  Vssrw T Ysstwrl T T Ysermwew-n Ds‘ﬂﬂ"y
4. end for
5. end for
6. t=L—1
7. for 0<s<m—1
8. Dy(t*l)w—fy  Yssrw t Yssrrl o0
9. end for
10. return D

+ Vosewrw-D-g + Deraw-oy

-1
y=L-w—m, L—Fw1

[€xEE 3] 0<t<L-2Y ", BE 0<s<m-1
o gt w+1N] BHyssrmw + Yssrawrl + 0+ Vssrnorw 1)
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Vssrtwrw-1-n * Dsen-,)0] FAlO ARt &, 1488
sol thek vl 23 Doe U A3 o] d4Ho
2 A"

Diso
D, =Yy M1 ™ M laat = )T rato TWas v w1 T Y 01
D,z
m=1
Foeraw T Y phme1 = Oys,s+z =G
i<

an

NISTO &3] dx¥® GF2M)3Y Y= IV &5
o17] wiEol B y=00jn Aol riAT wHEA
FEHE AdE FA37] Al m-y Fo] FEH F
gEojolgtt 71N m .y e (LuF 3]9 L-19
A GAA ALEY FHAYA s=do] Fx HA
a7k "ok &, dt=do Fxe (uyF 319 uA
3, 8& ¥ 3 4 t2A dAooF I B
=R o] EXE sdslr] i8] Ldold HES
A3(111, 1008 ARE-3c} Ho zpAE A9 323

o Z1&edu.
3.2 GNB Ell 48 0I88 GF2M&2l f=-3Y
=871 4A

dAZ w=23 GFE2)4) A=-d4" F4718 A
ok A4 (89 4 FFH 4 10), (1), 14), 152
28E F4 Z3y C=AB=3 ,co& 4] (18)7 o]
2g % ok
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e
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= (a5 +a; M5 +ag5,5by + 40150, + (a5 + 0y )by + aygp by + ayby +ay5e0b;
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¢y = (ag +ay )by + yen3bs + 51250 +{ag +ay )by + 950120 T a5, F 56005,
05 = (ag + a5 )by + 53405+ ga4y +{ag +a, )b, +agisbe+ 9gbs + 501403
6= {ay +a,)by +ag1458 + o355 + (0 +a5 )by +agy5by +aghs + aggg5hy

(18)
2 (18)9] ¥EL w=2, awe atagtatas v
gk, 29 1L w=20] s GFE2)3» GNB E
4 45 ol &3 C=AB° H&HE AZE #HA2H 3
Zolxm, O9 2& 1¥ 19 f; £E FXF Jehdch
2 3 F 79 94 XOR diste gAAE AR
3 2 A 929 3 WA g2 g9 FFE FE 7}
e Fhd Y2E ANSe f BSolx, F A Fe
Fizt a9 WE g, bE T W £ HZESY A
sk i BEoY. Y=-d TxdMe 3 F8 Al
olZultt w=2719 94&E AA3EZ 4, B, R @A~
He w Z70E &8 AZESY L=4 89 Alo)F
Fo BE A4l Byx ARt Y™tk mo] 40
7] HEo] T e d4¥ A wXTg 2 Abo]
g9 it FEFE 9471 el ol& 3ok
gt} =9 37] wol el FEH=
&9 AF w-rE PdE2EA veib FEEE 94
9] AeutE wx = £9 Alo|EdA dAitE FHI o}
gk ¥ 19 FANE 111 009 Ao A5E AR
st phAR Ao} AzoA FEHE gE I E
g m/w7t g7 oy Wi F4 Zd Yx|2H
Re 38% oF 1A Y= gy 383 298
A8 R v £8 4zZEs "t 1y 19
de-dd FA7E My AA Alzbe] 2Ta+( [ logsk |
+ [logaw+11)Tx°} (wm+ym)7/RS] AND A°lE, (wm

o L (k-1)789] XOR A°IE, 3m7e] Flip-Flop(FF)

o] Paslth Ad7lM Tue 2-98 AND Al0JE &4
o)l Txe 2-93 XOR A°|EQ A dA|7tejt}.

+w

4. GF(2M)A9] ECC Z2 MM &A|

4.1 GNBE 0|S¢&t g4 % 98 AU dH

NBE o83 #¢, dole) dad e 7yl o
3] Fermat ©]E°¢] AM&-HTh AE GFQ7)3e] i
B, GFE™ Y] 5L 27-10]m2 4%t} & 47!
:AZm‘ZZAZ(Zm‘Pl) O]q_ 017]}\1

s s e
(27 —1)(22 +1), if s=even

s—1 s—1

202 7 —1)(2 2 +1),
£ o83t [¢xelE 418 /=8 F Yt

2-1= 19)

if s=odd

[¢38]%E 4] Itoh-Tsujiie] 99 SueZ[18]
Input : A € GF@™)
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Output : B=AY"?2=4""
1.B—1 A« A% s < m-1
2. while s=1 do

3. if s=even, then

3
z K]
A‘_A2 +l’ ge—0

4, else, then

a1

B — BA, A—A2C7+1), s<3_;1
5. end while
/]
Aoy
B —> -
Asyn =91
Baya { O
Buyy —» ™) >
2 =
Asia = oy .
Boym )
Azpa —b:—D ® ]
Bia — = —
Aua —’FDJ:D-{“ — >
Aoin —] >

ag 2 a9 19 f

[gzelE 4ol AEGF(2™) 8 998 73817 15
L logy,(m—1)} +Hlm—1)—1719] F4 <ate] Bas}

th 714 He F0i3 449 274 ®¥9l Hamming
Weightolth. #te} m=16301%, m-1=162=(10100010),
olmg "3 FA9 e 7+3-1=90|3 & (20)9]
A4 At A E A9 H4UE 78 5 gk

202%+1)(2(2%+ 1P+ D+ 1%+ 1) (2@*+ 12+ 1)+ 1)+1)

A7 '=4
(20)
4 2007 2 19 d=-¥Hd FAVIERE 19 3
I} e GFR®)3e 34 2 49¢
#A3 VLSI 728 =8 4 ok 29 39 AUs
FAE 948 3517198 163-HE9) 3-t0-1 HEE
H4 2 11-to-1 BEEYAN 23 7-0lEY AoiNF
(Ctl) S F7}3)
4.2 HEO A
[¢x8% 113 GNBY 5A4& o838 & 29 o]
% 31719 G4t AIRALEE AE F Utk GNBAIA 2°

—— 163 bit

Cul(éto 5)

Multiptier

B—b]

Ctri(0 to §—
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