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e o

B EEodAlE golE2 (WiBro) T4 B AlAde] R BAZ (Security Sub-layer) g A et gfolng wer xg
AlM (WBSec)o] Z&42 st=9glo] AA B 7|&3ch AAY WBSec ZEAMAME AES (Advanced Encryption Standard)
EE5UE SnEES Ve o doly ¢35 - BEF AF-FF4 7] 45 -EF 5 TN UEYIY BevES AP
Tt WBSec ZEM|A& ECB, CTR, CBC, CCM 2 key wrap/unwrap FFEEE 7HA 9, &% dATe Agdle AES Zo]
S 4z - B3 dibg HeElshe ARS 3olE WEE ARgsld A Aeel AHAHEE AAHUTE L4 =]
TEES A3 AES Zo] UR e ges W3 B2 slgo] FR71Ee F43ste] AAGHen, B3 sedol Eaxd vt
2 9L TAE SboxE A (field) 8 WHE F43to] FHF 2N LUT (Look-Up Table)2 FaAsH= w419 ]
F 25%9] AVEE #AAATE Verilog-HDLE AAE WBSec ZAME 22350 AGIEZ THEY W, key wrap ETof
Al #HA 16-Mbpse] A%e3 CCM &3 - 23 2ooa Hu 213-Mbpse] A% S 714 gojrz AAd Hg st=go] 44
o IP HejZ ALEE 5 9k

Abstract

This paper describes an efficient hardware design of WiBro security processor (WBSec) supporting for the security
sub-layer of WiBro wireless internet system. The WBSec processor, which is based on AES (Advanced Encryption
Standard) block cipher algorithm, performs data encryption/decryption, authentication/integrity, and key encryption/
decryption for packet data protection of wireless network. It carres out the modes of ECB, CTR, CBC, CCM and key
wrap/unwrap with two AES cores working in parallel In order to achieve an area-efficient implementation, two design
techniques are considered; First, round transformation block within AES core is designed using a shared structure for
encryption/decryption.  Secondly, SubByte/InvSubByte blocks that require the largest hardware in AES core are
implemented using field transformation technique. It results that the gate count of WBSec is reduced by about 25%
compared with conventional LUT (Look-Up Table)-based design. The WBSec processor designed in Verilog-HDL has
about 22,350 gates, and the estimated throughput is about 16-Mbps at key wrap mode and maximum 213-Mbps at CCM
mode, thus it can be used for hardware design of WiBro security system.

Keywords : WiBro, Security Processor, AES, Modes of Operation, Authentication, key wrap/unwrap

71

I.M B (WIMAX)ol ¥t 5 5 dhFo] Za) EF312 F 3}

[E)
1 Qe JFAY olE5A VIEelth f4l BH I
A

[¢]
23GHz F95 U9e A8sel A% 60kmh o4 ¥ BESALY VERAQ SeluzE 7]
oF FAE AHYel HEY 5 dE dolnz A el g BE =

T AR, JAZYA(F)

sk

A

Institute of Technology)

o
We BUq FAEA FAEZES EEE 80216 &S FAE 5
A

(PixelPlus Inc.)

WS A3} 91F & HHEQ 7|go| WypHor o

BE9, 23R FATHR T
(School of Electronic Eng., Kumoh National sfolB 2 AlAEle] Hol BAZ (security sub-layer)

TUAk 20073348y, FALRY: 200796418

(636)

& Bug TA dEgadAY Bt AF, 19w



72 AES 7|t 21022 20 ZEAM M ds# 9
7184e A gis 7IXI ol desdes A7 71&@th. V3olAe WBSec ZZAA9 ASIC +&

doleo e 453} 715§ B3l B4 ALEAY An)
& Ed A g g Wolsde AT 7|
AZAM= UEYT At dH Mula Z29o o
3 4538 FYste] HolE A Mulxel s A
glo] A&dhe AL wA e d

SolHZ o] Hol BAZ=L encapsulation TZEZ i}
| @) 22822 A9} Encapsulation Z2EE
HAZ dlolE Hehd 93 diojy ¢33 2 s &
“cryptographic suites” g3 BQF dxa
HEATE BHe et 7] @ Z2ESF
ZIAZAAN GERE 7] FH do|HE StHsA Bl
S WHE AFPT) Cryptographic suites:® EHT
A437] (Traffic Encryption Key; TEK) i3 H]o]g]
¢33 9 AFE AF dauES AYses SA
(Security Association)®] o]t} dlolg ¢35 - B3
o AHgEHE dudlEo2E DES (Data Encryption
Standard) 7}%+e} CBC (Cipher Block Chaining) £
Eee¢} AES 7199 CCM (Counter with CBC-MAC)
+952=, CTR (Counter) $%95E ¥ CBC ¢9=2c-
o] s gtk TEKE 435 - £33y 98 ¢dx
2§22+ 3% DES, RSA, AES 71¥+¢] ECB €491
=9 key wrap &ig|Eo] Alggc

Sd 7| Atolof A FHYEE AF R A,
& Aol AYP3E EE cryptographic suites 5—?%
= Z|A= A Ho, 7|AFL o] FaA S
Aeste] TEK ¢33}, ool ¢33 2 958 53
A €@t webA 71X Fe A= cryptographic suites
oA BoJd BE YaelEo] T o 31 wuy)
dlAe TEK % dolf ¢3sie dF¢ 93 e
T8 5 @ 7HA oldo] FdHo ok g} o] R
AT AHI2E AFM s HAREY AZEY O EE
st=go] Aol "aAHolm, A€l BRr|oAe]
A5 AAEE s RAREY =go] Hfute]
R =

2 =®de

N

U

fo o R Flo
w4
to o 3
o]l'\

ECB, CTR, CBC, CCM I#]3 key
wrap/unwrap 5¢ SHEEE Fsle] gojHnZ A
2"lo] B BAZE XY golBE HI T4
A (WBSec; WiBro Security)e} s=glo] Ao tis)
ZlgdtH, 2utd 7)7)e] A ES AHE adse
Ze HAAFgE F2E AYAT DAL oln
B HQ FAZ gugdEd #¥ rlesin, MM e
WBSec Z2AIA9 &< =do] AAd Baty

3 AA" WBSec ZEAAC Az 2 AFH7 o
3 7]&3

I. 2lo|l=z 2ot 8AE euels

sfo]BE Hl FAZFE TASE AES 7|¥ ¢ag
s okl % 13 zon #7) dojee ¢5 -2
52 984E AESY CTR, CBC, CCM E#m=87
7b AHEET, TEKS ¢35 - 538 ¢3lMe AESY
ECB 53259} key wrap/unwrap 212580 114
"t

CCM FREE fF =7P|e®Es (NIST
National Institute of Standards and Technology)ell A}
AAE AESY BFRERE= F 3UEA CBC E=¢
CTR E=g& Zgstd dlolge 247 2YA4E &
Al BAstt AESS] CBC &EEE o] &3t w4
o) FAAL 918 MIC (Message Integrity Code)E
A%48a, CTR BEE ol83te] wAxe £94g 9|
& 43 - 53 Aie PP CCME AES 9% ¢
Aoz FEo| shesttte RS 7R A

CBC &2z MAC PDU Hol2E9 ¢35 - B3
% CCM TR =M MICES B3s7] 93 AMSETh
CBC ¥#2=x= IV (Initialization Vector)Z 2L 3}
o, 43R=dqAE A EFY 453 A7 oe
EE 43535t VE AMEHY, BESRsME dA &
TE BEEo Ug 43F EEY B3l VZ AL H
© chain ¥HE Zeth ¢35 E5E 4% CBCE
AES ol—i - B3 dato ] 25 /\]-%HD% MICS /\(E/\']sl_
+ CCM F3E=9] CBCol+ AES ¢3Z dAtet AL

CIR T&E=& 97 dlo|H9 ¢35 - 559 CCM
FARCe] % - B0 AgdT CTR 53ARE=9
ozsl AP A7) & AESE 9333 3 R

“loif

E 1.

Table 1.

AES Z(¢f 2jolB2 2 Hot BAFZ dn|E
AES-based Wibro security sub-layer algorithms.

7 dole ¢35 - B TEK ¢35 - B3

CTR ECB
CBC key wrap/unwrap
CCM




20074 78 BREetg
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- Key Wrap 1
Inputs : Plaintext, n 64-bit values {P,, P,, ..., P,},

Key, K (the KEK)
Outputs : Ciphertext, (1++1) 64-bit values {C,.C,, C,, ...,
Initialize variallles
Set A'=

Col
1y

IV, an initial value

Calculate intermediate values
Fort=1,...,s , where s =6n
AP =MSB(AES (A" RV ) @yt

Ry =Rw,,
R, = LB, (AES(AM[R )

3)  Output the results

Set Cp= At
ForI=1,..n
C,=RY,
J8 1. AES 718 key wrap 2252 pseudo ZE
Fig. 1. Pseudo code of AES-based key wrap algorithm.
d Key Unwrap

Inputs : Ciphertext, (n + 1) 64-bit values {C,, C,, ...,
Key, K (the KEK)
Guiputs : Plaintext, n 64-bit values {P,, P, ...,
Initialize variables
Set A¥=
Fori=1,.
RS' = C:‘
Calcuiate intermediate values
Fort=1,.%8
AV = MSB,(AES L (B 1) | R)
R =LSB (AES L {{A'B O | RY)
Fori=12..n
R, =R,
Qutput the tesults
If A is an appropriate initial value

cﬂ} *
P}

b
Cg wlwres 61

3)

Then
Fori=1..n
P( = Ra!
Else

Retum an error

38l 2. AES 718 key unwrap 222[E2| pseudo ZE
Fig. 2. Pseudo code of AES-based key unwrap
algorithm.
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EAXNA @t 433" TEK %L unwrap RE8 B
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3} 2& 722 AAHADG OCM B=dA CTR €4
29 CBC €9EE=E WEAe Fo2M WBSee Z
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3} AES-Enc/Dec £2& CTR 1913 Yoy
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wrap/unwrap)9] 93 - 23 A3S s}
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AR&-3to] AES-Enc £33 AES-Enc/Dec £&¢] &
E 77t RAHER AAGo 2R = ol7t HasE
=5 ATh Reg-A%h Reg-B £52 919 dlojgu}
2t FARES] F AAgS Ay 93 gAAE
3o/t op_mode A& Fol we} 571x) FREE 2
7t deH oz Y=, ed_mode AZ S o]&3}
o 4% - BEZRE Hegor g

=2
RTg

clk rst ed_mode op_mode
3hit

data_in pn Idkey_en Idtext_en

Counter
Generator

Control Logic

Key
M Scheduler AES-Enc/Dec

data_out

out_en

38 3. WBSec Z2MAMe Xy 2EL
Fig. 3. Block diagram of the WBSec processor.
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WBSec Z2ZAMA Q] Al F2E 17 49 Zo] A4
HJow F s4e] AES =o] (AES-Enc, AES-Enc/
Dec)¢} &= 7] ABA7) (key scheduler), ZA 28 &
£ (Reg-A, Reg-B), XOR 2 MUX 2% 502 74
Hol 5717 FRAREVL MeH oz ). WBSec
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Control

Logic

b
Counter
Generator
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32 4. WBSec ZEAMAMQ MM 7=
Fig. 4. Internal block diagram of the WBSec processor.
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Fig. 5. Timing diagram of CCM mode.
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3. AES &% .
I3 4olA H
AT A uS
283l AES-Enc/Dec 5
T J1& AAeE

ols W4 2s

270 9 7] AAHEH HA _
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A2 TAEE State (12849 E d]o]E] 2] 4u}o] E xquto]
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d35te] deoz olFoA B Ao o W
(InVByteSub InvShiftRow, InvMixColumn)o] A}-&-5

I, GE 7% ¢33 AT deoz agdng o

Cipher Text

Cipher Text

{a) Encryption
% 6. AES - 2% 215
Fig. 6. AES encryption/decryption algorithm.

{b) Decryption

Lt. AES—Enc/Dec 25
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rio

Plain{Cipher} Text in

é; 32bnitial
Key In

MUX

Shared SubByte

Shared ShiftRow

Register {128-b)
MUX

MUX 32h  Cipher{Plain)
f—a—s  Text Out

Shared MixColum

K b pound
Y Keyin

MUX

38 7. AES-Enc/Dece ZiRE 28 32
Fig. 7. Round block of AES-Enc/Dec.
E 2. SubByte/InvSubByte 94At7] AAEHH H|w
Table 2. Comparison  of  SubByte/lnvSubByte  block
designs.
- £ 32 737
Direct LUT T34 512bytes LUT

LUT+affine A %H4}4]
A wEty

25%6Kbytes LUT + %3] 2
Shytes LUT + Z&3|=

InvShiftRow, InvMixColumn @AH71E& ZAEsltd 24
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AES-Enc/Decoll Al 71 & st=dlo] WAL 24X
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Input

hs-bit

lmaﬁine transform]

MUX
i
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!

Multiplicative Inversion
In GF(2%)

T
| GF (29 —GF(2») |

Affine transform

MUX

s 8-bit
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