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One time password key exchange Authentication technique based on MANET
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ABSTRACT

This paper suggests One-time Password key exchange authentication technique for a strong authentication based on MANET and through
identify wireless environment security vulnerabilities, analyzes current authentication techniques. The suggested authentication technique
consists of 3 steps: Routing, Registration, and Running. The Routing step sets a safe route using AODV protocol. The Registration and
Running step apply the One-time password Sfkey and the DH-EKE based on the password, for source node authentication. In setting the
Session key for safe packet transmission and data encryption, the suggested authentication technique encrypts message as H(pwd) verifiers,
performs key exchange and utilizes One time password for the password possession verification and the efficiency enhancement. EKE sets end
to end session key using the DH-EKE in which it expounds the identifier to hash function with the modula exponent. A safe session key
exchange is possible through encryption of the H(pwd) verifier.

The suggested authentication technique requires exponentiation and is applicable in the wireless network environment because it transmits
data at a time for key sharing, which proves it is a strong and reliable authentication technique based on the complete MANET.
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Fig. 4 Destination node verification step
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