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ABSTRACT

Dragon Stream Cipher is proposed for software base implementation in the eSTREAM project. Now this stream cipher is selected as a
phase 3 focus candidate. Dragon is a new stream cipher contructed using a single word based NLFSR (non-linear feed back shift register) and
128/256 key/IV(Initialization Vector). Dragon is the keystream generator that produce 64bits of keystream. In this paper, we present an
implementation of Dragon stream cipher algorithm in hardware, Finally, the implementation is on Altera FPGA device, EP3C35F672I and the
timing simulation is done on Altera’s Quartus II. A result of 111MHz maximum clock rate and 7.1Gbps is throughput is obtained from the
implementation.
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Fig. 1. Dragon Stream Cipher
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Table 1. F Function Operation
Input = {a,bcdef}
Pre-mixing Layer
Lb=bPDa d=d&c; f=f@De
2c=cHb; e=¢Hd; a=aldHf;
S-box Layer
3.d=d DGila); f=fBGAc); b=b &GCse);
4.a=a QH(b); ¢ =c QHAd); e=¢ QHAY);
Post-mixing Layer
5.d=dHa; f=fHBc b’=bHe;
6.c'=c@b; e'=e @dd; a' =a &f;
Output = {a’,b’,c’d’ e’ f}

E2 G & HES
Table 2. G and H Function

Gi(x) = Si(xo) B Si(x1) D Si(xz) P So{x3)

Gafx) = Si{x0) D Si(x1) D So{x2) P Si(xs)

Gs(x) = Si(x0) D Sx(x1) P Si(xz) D Sifx3)

Hi(x) = Sx(x0) D Sax1) D Sa(xz) D Si(xs)

Hy(x) = S2A{x0) D Sax1) 6 Si(x2) & Safx3)

Hi(x) = Sax0) @ S1(X1) D Sa(x2) & s2(x3)

23 2713}

Dragon 93 @318 Z-& NLFSRe| W& 27| k(W)
o] d= T & Qe YEE TAE Astd 7] A
(rekeying) 3L AX A =) £39) 2718 £
43t Wahg 2713



Dragon 2E Y &3 du &9 st=dio] 79

I 3 x7|at g5
Table 3. Initiglization Function

Inpust = [ K, IV } (256-bit)
or
Input = [ k, iv } (128-bit)

LWl .. \W,=K||KDIV||K DIV
|| IV (256-bit)
Woll... | Wr=kilk ®iv’ || iv
| k@ ||k |k Piv
[l iv’' || k* & iv (128-bit)
2. M = 0x0000447261676F6E

Perform steps 3-8 16 times

J.allbliclld=(Wo @ Ws D Wy)

de|lf=M

5. fab,c\d e’ f}=Fabcdef

6 Wo=(a'||b’||c’||d") & W4

7. Wi= W1, fori=T7downto ]
(shifting the state by one word)

SM=¢e'|lf

Output = [ Wo|| ... || W7}

247 59 A4
Dragon?] 7] 4 442 27]3} @A o A 2HE<f
WE 32719 320 E Y= Bi 2 U0l £47) 448
4

o &
£ ol &3] JFH o2 AN E 7] $E S AT

il
A
T

E 4 7] 8 44 E=
Table 4. Keystream Generation Function

Input = { Bo|| ... || Bs, M}

L (M. || Mp) =M
2.a=Bob=Bsc=Bi,d=Bis
e =By &M, f=Bs; P M
3.(@, b, ¢\ d e\ f)=Fa bocdef)
4. By=b",B;=¢’
5. B; = B, 31 downto 2
6M=M+1
Tk=a’|le’

Output = (k Bo|| ... || Bsn, M}

. st=<o] 8

Dragon®] d}=glo} Ao} A48 FPGA AAE
AlteraA} 9] Cyclone III EP3C25F245C6 2.2 24,624 7} <]
Logic ElementsZ 713l Ut} 7 5d L Alterar}2)

Quatus [T 64H] E 8] 4 & AL2-31 4}
S=Box
Duta_in A snresnT downtn 55
- eswarn 3t o O N value
i A e

3% 3 S-Box ZES EE
Fig. 3. Block of S-Box Module

package dragoniity is

function s1(data.in : atd_logic_veclor(7 downto 0})
return std Jogic vecior:

function s2(datain © std Jogic_vector{7 dovnts 0}
retumn atd Jogic vector

end dragen libi

packags body dragen.dib is
function s1(datain : std Jogic.vector7 downto 0})
et sid ogic.vactor is
variable val : std Jogic.vector(31 downto 0):
begin
case dalain is
wihen *00000000" => val 1= x*393BCE68"
whien ‘00000001" => yvai 1= x"2328A00D"

whan 111111107 =D vaf = x* 14D7RDAC
when *11111111 =D val = x'0132B555™
end case:
return val:
and 81:

function s2(data.in : std.Jogic.vector(7 downto 0))
return std Jogic.vecior s
variable val < sid.jogic.vector(81 downto 0
begin
case data.in is
whan ‘00000000" => vaf = x*AS4BL3IBS"
when *00000001* => val = X'FTABICAE":

when 11111110 =D val '= x'06516F5A"
vehen 11111111 = vat o= x'51561E77%
#nd case!
return valk
end sZ:
end dragon.dib:

I8 4. S-Box R ZE
Fig. 4. S-Box Module Code
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By work!
use work dragon b el
entily dragor.heygen is
wort{
¢k in stdlogic:
data in in s Jogics
dataen: i sidlegic
reset © in sud Jogic:
k : out std_logic.vector(63 downty 0)
¥
ond diagon.keygen:

ARCHITECTURE ac_dragon keygen OF dragon_keygen IS

begin

procasa{clk, data in, data_an.resat)
varisble wiemp : std_ogic.vectort 1023 downto 0}
varisbis miemp | std_logic.vector(63 downto 0) wxR00(L 44725167 67 8E"

5]

[¢]

variable a.b.c.d.e.f : std_ogic_vector{31 downte O}

#reast =1 THEN
wtemp = x"00000000000000000CCOD ... BO00OCCOROGGICLD"™
meemp »x"0000_4472.87167 6FEE"

wlait ciiavent AND clk='1* THEN
if datain = 'V and dataen = '1' then

alse

END IR

end i

END PROCESS:

END AC.cragor kaygen:

wremp{1023 davwnto 1) wiemp{1022 downto C):
wtmnp 1= eternp(1023 downto 1) & data s

&= wierap{31 downto OF:

b = wiemp(318 downlo 288):

¢ vtamp{543 downto 512):

¢ = wiemp(639 downto §08)

« = miemp(3} downto 0 xor wiemp{981 downto 350

4 1= mbemp(63 downto 32} xor wiemp(1023 downo 892}

= pre~mixing
b= bxor &
4w dxor
fimixore:
cme

I RTEL-S
avath

~~3-box
4 » d xor {81{a(7 dowrio 0)) xot 31{al1§ dowrto 8)}
xor s1{e{23 downto 16)) xor s2{a{31 downto 24}k
§ 2§ xor {811c{T downto 0} xor at{c(1S downto 8))
xor 82(c(23 downto 16)} xor 82(c{31 downte 24)F
b im b xor {81{e(7 downto 0)) xor 32(#{15 downto B}
xor 31{8(23 downto 16}} wor 31{6(3) downto 245
a = xor {32(b{7 dowrto O} ror 32{b{15 dowrlo 8))
xar 82(b{23 downto 18] xor s1{b{31 downto 22))):
¢ o= ¢ xot {82(4{7 downto 0)) xar 82{d(33 davnto 8)}
xor 31{d{23 downto 18]} xar s2(d{31 downto 24)}):
& = & vor {s20(7 downto 0} xor 31{R15 downto 8}
xor 3228 dovento 16)) xor 32(H3t doweto 261

~-post-mixing
dwdra
fmiee:
b=b+e
clwgyhl
e=avd
smarf

wiemp{1623 downto 84) = wiemp(855 downto 0%
whemp{B3 downte B} b A ¢
riemp » mismp + 15

k<=ale

a2l 6 7 £Y MM 2E IE

Fig. 6. keystream generation Module Code
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Table. 6 F Function Operation

FPGA Type | MHz | Throughput | Logic Utilization

Total LE : 21,862
Cyclon I . 4 LUT :21126
EP3C25F256C6 | 111 | 7-1Gbits 3 LUT: 352
21UT: 384

Dragon®} & =& 111MHz 9] 57501 4 53¢ o
7.1Gbps 2] A 2] F(Throughput)g 3, & 3 F7]
Ft b D HlolElE W] sl 92.6MHze] Fo4
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Clock A\ 2] F(Throughput)
(MHz) (Mbjs)
Dragon m 7100
Edon80 286 3.58
Grain-128 181 181
LEX 100 1454
MICKEY-128 200 200
Phelix 62.5 1000
Salsa20-dr 30 1280
Trivium-1 295 295
Triviam-64 255 15680
AES-128 105 611
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