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Abstract The goal of this paper is to propose a new way to register CDA documents in CDR
(Clinical Document Repository) that is proposed by the author earlier. One of the methods is to
use a manifest archiving for seamless references and visualization of CDA related files. Another
method is to enhance the CDA security level for supporting pseudonymization of CDA. The
former is a useful method to support the bundled registration of CDA related files as a set. And
it also can provide a seamless presentation view to end-users, once downloaded, without each
HTTP connection. The latter is a new method of CDA registration which can supports a
de-identification of a patient. Usually, CDA header can be used for containing patient identification
information, and CDA body can be used for diagnosis or treatment data. So, if we detach each
other, we can get good advantages for privacy protection. Because even if someone succeeded to
get separated CDA body, he/she never knows whose clinical data that is. The other way,even if
someone succeeded to get separated CDA header; he/she doesn’t know what kind of treatment has
been done. This is the way to achieve protecting privacy by disconnecting association of relative
information and reducing possibility of leaking private information. In order to achieve this goal,
the method we propose is to separate CDA into two parts and to store them in different repositories.

Key words : Pseudonymization, De-Identification, Clinical Document Architecture, CDA, Clinical

Document Registry, Clinical Document Repository, CDR, CDA Registry, CDA
Repository, xml, ebXML
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2.3 CDR: Clinical Document Registry Framework
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.
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23 2 CDA document registration & retrieval sequence diagram
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O Q] [rmmn] [re] [
CDA

CDA
provider  consumer 2: Separate
(== 1: Request Registration 1 Header & Body

3: Provide Encrypted CDA Header i Reng':erDA o :ab‘:’“‘t .
6: Provide

%} 7: Register CDA Bbdy EE mg;_{’Pdme

L .8; Request CDA T 40, query COA :
i 11: Retrieve CDA Feader = EI:
kS CDA Header ] H

12: Retrleve CD,
CDA Body
q.-‘-.gj.{-- _“ """""

Header
(B

Latcaton m
2

SID

[

4; Provi " V4
(D) (ﬂ@@ﬂ’)’
Syshem PN

«SID: Submssion ID

Provider :
Na;e oHDHV: HeaDer Hash Value
i i «BDHY: BoDy Hash value
Provider's Provider’s Repository’s ? :
Private Key B Secrete Key B Public Key «DBHV: Double Hash Value

«CA: Certfication Authoribes

3% 6 CDAS|CI9} vlr] EElo] &3 Bty 728 M=

+ Repository v 7](Secrete Key)s &3 7)o digt A4, AF
2E RS EA gl udE E2Hd AR £E 933k
ol &z waFch YR GatewaydE: 3 « Gateway
FAE Az W3 45 5 HAFPE AUk Repository Uj¥e] EA3le 74842 UserSystem
s UserSystem I JAAEEAME F3 Berh
CDA Provider7t A3% YAANEEAE 3} nir] a3 69} AAE Rk Aa Meke] AAT gl
2 et 4338 +35 F AL AfFch &2 O JAIEEE —‘E—E]-.
* KeyManager
Registry YRe] AXVEZ EAFAY He FAH fx A A2E & rlmE «/
71 #ejz}telt). 9% CA(Certification Authorities) granted € login(userid, password);

E=3 %—3“ ZN7)(Public Key), 7Wel7](Private Key), if granted = true then {
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SID € GetSID_fromRegistry();

if SID = null then return;
}
// CDAE #ti¢} vtz ¥&
separate (CDA);
// 2219 CDAS ¢33ld ARE 7] Agi AF
provide(Repositoryl, EncryptedCDAHeader,
EncryptedSID, EncryptedProvidersSecreteKey, HDHV);
provide(Repository2, EncryptedCDABody, SIDHV,
EncryptedProvidersSecreteKey, BDHV);
// AFgAS) BANE
provide(Registry, SignedDBHVY);

separate (CDA)
CDAHeader € getHeader(CDA);
CDABody € getBody(CDA);
HDHV € hash(CDAHeader);
BDHV € hash(CDABody);
DBHV € hash(HDHV + BDHV);
SignedDBHV € encrypt(CDAProvidersPrivateKey,
DBHV);
EncryptedCDAHeader € encrypt(CDAProviders
Secrete Key, CDAHeader);
EncryptedCDABody € encrypt(CDAProvidersSecrete
Key, CDABody);
SIDHV € hash(SID);
EncryptedSID € encrypt(CDAProvidersSecrete Key,
SID);
EncryptedCDAProvidersSecreteKey € encrypt(Repsi-
torysPublicKey, CDAProvidersSecreteKey);

end separate()

1) AH&Ake1&(Authentication)
HA, CDA Provider?} User System2 ©|-# Registry
£ 53 AR 5E wite

=TT,

2) SID ¥F(Publication of SID)
Registry© UserSystemo] YAEEANE A4
F SI=E SIDE wFdth o W, SIDe Y99l

UUIDelt}. SIDE #4HE 3id9) vidle] 2e 2
3l7) 1% mH AEAE Registry7} 3149 Regist-
ration ERAAE (FF F Je TAZ AL 2o
3) CDA E#](CDA Separation)
A3AREA oY vir)E Belst gmsEo
HDHV (HeaDer Hash Value)$} BDHV(BoDy Hash
Value)= YARAEEA sivje} uir] Zizte] g s
A] gteltl. DBHV (DouBle Hash Value)s HDHV$}:
BDHVE 32 #3 & a3 o) sirlsie de
#o g U et uire A 2 W3 % F
o] AFAEE HF3) A8 A"tk DBHVE CDA
Provider9] AMd7](Private Key)2 Hztxwsich &2
213 dcle} vlr] 9EL CDA Providerd ®IE7)
(Secrete Key)Z2 2 ¢+53te] XAZCE 3 Ao
BAIEA AT o] uldI= ARare FAF)

2

AB2EA 55 7Y A7

925

(Repository’s Public Key)Z ¢33tsle 33 &
t}. SID® A g SIDHVES F3u SID 94
CDA Providerd] ¥gd7|2 ¢35 3lsle 335}

4) AFao] A Z(Provide)

39 HANAM Fulg Holels Y29 Repositoryoil
AF. 2y Ao dHE Repositorylel #ld
= Repository2¢ll AFHNA} o] u|, z} Repository
o] AFH= HF dolge oy 24,

* Repositoryl: ¢&3le AH Y% | ¢53ld SID |
Gzt AFA e w1 ™) | HDHV

* Repository2: ¢33t wit]9E | SIDHV | 43538
AFAHEs] | BDHV

* Registry: A|"9¥ DBHV

9714 SIDE F AB2d Mz OE gog ARs
= olffe A%a T s wive fxd ddg
AT =, scist wide] @b AAZ S
g F ARArt 22 SIDE fASe Re HiEE
A o wEd, siAlS HZtgH E4g o]83ld
A2 gE @ AFEc

Jx AL 2 i} FE +/
if validate() = true then {
// Repository 1¢] #-¢-
CDRObjectEntryData.add(SID, HDHV);
// Repository 298] 7%
CDRObjectEntryData.add(SIDHV, BDHV);
register(Registry, CDRObjectEntryData);
}

validate()
// Repositoryl9] 73
CDAProvidersSecreteKey € decrypt(RepositorysPublicKey,
EncryptedCDAProvidersSecreteKey),
SID € decrypt(CDAProvidersSecreteKey, EncryptedSID);
CDAHeader € decrypt(CDAProvidersSecreteKey,
EncryptedCDAHeader);
HV € hash(CDAHeader);
if HV = HDHV then
return true;
else
return false;
end validate()

5) A Me] AZF(Validation)

A4 Gateway’t UserSystemO ZRE] AGe
toletg #Eduh ZF AFre A9 FHAE of
&3] CDA Provider? HIR7E WA devh 1
o 2 HEsIE v by 9ES AEHE En
g oA Ak oAl SjAE gt UserSys-
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# 1 Evaluations as a document registry & repository

InfoPath XDS CDR
Can support manifest archiving Yes N/A Yes
Support pseudonymization of CDA No No Yes
Document-centric storage/retrieval Hybridl! Yes Yes
Content format agnostic Yes Yes Yes
Can contain multimedia data Yes N/A Yes
Transport level encryption Yes Yes Yes
Implemented Yes Yes?) Yes?
Intended for international market Yes Yes Yes
Commercial products available Yes No No

temOZHE] A% g8 ving 53 dolg ¥wA
58 ZHEPG 47 gA ZEdAE
toryle] 49 RAT}

6) Registryol %E(Register)
Repository: validation®] ©)4ge]l i A% A9
FA% AA(F Y, uio))el BARE delvolglE 74
3}3 Registry®l] S5}

Reposi-

/* Registry & 9A} ZE »/
if (publishedSID = receivedSID) then {
if hash(ReceivedSID) = receivedSIDHV then {
if hash(receivedHDHV + receivedBDHV) = DBHV
then {
sotre(CDRObjectEntryData);
commitTrans();
} else {
rollBack Trans();
}
}
}

7) Registryolx9) BZ% EWRAA 25 (Create CDR-
ObjectEntry)
Registry= 2} Repository7} $:418= SID$} SIDHV
E %3} 3119 Registration ERAAEL gdgsia
CDRObjectEntryE 4433t} UserSystemS 53|
4415 Signed DBHVE AzAYE EWJAHYE

%
ZWstn F28 dos wde delelrt WAEA
%dTS RegistryZt ASE F A @t

5. EE U o}

A71ME AFAA ALY WES viges 1 4Y
g 9% B Q7 AA4) deld B, B7h Bk

E 1 ¢4 2109 Ba avsel 7t gRol.
okl W7l $EREL B Ave) A} BAye] dvkn
#98 3¢ d¥ A3 Rolv 54 AT AF
Avd $94¢ B + gee vY TS

A, Bt oA e BE FE, d9), AN 7B
A2 YA EM 9} 22 FA(persistent document)
AREEtE ougt Hele] EA TUE 88 4 gl=
X324 (document—centric) Al2®lolcth & InfoPath®)
A HYAE M) g AAT DBREZO| shedta
Share Point X# ¢} AFsopst 5l7] W&o Hybrid2
B & A7 ARYL A2 F e FEL
Yoz FAIE =

XDSt KNS EA T8 wEe ¥4 3y 2
AFZE AY37) A L ol AASA g3 9
o1 InfoPathi= ¥r=A] InfoPaths Z@lo|dEE A&
ol sle ©@ol vk W CDR2 JARS Manifest
ol7telB. FZE AAFoRA ¥ FAHANE RHuiy
o Wig 2dF=xs} sl

A w9 Al2He glold mEjEel & 84 F9] 5
Us g EA9 712" AR} F<4F (persistent)©] o]
A =F A A 2 BAV 2T 5 dos Rl
ok g TuRlAe] & EY, F0EA BA H2S
s W& AF EA47F & HAS W BFaS A%
ARAR] @A =FE 5 Uch o] FF ARy A
AHEE AT AF WL A48 Hast Qloh o)
A9 dA AF WS dA E AFIML A
I Qg olFE B 47 AHn dyeld

« Advantages

- JAR7]%¥t Manifest o}7lolR-& GAIFEEAMS &
HE 2EAEC g =28 FRE /sEA sk
HEHNZ Follet 22 842 Hixz A%
g Visualg AFE 5 itk
Fgxe] AFARE B FIEEA e IF
I3 AHA FRE e YAAEEA uiely XFFH
oz EidE shi ool Ak EE HAHY]
o 3F o ¥ FF9 BeHEE ATt

N Moo

|

1) When used with MS Share point server
2) Work in progress
3) Partially prototype implemented and work in progress
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» Disadvantages
- Manifest Zge ol7le|yB UFdIE8FA ) sl
Ale ¥x9 @ ZFxF dasit
- QgRERA dtie} viTie) Reld gt B
Hlgo] Wol E1 B EdHHe BFws} Eol
Atk

6. 42 3 ¥ APUY

ABAA QAAREA BHl P NEATES
4893 YPNBEAS2L @ Hs

3} QaAREA dd, wY 2ol o8 weky 7
WANEE AEA AL,

HSES ol yel o8 YANBEN TR ME
42 9dn ge 924 add yAAE P& Aol
NE 2RREE s st B9 G BE A
2 % Ao E=D, YPAREA A, v Belo] 9@

BOHY B AUZS Be A4RRet a0 AT
S AWARY BAYG AATGOZA AT B
o2 458 Audl W ANE Bolzdl 4 A
sl ABA7A ABY 5 e S0l ek

gomt CORIMS H35% B2 CDRAMY
BN B, 2A, 27 AUZY BY A7E
& Agolr.

¢

|
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=
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