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A (28 4)9] dubdel Hol FXZ(general se-
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Content Security

Service Security

Subscriber Security

Terminal Security

Network Security
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End-User Functions Content and Service Control Functions : Content Provider
S | Functions
IPTV Terminal |
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|
Client(s) Delivery “| Protection : Sorces
|
Service @) R . o ! @
Access Client | >| Service AAA @ | cp
(4) I
) ® R < > |
- 7 |
) @) R :
D T Network Transport Functions :
Home Network |
Functions . G | > :
N . |
Delivery 6) Access | (6) | Authenti- IP Core !
Network |« Network [¢®] cation & I Transport !
Gateway Allocation i
|
Access Network Functions Core Network Functions |
~ |
(1) (1) Content Protection (2) Service Access Control (3) CP Access Control

(4) Service Operating Security
(7) Terminal Device Security
Note: (17) and (3) are Out of Scope of IPTV Security Architecture

(3% 4) IPTV General Security Architecture[1]

(5) Bearer Network Security
(8) Subscriber Security

(6) Network Access Control

End-User Functions Content and Service Control Functions
s N
Application Application I
Selection Selection AppAhSA‘aAtlon
Client Server
Linear TV/ Lm\e/aégv /
VOD Client N
Application
Application
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DRM | M - Rights & Keys .
Client Rights & Keys Management Rights
| URL
Righ (b) (@ WM
Ig({e | © WM WM Keys Metadata
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Embedder Fmbedder Generation
Content
@ | Delivery
D off-Device Media [ Content
(Storage) &/ Client @ Encryption — Contents
Content Delivery
IPTV Terminal Functions Functions L Content Protection Functions
A

——

Content Provider
Functions

Rights Metadata
Source

Content

Source

Source Functions
o J

.___________________!______________________

Content & Metadata

(a) Optional metadata generation to facilitate downstream watermark embedding
(b) Optional distribution watermarks individuate content to networks, servers, and unicast deliveries
(¢) Optional customer equipment watermarks individuate multicast content instances

(d) Optional off-device: users off-device, for example a PC, removable storage of similar

(22! 5) IPTV Content Protection Architecture[1]
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AAA  Authentication, Authorization and Accounting
ATIS  Alliance for Telecommunications Industry
Solutions

CAS  Conditional Access System

CDN  Content Delivery Network

DCAS Download Conditional Access System
DLNA Digital Living Network Alliance

DoS Denial of Service Attack

DRM  Digital Rights Management

DVB  Digital Video Broadcasting

IPTV  Internet Protocol Television

ISMA Internet Streaming Media Alliance
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OMA  Open Mobile Alliance
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TSB  Telecommunication Standardization Bureau
VoD  Video on Demand
WG Working Group

a1 Ed

[1] ITU-T FG WG3, Working Document: IPTV Security
Aspects, FG IPTV-DOC-0122, Geneva: ITU-T FG
IPTV, 07 22, 2007.

[2] ITU-TSB, Overview of ITU-T, Geneva: ITU-TSB,
2007.

[3] ITU-T FG WG3, Working Document: IPTV Security
Aspects, FG IPTV-DOC-0090Rev.1, Geneva: IUT-
T FGIPTV, 07 22, 2007.

[4] ITU-T, Security Architecture for Open Systems
Interconnection for ccitt Applications, Recommen—
dation X.800, 1991.

[5] ITU-T, Security Architecture for Systems Providing
End-to—end Communications, Recommendation X.
805, 2003.

[6] WG1, Working Document: IPTV Service Require—
ment, FG IPTV-DOC-0114, Geneva: ITU-T FG
IPTV, 2007.

[7] CATR/MII, China, Proposed Modifications to Figure
9-1 of FG IPTV-DOC-0090, FG IPTV-C-0657,
Geneva: ITU-T FG IPTV, 2007.

[8] NTT Corporation, Proposed Elaboration on FG
IPTV-DOC-0090, “X.805 Network Security,” - 7
Security Threats, FG IPTV-C-0670, Geneva: ITU-T
FGIPTV, 2007.

[9] DLNA, “Digital Living Network Alliance,” http://
www.dlan.org

[10] OMA, “Open Mobile Alliance,” http://www.openmo-—
bilealliance.org

[11] DVB, DVB Content Protection & Copy Manage—
ment. s.l.: DVB, DVB Document A094, 2005.

142



=] =N

1o

[12] ISMA, “Internet Streaming Media Alliance,” http://
WWw.isma.tv

[13] ATIS, “Alliance for Telecommunications Industry
Solutions,” http://www.atis.org

[14] DVB, “Digital Video Broadcasting,” http://www.dvb.
org

[15] OpenCable, “DCAS,” http://www.opencable.com/dcas

[16] ETRI, Republic of Korea, Requirements to Support
Multiple Service Securities, FG IPTV-C-0743, Ge-
neva: ITU-T FG IPTV, 07 22, 2007.

[17] Korea(Republic of), Proposed Requirements for In-
teroperability Amongst Multiple IPTV Security
Technologies, FG IPTV-C-0810, Geneva: ITU-T
FGIPTV, 07 22, 2007.

& 2| /ITU-T FG IPTV Security Aspects &5} 7|& S8

[18] Huawei Technologies Co., Ltd. A Common DRM

[19]

[20]

[21]

Interoperable Architecture, “FG IPTV-C-0793,”
Geneva: ITU-T FG WG3, 2007.

OMA, Marlin—-OMAv2 Gateway Specification, Ver—
sion 1.1 Final, “Marlin Engineering Workgroup,”
Sep. 2006.

Huawei Technologies Co., Ltd. Alternative Key
Management Algorithm and Effective Group Policy
Distribution, FG IPTV-C-0490, Geneva: ITU-T FG
IPTV, 05 07, 2007.

Cinea Inc., Proposed Requirements for Forensic
Watermarking(a.k.a. Media Serialization), FG I[PTV-
C-0591, Geneva: ITU-T FG IPTV, 05 07, 2007.

143




	I. 서론
	II. ITU-T 표준화 목적
	III. ITU-T 표준화 항목
	IV. ITU-T 표준화 기술 동향
	V. 결론
	참고문헌

