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ABSTRACT

In 2006, Lee and Ahn proposed a matrix-based RFID authentication protocol which eliminates the security
problems in HB and HB" RFID authentication protocols. Their proposed protocol provides the foliowing three
merits: (1) it reduces the computational costs of the RFID tag. (2) it reduces the communication overhead
between the reader and the tag. (3) it protects the user privacy. However, this paper points out that Lee and
Ahn’s proposed protocol is insecure to various attacks because it does not provide mutual authentication which
the RFID tag does not authenticate the legality of the RFID reader unlike their claims. In addition, this paper
proposes an improved matrix-based RFID mutual authentication protocol that can provide the mutual
authentication. As a result, the proposed protocol not only can provide strong security and but also guarantee

high efficiency because it reduces the communication rounds compare with Lee-Ahn’s protocol.
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Step 1. Reader — Tag: query
Reader= 78 A #H9 Wlell Tag7t ExfshH
query & TagollA| A$3hct.

Step 2. Tag — Reader: b (blinding factor)
Tage AW 3k v€,(0,1)'E AR F Readerdll#|
e

Step 3. Reader — DB: b (blinding factor)
Reader= DBoA| A gt 68 A2dch

Step 4. DB — Reader: a (challenge)
DBE b3S ol AL, A4 3 0,015
AAJRY F- ReaderollA] 431t
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Knows: 4 € (0,1)",v

(3) b (blinding factor)

Knows: 4 € '(‘0, DV
(1) query

) te: b ¥
(2) b (blinding factor) | Conere b€ 20D

Generate: a € (0, 1)k (4) a(challenge)

(5) a (challenge)

a' = f(a)
b'=f(b)
m =M b)e 4

- [ k
m =M@,a) e 4 (7) v (response)

" a'=f(a)
b'= f(b)
m = M(a',b)e 4
m,=M(b',a')e 4

(6) v (response) v=aem © bem, V'

7
Verify:aem, @ bom, ®v'=v
Update: v/ —> v 4——{ Secure Channel

712} 1. LeeSt Ahn®] 337]€} RFID S ZZEF

Step 5. Reader — Tag: a (challenge)
Readers TagelAl 5] 3t o2 ALic)

Step 6. Tag —> Reader: v (response)

Tage A F o2 b o835t AP A9 43
d AHE 5 f0E AR o =r0)F v =£0)
< 47 AR 714, = 0 AR 3 et
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oz il glE o7 A XOR d4HE 3§l
v=a+ m®b e+ m,@®E At T F vE ReaderollAl
53 TagHle] v 2] w8 AR,

Step 7. Reader — DB: v (response)
Reader= DBellA +& Ad3ic}

Step 8. DB ke & ZF3Pr] $J38 9d
& ot bE ol&sle YA 48 LA A
d=fa)3 v=50)& ZZ AL AGsA,
DBYel AR wg @E ARYE &Y
m, =Md b)) m, =Mb,d)E BT F A"
288 ;3 A9 ZF oF o m T Zo] AND 4
Aslar, 23E myot AT AR b E b e m, 2}
Zro] AND ilghct wix|Ze g, FR3la Sle v

Update: v/ > v

Air Interface Channel }-’
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RFID <& TREZo] ATEE AFsA o4&
o2 s, =" HA TA(Traffic Analysis
Attack), x| Ez07] FHLocation Tracking
Attack), AH]~  A¥ ZH(Denial of Service
Attack) 5ol FoFHg Bl
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ANH =AF & AHEE Yoje] AlAdedlA Reader
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Step 1. Adv(Reader) — Tag: query
g2 933t Adv(Readern)t= queryE TagellAl A
Fake,

Step 2. Tag — Adv(Reader): b (blinding factor)
Tage #H g bE,(0,1)E AL F HHE 9
A5E Adv(Reader)ol| Al A3}

Step 3. Adv(Reader) — Tag: a (challenge)
Adv(Reader)+ Tag24E] $AITE Ag 3t vE o2
T3, TagellAl oF ALl & F A9 3 69«
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AIgE ZHS 3EAKReflection) AlZITh

Step 4. Tag — Adv(Reader): v (response)

Tage q, b 1831 o' =f(0)F b'=f0)& A%
AR F, my =Md b)) m, = Mb,d)E B3
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Step 5. B4} Adv(Reader)= 5418}t v (response)
& ARz

9] Step 394 I3} Adv(Reader)= TagZH-E]
A Ay zk o8 219 challenge?] o2 THE]
TagollAl A53sd7]ol, Step 4ellA] Tag7h AR
d=fa)8} b =f0b)= AZH2Z v i 5
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Tage] $1AM3} = el Hod Tag 4649
o15AZE AAl Shebl slo] AHgAl] ZejolmA
£ AHE & Y= AA 297 TAAE s
sk

(3) AMIA AR FA: Tage ReaderE ZE31A
B3l AR oF FHEAHQ Reader’t BX AYS
3] ool Tag AHle]l B oZhE b3 79
HRARAIZ) AdS Ay dA 23 AdHelM & Al
Alsle] 85ko 2 Adv(Reader)elld] A43}i Tag
A11e] o)A MY gk o' o2 AJAISHA el s
4t Readert]®] DB+ &3] o)A AlAddl 7JAl%l
vakE AR ol7lel FHEARU Reader7} A58
A& & A% DBv Aol AR
a s m @b+ my®7} TagE 7% Reader2%E
ARt v*=a s m @b » m,@ve} A Y-S HEF]
A = sl TagE USSR X3 "ot w=iy
A Tage o|Fe] EE Au|aE AY WA
s Ayl AR Tl HeshA =k
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V. Higt ZREF

B oM MM HelFE Lee2t Ahno] At
3 Z2EE] Bl HPHES AT AT
F7[H RFID A30ls T2 S ARk

AR Z2EF A4S AL PR3] A
ol 2713} DAl Tag$t ReaderZbolle nxn 2
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dekse 7Hdeich Leest Abne] Z2EZe e
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Knows: 4 € (0,1), x, data

Knows: 4 € (O,I)",x

Generate: a € ,(0,1)*

(3) a,b,v (challenge)

Generate: b € ,(0,1)*
a'= f(a)

b'=f(b)

m = M(a',b") e 4*
m,=M®¥,a)e 4

(1) query,a (blinding factor)

(2) b,v(challenge)

4

a'=f(a)
b'=f(b)
m = M(d',b)e 4
m, =M(b',a)e 4"
?
Verify:.asm, @ bom, ® x=v

e=mex®myex (4) e,data (responce)

v=aem ®bm, Dx

(5) e (responce) 7

4———{ Secure Channel

a2l 2. A”Kg skl RFID 39S T2 ud

a3 2% ARk e A59E GAE B
ojFu, ofe} o] saPHr)

Step 1. Reader — Tag: query, a (blinding factor)
Readeri= 718 Q1A 9] ol Tag7} &xfshd A
9 7 as,0,1)"E WX queryet F7 TagellAl
A5k

Step 2. Tag — Reader: b, v (challenge)

Tagt ReaderZH-E] query® «F A ¥ A
b0 5 BAETTE o9 b E ol83p B
A9 A3E JXE g5 F0E A o =f(a)
o v =f0)E A7 AL ASEA, Readerst
a3 v Y 42HE A m = M)
m, =MV ,d)E A%k AR 29d mI F
AlE A Zk oF aem P 3ol AND dAlEhE,
&2qE m, ot BT W I vE b m9 o)
AND ARl miAHe R, Ff B8 22
XOR <d4ke 31 y=q » m, @b+ m,BzE A4l T
% p9} 37 ReaderollAl A£3l.

Step 3. Reader — DB: a, b, v (challenge)
Readers= DBellAl #Rile] AAIE #Yd 3t o9} Tag
2R A po} B HEICL

. 4—{ Air Interface Channel }—i

verify: mex @ m,*x=e

Step 4. DB — Reader: e, data (response)

DBE AR & AF3] AHl o} b E ol
3t P 49 23F A J=f)F V=fb)F
47y AAgich AlgsiA, DBl ARE I B
WoogE 4R a%E m =M%
my,=MPV,d)E AT F AEE 28 mF A
W gk 0 aemP o] AND d4lslw, 43E
m, ¢t W Fk bE b met o] AND d4HlTh
se 2, DBl AE TagES) T WL o
£ o]83le] XOR A4 31 a » m @b » myDa s
AL & F PR oo} dAFe 27 SAEE A
5 71Zch wef DBYS} RE TagEe 28 ol
slo] ZAFslln FUdg F o] SASHA] dew,
DBE Tag7t 7P Tag T 912" Tag® A3t
o A% Z83ck F o] FYH He 2 E
A =7 DBE Tags: UF3H =Hw A3UdFL
F3sl7] 8 FF ulE ook A 28E m,
B m, & o431 e=m, « 2Bm, « 2 F AT FH
Reader’} €82 3l B Tag® data RS}
7 ReaderollA] Rg3ghch

Step 5. Reader — Tag: e (response)
Reader= DBE2XE] $AIg datal o)83}e] B8
& HRE 53T, TagelA & Agct
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Step 6. Tag:= 3+ BIUZL =9k A m ol e
8] m, « 29} Zo] AND SdAlsla, F U
o} Y m, & o]43led m, . 29} o] AND
dilgict vAITe®, F gh& XOR 4ke 3l
m +z®m, - x5 AL T F A 9} FUIF
A5 AFdch weF F glo]l FUEH Reader=
Tags UF3HA Fo| AaFe] o] Foj=|A Hck

V. orMa §8d BN

£ A= Agket PP7]uE RFID AbEels
ZEZd gt okdAT 88408 EA3c)

|

5.1 oM B4

AL Z2EEL oI} o] AhsAFE HA
Moz AFFez =4 34, Add ¥4, 279
T4, B 24 34, A EdA 34, Apls
A% 34 Foll st

=

(1) 435 Mutual Authentication): AFE 5L
Tag®} Reader 25 At 54 AR} ghE=QlA]
£ #AHQl 15E 53 gelske Aol

AYgt Z2E I Step 404 Readert Tag
ZRE  $A w7} Reader ARilo]l  AlXKgE
a+m®b e m®zt TUAIAE FF3, Step 69
A] Tag ReaderZH4-E] A% e7} Tag AMio] A
AgE my c 2Bm, « 29} FUIRE HEIL o2
18] Tag®} Reader Alololl T wgt 28 =
2 ¢ FAAE= Tag ®=& Reader® 3% 34S
Ty 4 g ol w3 AR T EZA A}
45 3R uEd v F30] Whsd vE
Zelel gul7t gl WY Fe AR T4z
7} dictionary attack¥} 72 222 Readerell <
¥ B EdT FAS Fgsid 3R 8
@& 2 E FETE 5 g v A TE2eg
AR A31FS Ageid.

(2) A ZH(Eavesdropping Attack): =X-T4
< FAA) Tage} ReaderZtel] 415 8 &
Al 8- A5 F Tagell AAE v ARE ¢
o2z} sk FHoltt.

AR Z2EZAN FHARE FpAlEE B
HAA] q, b, e, vE Y ¢ ek AR =47
402X FAR= Tag®t Reader] DB Zhol| &
FE vl 3™ a9 vURl 2 F Y 5 ok o B
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A7l M e FEAE v=a e m b« m@dz2}t
e=m, + zdm, + tZHE] A3 m, 3} mE T
g slelof gk m T m, & T3] HsiMe v
PH A5 dolof 3} AR wY - 4= Tag
2} DBZellA W4 oz 4= 2 FoiE F4A
ALz AEEo] XA Wlol, F47x = 45 A& 5
7| el 28F mF m, =3 7 5 gl =
eqt vell Sl m 3 m, 22 vlEgk o 2 453}
HeE 7R o9 v2HE] AR 2 & B2
& om 3 m, £ 7 F gk gd=iy AkzE
Z2eEL T FHd ks

i e e

3]

(3) A% FTAReplay Attack): AFL FH-L
54 T4} HA ol Readers}t Tag Alolell £4l
T HEES =AY F o)E AHFsl] YA
Tag2 15 o= FAo|cl

A 2R EFN= v AAdvkc) A2 A
& oot bE A AEAFE FHs] gl
Aol FAA e AAEH W ZhEL Tags}
Reader7te] A432F 3 Fol A4 &) of
2 AjKE Z2EZe AdS FA ksl

=3

(4 253 FH(Spoofing Attack): =F4 FTH
< AT AE TagZ 4431 Reader2-4E
Al 2oy AHRE FSIA == Y
Reader®. 9Asled TagZHE] <lFo] Hagh AW
s 53k olF o83l AIR Tag =&
Reader® Q& k= FAolr}

Aokt TR eZol|A EAA} Readers} TagZt
off ¥ uE P A9} wURL 25 P& F 3l
o ¥ FAE Y F 9ok s FAA)
+ Reader®} Tagdlloll 22} obAlsA] AAbsla e
A%t 25 & 5 Sl wbHe] ik =3 H4l
He B4 WA e wWie] wEgt 2 WY 3
ast b, 2WH m 7 m,yol 23] BEEe] gick w}
2hA] ARt ZREEZL A g ks

n

(5) Ezig B4 FZ(Traffic Analysis Attack):
Ef ¥4 FAL AW =S Feld 4
W8-S F413le] Readers] Aol tlgh Tage 24
< A58} Tage] o|FAHEE EF € 5 gl
FAo]ct

AYgt T2 e WD a9} bell 23} Al
A m B mye W Aldekel 1A 3R
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A Aol Tag®l §F v, 7t ol =RE
25 v, FUIAE vz gk F; 2 v
E9 A9 £2 05 AT & dsoE o A
nh} A2 o2 £ 1Y $9 v, 9 v,,0 TR
Tageld] & AdAE A PHE ¢+ g8LE
Bl oleARE HA EF) & 4 ok ==
Aokt T2 eFL Edy B4 FA sl

6) $17 =7 FH(Location Tracking Attack):
2 27 3L TAAP) Tagd] AXHEE 7t
AgreR Qe Tag AFAHe] o1% ARE djelels
AHgate] ZelolHAlE Asishs FAelch

Akt Z2 e 4o EdY Y 4%
A2 WG gk et bl & A m FH m,
£ v AAdekl WAE7] dEel FAA0E 543
TagE APEE 5 glo] 9% EdllE & 5 vl
AgR1e) Eelo| Al BEE 4 gicl wehx At
T T2 EEL X =] Tl st

(7) Al AH- FZH(Denial of Service Attack):
Aula AR FAL Reader = TagZl AR £
Al Abake] qlE: gAYE E7Skn FAA
o3 we Alate] g7EE dHole 441, o] MM
dla AAlEE FES e heE AAlER X
SHEE whlsle 5 Reader®t TagZt AAFA < A
29} 71%5-E 3 A EIlEE = FHolrh

Aekgt T8 B Fox]= Readere} TagZhell XCR
7] odAlehg o]83le] ABAFE FoFE B
Aire]l 87FHA] eher) =3k v AlxdFle) Reader
9} TagZlol] Ab3QlE 98 F 7YAl=le ghe] A3
ok webd Ajkgr z2eZe Mqulas AN FF
off FAIs}ct.

F 1& AU z2EEI XOR it 7uke] =
28I EQ] HB, HB" 22]3 Leed} And EZE
oo PAE wlE - BT otk E 17 3]
Aokgr T2 eI r&e T2 eI wlasle] 4
3elZg HAHor AFgez B P, AHSF
T4, &3 34, EdY 24 A, Hx 2T

27, Al AY 34 5o HFE ¢ 5 ek

52 B8N 24

E 2= Agkst 228 Z9) Leedt Ane| ZTEE
Z3ke] 344 vla - £ Beloh ¥ 29} Ze]
Lee$} Ahno] A2kgt e e viwsle] 4 o

® 1. ¥ Z2egEsle) oA vla- 4

27 .| Lee-Ahn ALY
3 HB | HB'| _ = | zzes
Az el X X x O
=334 o| o 0 o
AR5 o| o o) ¢
Paxo 2 ey x | O 0 o}
=g B FA | x| x 0
$a =g FA | x| ox x @)
Mulza A FA L o | O X O
B2 ¥ Z2EEENe| £84 vla- ¥4
. Lee-Ahn Z2EZF | At TZEF
284
DB | Reader | Tag | DB | Reader | Tag
g AskeF | 2 0 2 |2 0 2
XOR <Ak} | 2n 0 2 |2n+1] © 3
AND <l4k= | 2n 0 2 |2n+2| O 4
Ak | 1 0 1] o0 1 1
Tag 227194k ge Rkl
Al s 7 5

n: DBl A AH Tag?] 4=

ke Folslm], XOR ¢d4to] DBE3} TagZol 7t
7zt 194 o] $8=, AND d4t= DBEF} Tag
Zol| 7t 294 o] gl ol=d F7HHQl XOR
A4 AND AhE Leest Ahn®) TR EF0] 7}
A Bt HAHES AAs] A8 Feg At
2 AEX°Z Leedt An¢ T EEFF w|ws}
of TUZ BAl E8AE BAYE & & slch ¢
eyl Aolgt T2eZ ¥ 13} 204 2 B
Fe AAY HAHQ AEQEE AlEFeR g
clokgl FHol| AT Bt ol Tagd] 7] A
A 878K e, B4l Bl 4 w3 2w
ZojFo] AT EEA BFE nAs Foh

Vi.d B

B =Rl #To Lee2} Alnel] 2Js) At
sjgdywle] REID Q1% TEZS BA3le] AtE
&S AR o= 3 EfY B A
= =AM FA, Aula AR T Sl Fdshe
AAstgel o e} olzldt Rt FAS A




F=EA13}3] =23 '08-11 Vol. 33 No. 11

g 5 gle A3ASE AFshe 3 s 9wy
¥} RFID A43481% T2 eZg ki)

AEH o Aok TIZEFZL Leed}t AMn =
283 wlwsld] DBel ElzelxY  1-~239)
XORAH} AND od4behe 3712 S8sle] Ak
AFE AFA sl 9o 2L tegr 34l s
A= E sl =3 Aol AkE HBS}
HB® 22837 Lee$t Amn®| =Z2EZ3 n|ws}e)
Tag®] 27] A4t Rebg glols B4 2= $x
o o824 84 SdAME o AdEAY
2 Heolg HolA 9&oZ 71| RFID Tagel
Aty AEH T A4 sl T2E o)

FF A7 FARE AR T2EFE AN
RFID AlxH] $olla Fsle] sy gAR
9t ohe} g8 FZAo|} TEMPEST &4 =3}
2 ZEA T dijt oA B 2 A
A AFE zlP=E ool & Ao]rt.

BIEE

ree

(1] M. Weiser, “Some Computer Science Problems
in Ubiquitous Computing”, Communications of
the ACM, July 1993.

(2] M. Weiser, “Ubiquitous Computing”, Nikkei
Electronics, pp.137-143, December 1993.

(3] S. E. Sarma, “Towards the Fivecent Tag”, MIT
Auto ID Center, Technical
MIT-AUTOID-WH-006.2001.
(http://autoid center.org)

(4] A. Juels, R. L. Rivest, and M. Szydlo “The
Blocker Tag: Selective Blocking of RFID Tags
for Consumer Privacy”, In Proceedings of 10th
ACM  Conference on

Security, CCS

Report

Computer  and

Communications 2003,
pp.103-111, 2003.

[5] S. A Weis, S. E. Sarma, R. L. Rivest, and D.

W. Engels, “Security and Privacy Aspects of

Low-Cost Radio Frequency Identification
Systems”, Security in Pervasive Computing
2003, LNCS 2802, pp-201-212,

Springer-Verlag, 2004.

890

(6]

(8

(9]

(10)

(11)

(12]

(13)

(15)

(16)

S. Junichiro, R. Jae-Cheol and S. Kouichi,
“Enhancing Privacy of Universal Re-encryption
Scheme for RFID Tags”, EUC 2004, Vol.
3207 LNCS, pp.879-890, Springer-Verlag,
2004.

D. Herinici, and P. Muller, “Hash based
Enhancement of Location Privacy for Radio
Frequency Identification Devices using Varying
Identifiers”, Per-Sec’04, pp.149-153, March
2004.

M. Ohkubo, K. Suxuki and S. Kinoshita,
“Efficient Hash-Chain Based RFID Privacy
Protection Scheme”, Ubcomp 2004 workshop.
A. Jule, “Minimalist Cryptography for Low
Cost RFID Tag”, The Fourth International
Conference on Security in Communication
Networks  SCN2004, Vol. 3352 LNCS,
pp-149-164, Sep 2004.

A. Jule,
with Human Protocols”, To appear Crypto
2005, Aug 2005.

A. Jule and R. Pappu, “Squealing Euros:
Privacy Protection in RFID-enable Banknote”,
In  proceedings of Financial Cryptogra-
phy-FC’03, Vol. 2742 LNCS, pp.103-121, Sep.
2003.

H. Gilbert, M.Robshaw and H.Sibert, “An
Active Attack Against HB® - A probably
Secure Lightweight Authentication Protocol”,
(http.//feprint.iacr.org/2005/237)

o, <k, “s§¥7|4k RFID Q1% Z2
EZe ok A7, HE - Hel=ER, A6
H, #1&, 2006.

W&, “RFID/USN 742 AR r3~,
Aoz HHBESHER]L SIS 2004,
pp.447-463, 2004.

329, o] 5¥, “RFID ABLF 7|& 53,
ZH A2l 32 =], 129, A5Z, 2005.
A, WFA, FHE, “RFID Al2goA
o ZjolH A MEr|e”, HHH T,
A144, A63, 2004

“Authentication Pervasive Devices



=i/ Axg PL7H RAD A390%F LRET

£ 2 & (Bun-Jun Yoon) A3

1995d 249 Aot T}
=4

2003'd 24 AL 2HE]
T3 FEHHAL

2007'd 29 ZEHIRE A5rE
T3 FIat

2007 3¥€~2008 29 T
A R AFeIHEAL A7t

2008%d 39~¥A AR A7 DFE S
BK21 "pARFeir4l

<A Fol dEsh HREE, fulFezngt
EHzugl doledle]ansl 27kl
JAFTIZEF

8t 4 F (Kyeoung-Ju Ha) A3
' B 19913 29 AEdER AFE

33 FEAt

199391 249 A5oiE FAHFE
& FEAAL

1996\ 29 ABNSW e
33t Fahial

199613~1999'3 ETRI +#37|%&
A7y A4

1999\ 39~ ofFeejrEta mrldE sy
Faa

<FA ol ARRE AtE, 2EHeae

£ 71 9 (Kee-Young Yoo) A
: 1976 29 AEEka 83t
L o3k
C 19789 29 = A el
- AwE T I
1992'd 29 ©|=- 8- Rensselaer
Polytechnic Institute  F57€{
L &b 3t} o|ghatat
19781 39~ ARNEIL FFelF3t 2
<HFol ¢, AHES fuHe2nst ul
EQaHgl doledmelarel, ZHZbe2ty,
zzEges

891



