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Table 3. Security valuation result according to each detail classified list
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Table 4. PACS security valuation result of each medical institution using the deduced security valuation index
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Table 5. classification result of usable authority according to user's authority
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Research on a Valuation Standard
and the Actual Condition About Security Management in PACS
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This study is to prepare an evaluation standard about personal information protection and security
management of a medical institution and to build up a grade standard of evaluation in PACS environment.
We built up evaluation index based on 10 detailed items in four big categories (political security, technical
security, data management security and physical security) by referring to 1SO17799 (BS 7799), HIPPA
(Health Insurance and Portability and Accountability Act of 1996) and domestic medical law. We have
investigated at the thirty places where medical facility with the extracted security criteria and security
evaluation index. Average score of physical security list, one of the big categories, was 18.5/20 (93%) at
all medical institutions. Political security score was 18.5/30 (62%), data management security score was
12/20 (60%) and technical security score was 17.5/30 (58%). Therefore, security evaluation score was
average 67 in 30 general hospitals, which was 4th level. The results showed that it is necessary to
establish evaluation and management standard about personal information protection and security
consciousness which are weak in PACS environment.

Key Words : Personal information protection, PACS security valuation, Valuation index

— 353 —





