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Analysis on Security Vulnerability of Password-based key Exchange
and Authentication Protocols

Choon Sik Park’

ABSTRACT

A number of three party key exchange protocols using smart card in effort to reduce server side
workload and two party password based key exchange authentication protocols has been proposed. In
this paper, we introduce the survey and analysis on security vulnerability of smart card based three
party authenticated key exchange protocols. Furthermore, we analyze Kwak et al’s password based key
exchange and authentication protocols which have shown security weakness such as Shim et al’s off-line
password guessing attack and propose the countermeasure to deter such attack.
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