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ABSTRACT

Inauthentic resources can be easily spread by P2P (Peer-to-Peer) participants due to the openness and
anonymity of P2P networks. A possible way to restrict the distribution of inauthentic resources and prevent
malicious peers from joining P2P networks is to exploit peers’ reputation which reflect their past behaviors
and are also helpful to predict peers’ future behaviors. There is a possibility that some peers intentionally
plays along with other peers in order to increase/decrease its reputation through false feedback exchanges.
Therefore, we propose a new reputation management scheme, called TrustRRep (Trustable Resource shar—
ing service using Reputation) scheme, which improves the trustworthiness and efficiency of P2P networks
by identifying peers who give false feedback. The TrustRRep scheme is also capable of providing peers
with the trustworthiness of shared resources by discriminating resources distributed by malicious peers.
We implement the proposed TrustRRep scheme on the NS-2 simulator for evaluating its performance com-
pared to the recent reputation management work available in literature. A case study on simulations shows
that the proposed reputation management scheme vields efficient performance in terms of the minimal down-
load ratio and dissemination of inauthentic resources, the efficient identification of peers who give false
feedback, and the provisioning of the trustworthiness of peers’ reputation. It also shows that the proposed
TrustRRep scheme imposes the restrictions of participating P2P networks on a malicious peers by diminish—
ing its trust value.
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AR 1. F49 (Join)
(&4 1) Each peer P: : Join
for all i=1,..n do
send (<rp, 7R >0, <rpy g >) to TP
end-loop
(SHA 2) all TP; (i=1,..n) @ Initialize
RR(<7pyeesT'g >), o, RR(K T oyTp >)1,
PR(P,),,PR(P, )1, T(P,), -, T(P, )1,
5(P,), -+ 8(P, )1
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A 0. 24 499 $9 (Query and QueryHit)
(&4 1) Pa: Query
for all Neighbors(P4) do
send Query <KEY, TTLini, Pa> to
Neighbors(Pa)
end-loop
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(&4 2) P; € Neighbors(P4) : QueryHit
if find(KEY) != NULL then
for all j=1,...n do
send QueryHit <Pj, r},,j,,..,r’,'l? to Pa

(&4 2-1
end-loop
else
TTL < TTL-1 (34 2-2)

if TTL>0 then
for all Neighbors(P;) do
send Query <KEY, TTL, Pa> to
Neighbors(P;) (GA 2-3)
end—loop
end-if
end-if
(34 3) Pa: Receive
for all j=1,..n do
receive QueryHit <Pj, rﬁ,f...,r’;,‘?
end-loop

AR & Folgol 3l A g eEE 5171
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B s v 34 E 245G 4 5F AAS A
Wyy chga 2ok (v D Z24zhe] slorh de
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s g she Ada #HE gAKENE
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TTLiwr2 Aol fAA7} Agd o] 5lolo] &
Uehle #o g o) volg 3% gt} 14 7}
2319 00] HW o o4 WAIAE HESHA F52
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© RS Agke
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Az} WM. A3 b2 E (Select and Download)
(FA 1) Ps: Request
for all i=1,..,n do
send request <RR(rj),- RR(3)> to TP;
end-loop
(GA 2) all TP: €TP
send response <BR(rp), - RR(r3)> to Pa
(GA3) Pa
select 7",38 with the highest ER among
(o). 0}
send download request <Pa,rp> to P
(&A 4) P Request
for all i=1,..n do
send request <T(P4)> to TP;
end-loop
(GA>5) all TP TP
send response T(Pa) to P
(2@A6) Pz : Receive
receive response T(Pa)
if T(P4) = 0 then

upload T}}SE to Pa

. select

else
ignore Pa’s download request
end-if
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A3 V. 719 gl olE (Evaluate and Update)
(@A 1) Pa : Send
for all i=1,...,n do
send feedback FV, , (%) to TP;
(feedback value : 1 or -1)
end-loop
(@A 2) all TP; TP : Update
receive FV,, ,(r},)
update 8, RR, PR, T
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| e
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