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Design and Verification of the Integrated Log Analysis System
for Enterprise Information Security

Jaeyong Lee*, Sooyong Kang**

Abstract

The leakage of sensitive information by an insider within the organization becomes a serious
threat nowadays. Sometimes, these insider threats are more harmful to an organization than external
attack. Companies cannot afford to continue ignoring the potential of insider attacks. The purpose of
this study is to design an integrated log analysis system that can detect various types of information
leakages. The system uses threat rules generated through risk analysis, and monitors every aspect of
the online activities of authorized insider. Not only should system have the ability to identify
abnormal behavior, they should also be able to predict and even help to prevent potential risk. The

system is composed of three modules, which are log collector, log analyzer and report generator.
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2.2.3 DLP (Data Loss Prevention)
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2.2.2 NAC (Network Access Control)
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