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ABSTRACT

It is important to manage access control for secure ubiquitous applications. In this paper, we present an access—control system for
executing policy file which includes access control rules. We implemented Context-aware Access Control Manager(CACM) based on Java
Context-Awareness Framework(JCAF) which provides infrastructure and API for creating context-aware applications. CACM controls
accesses to method call based on the access control rules in the policy file. We also implemented a support tool to help programmers
modify incorrect access control rules using static analysis information, and a simulator for simulating ubiquitous applications. We describe

simulation results for several ubiquitous applications.

Keyword : Access Control, Policy Description Language, Policy File, Context Awareness, JCAF, CACM
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if ( cacm.checkMethodAccess(Pdal, Printer0Ol1, print) )
{

PrinterO1.print();
}
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No Related Access Control Rule :

[[checkMethodAccess_call #1]]

[line 169] : uhihospital TestLoading

argurnents: [this.pdal, this.doct, "showschedula]

checkMethodAccess call Analysis Result == MO related access-control rule
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No checkMethodAccess method call :
([checkForgetTocheck #1]] method name : ubihospital entity person Patient setinfo
[line 172] - ubihosnital TestLoading
ForgeiTocheck Analysis Result== MO checkMethodAccess() method call
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Access Control & Adaptation Situation :

READY

Access Denied

[ Fda pdat ] has KO PERMISSIORN about method call [ PtJane getinfo ]

(O 13) FHIFEL HAQ getinfo HjA= MEHF Hit

Access Control & Adaptation Situation :

Access Denied
[Fda.pdal ] has MO PERMISSION about method call [ PtJane.getinfo ]

D

== Patient Infomation ==
Display Pda : pdal

Fatient 1D : pt1

Fatient Mame : Janeg

The name of a disease : empty

Method Execution
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T8 14) FHIHES HE
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Access Control & Adaptation Situation :

T2 MO AIAE 43

READY!

Access Denied

[Pda.pdal | has MO PERMISSICON about methad call [ Printer pri print ]

o

Access Conirol & Adaptation Situation :

RHlATE Wy

print HA= Mg HE Z1}

=

READY!

Access Denied

[ Fda.pdal ] has KO PERMISSION about method call [ Lecture. Computer.getData ]
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