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Design of Sensor Network Security Model using

Contract Net Protocol and DEVS Modeling
Hur, Suh Mahn * Seo, Hee Suk

{Abstract>

Sensor networks are often deployed in unattended environments, thus leaving these
networks vulnerable to false data injection attacks in which an adversary injects forged
reports into the network through compromised nodes. Such attacks by compromised
sensors can cause not only false alarms but also the depletion of the finite amount of
energy in a battery powered network. In order to reduce damage from these attacks,
several security solutions have been proposed. Researchers have also proposed some
techniques to increase the energy-efficiency of such security solutions. In this paper, we
propose a CH(Cluster Header) selection algorithm to choose low power delivery method
in sensor networks. The CNP(Contract Net Protocol), which is an approach to solve
distribution problems, is applied to choose CHs for event sensing. As a result of
employing CNP, the proposed method can prevent dropping of sensing reports with an
insufficient number of message authentication codes during the forwarding process, and
is efficient in terms of energy saving.

Key Words : Sensor Network, False Report, Filtering, Contract Net Protocol, Security Model
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