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I . Introduction

HTTP (hypertext transfer protocol) is the de facto standard for transferring World Wide Web
documents, although it is designed to be extensible to almost any document format. HTTP/1.1
(Fielding et al., 1997) deploys persistent connections to retrieve all the data items from the same
server. This reduces the insignificant overhead experienced by the user. The HTTP/1.1 was
developed as a means for reducing both document transfer latency and web traffic.

There is a mismatch between the functionality and requirement of TCP (transmission
control protocol) and HTIP respectively. The major drawbacks are the HOL (head-of-line)
blocking with a single TCP connection and vulnerability to denial of service SYN attack. TCP
is a byte-stream-oriented protocol and there is no message boundary preserved. TCP can only
provide strict-ordering and reliable data delivery and many applications need reliable message
delivery, but not strict byte sequence maintenance.

Strict-ordering of TCP can also lead to unnecessary head-of-line blocking issue, where the
loss at head of line delays delivery of subsequent data or block other received data. Hence,
when TCP is used for web transport, a lost web object may block delivery of other
successfully received independent web objects. This problem is due to the fact that TCP
cannot logically separate independent application level objects in its transport and delivery
mechanisms.

SCTP (stream control transmission protocol) was standardized for carrying PSTN signaling
messages over an IP network (Stewart et al, 2000). The SCIP's new feature includes
multi-streaming and multi-homing (Fu & Atiquzzaman, 2004). To alleviate the HOL blocking
problem SCIP uses the multi-steaming feature to transfer the web objects. To protect an end
host from such SYN attacks, SCTP uses a four-way handshake with a cookie mechanism
during association establishment. The four-way handshake does not increase the association
establishment latency, since data transfer can begin in the third leg.

A number of studies have analyzed the evaluation and performance of HTTP. Jungmaier et
al. (2000) compared the delivery delay for TCP and SCIP packets operating over a
communication channel. They have shown that in TCP networks, multiple losses during a
short period can cause significant fluctuation in the delivery delay. They have also proposed a
modified SCIP retransmission algorithm, which can significantly improve the performance of
SCTP in long delay networks. The web latency is addressed in (Venkata et al., 1995; Fu et al,
2005; Lee & Atiquzzaman, 2005). The performance comparison of HTTP/1.0 and HITP/1.1 can
be found in (Braford & Crovella, 1999). Rajamani et al. (2002) also studied the performance of
SCIP and TCP for the web traffic. They have shown that SCIP can help to improve the
throughput comparing to TCP when a client tries to download multiple files through a web
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server using HTTP protocol. The most important performance measure in a web environment
is the mean response time between HTTP requests and replies. The previous papers did not
consider the mean response time in wired and wireless Internet environment.

In this paper, we have compared the mean response time of HITP over SCIP and HTIP
over TCP using NS-2 simulator (2008) in wired and wireless Internet environment. The paper
is organized as follows. Section 2 describes the features of transport protocols supporting web
application. Section 3 describes performance evaluation that shows the results and protocol

performance. Finally section 4 concludes the paper.
II. Protocols supporting web application

Typical TCP and UDP do not completely match the requirements to carry signaling across
Internet. UDP is connectionless and messaged-based and it can only provide an unreliable
datagram service. The TCP, on the other hand, provides error control and flow control and
reliable transport of data information; however it has other drawbacks that decrease it
suitability to transfer of signaling information.

SCTP is a reliable datagram transfer protocol operating on the top of an unreliable
routed packet network such as IP. The SCIP provides applications with enhanced
performance, reliability, and control functions. This protocol is essential where
detection of connection failure and associated monitoring is enforced. SCTP is designed
to overcome some of the constraints of TCP and UDP to provide a reliable end-to-end
message transportation server over IP-based networks. SCTP gains advantage over TCP
and UDP by the virtue of its unique features such as path selection and monitoring,

validation and acknowledgement mechanism and multi-streaming,.

1. HTTP over TCP

Consider the simple case of a web browser displaying a web page with embedded objects.
Using HTTP/1.1 that supports persistent and pipelined connections, the browser opens a new
transport connection to the server, and sends an HTTP GET request with the desired
Uniform Resource Identifier (URI). The request may consist of a specific command, a message
containing request parameters, information about the client and may contain URI's of
embedded objects. The server returns an HTTP response with the page contents. The
response includes status information, a success/error code, and a message containing
information about the server and information about the response itself. As responses arrive

from the server, the browser displays the webpage with its embedded objects. In general,
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objects embedded within a web page are independent of each other. That is, requesting and
displaying each object in the page does not depend on the reception of other embedded
objects. However, the number of connection for TCP is one, which leads to HOL blocking
problem that causes performance degradation.

To alleviate HOL blocking, web browsers usually open multiple TCP connections to the
same web server. Using multiple TCP connections for transferring a single application’s data
introduces many negative consequences for both the application and the network. It may
cause the increased load on web server. Under high loads, some web servers may choose to
drop incoming TCP connection requests due to lack of available memory resources. The other
drawback is increased connection establishment latency. Each TCP connection goes through a
three-way handshake for connection establishment before data transfer is possible. This
handshake wastes one round trip for every connection opened to the same web server.
Increasing the number of connections increases the chances of losses during connection
establishment, thereby increasing the overall average transfer time.

These drawbacks can be eliminated by the inclusion of SCIP as the transport protocol for
web traffic.

2. HTTP over SCTP

The SCTP distinguishes different streams of messages within one SCIP association. This
enables a delivery scheme where only the sequence of messages needs to be maintained per
stream (partial in-sequence delivery). The message loss in a particular stream will only hinder
delivery of that stream. Therefore, other streams within an association are not affected. By
using unordered messages and multi-streaming, SCIP eliminates the head-of-the-line blocking
problem. When SCIP is used for web page retrieval; it allows multiple streams in an
association and independent streaming delivery of web objects. This avoids the HOL blocking
experienced when TCP is deployed for web object retrieval. In contrast to the three-way
handshake that occurs in TCP, SCIP uses a four-way handshake and verification tag to
initiate an association.

The SCIP operates like TCP (using window-based flow control) with the additional features
necessary to transport signaling information. Detection of loss and duplication of data chunks
is enabled by numbering all data chunks in the sender with the so-called Transport Sequence
Number (TSN). The acknowledgements sent from the receiver to the sender are based on
these sequence numbers. Retransmissions are timer-controlled. The timer duration is derived
from continuous measurements of the round trip delay. Whenever such a retransmission timer

expires, all non-acknowledged data chunks are retransmitted and the timer is started again
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doubling its initial duration (like the TCP). Whenever the sender receives four consecutive
SACKS reporting the same data chunk missing, this data chunk is immediately retransmitted
(fast retransmit). Data that is discarded, reordered, duplicated or corrupted can be detected
and fast retransmitting and fast recovery for damaged data can be issued. This congestion
control mechanism improves the performance of SCIP in wireless environment. The above
stated features show that SCIP can be best suited for HITP application with improved

performance.

3. Mean response time

Mean response time is defined as the time elapses between the initial request from the
client and the response from the server. In the evaluation of web performance, mean response
time is the most widely used measure. In TCP connection, the client sends a request to the
server. The server parses the request and sends the HTML file with embedded objects. Then
the client sends a request for the embedded objects using persistent and pipelining
connections. The SCIP association supports independent delivery of web objects in an

association.

III. Performance evaluation

We have performed simulation using NS-2 simulator and compared the performance of

TCP and SCIP in wired and wireless environment. The version of NS-2 used is 2.29.

1. Wired environment

The topology for wired simulation is shown in Figure 1. In the topology node 0 represents
web client and node 1 represents web server. In simulation model the client initiates sessions
with the web server. The results were obtained from the trace file generated in the siulation.

We have used TCP and SCIP as the transport protocol for the HITP traffic in ns-2

simulation. The parameters such as bandwidth, round trip time, maximum segment size,

number of objects and packet loss rate etc are given in <Table 1>.
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HTTP request

HTTP reply

Node 0 Node 1

[Figure 1] Topology for wired simulation

<Table 1> Simulation parameters used in wired environment

Test parameters Object size (KB) Bandwidth (Mbps) Number of Objects RIT (ms)
Object size 135 0.04 5 -
Number of objects 135 0.04, 04, 3, 10 5 -
Bandwidth 135 0.04 5 55, 80, 256, 1000
RTT 13.5 0.04 3, 5,10, 20 -

The plots of packet loss rate vs. mean response time for HTTP over TCP as well
as HTTP over SCTP is presented in Figure 2. The packet loss rate was varied from
04 % to 5 % and the mean response time was observed. The bandwidth, RTT, the
maximum segment size and object size are 40 Mbps, 256 ms, 536 B, 13.5 KB
respectively. It can be seen from the Figure 2 that for both the HTTP over TCP as
well as HTTP over SCTP, the mean response time increases as the packet loss rate
increases. The increase in packet loss rate tends to HOL blocking problem when TCP
is used for web transaction and this in turn increases the response time. This can be
eliminated by SCTP’s multi-streaming feature, which allows multiple streams in an
association.

The effect of bandwidth on mean response time for both the protocol is presented
in Figure 3. The figure shows the mean response time is inversely proportional to the
bandwidth. As the bandwidth increases, it reduces the transfer time, as well as the
mean response time. If the bandwidth increases the packet loss rate will be reduced.

This tends to reduce the transfer time when fetching the web objects.



- RR4 Y SHHHA TCPt SCTPL &s Hlw - 293
9
8 d
S
Q
3
E 7 o
[0
£
i
2 6+
o
o
3
X 54 o —e— HTTP over TCP
S O HTTP over SCTP
D o]
=
44 o
3 : : : : :
0 1 2 3 4 5 6

Loss rate (%)

[Figure 2] Mean response time for packet loss variation
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[Figure 3] The effect of bandwidth on mean response time

Figure 4 shows the mean response time increases as the RTT value increases. SCTP
has better performance because of its multi-streaming feature. The RTT is varied from
55 ms to 1000 ms and the mean response time is observed. Since TCP has no
multi-streaming feature, the web objects require extra round trip time. This increases

the mean response time of TCP than SCTP.
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[Figure 4] Mean response time for RTT

Figure 5 shows the increase in mean response time as the number of object
increases. If the number of objects are more, if any of the object fails the remaining
objects are queued up until the object is retrieved. This causes the increase in transfer
time. SCTP has better performance compared to TCP because of its multi-streaming

feature.

—&— HTTP over TCP
O HTTP over SCTP

Mean Response Time (msec)
(]

No of Objects

[Figure 5] Mean response time for number of objects

2. Wireless environment

The wireless simulation topology is shown in Figure 6. The web server (CN: correspondent

node) is located in the wired network and a web client(MN: mobile node) is moving between two
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wireless stations. In Figure 6, AR1 and AR2 represent access routers which perform both the access
pointer function and the router function. CN is located in the Internet and connected to Router
0. The arrowhead shows the mobile node movement from AR 1 to AR 2.

The wired link between CN and Router 0 has the bandwidth of 2 Mbps and the delay of 5
ms. The link between Router 0 and ARl and AR2 have the bandwidth and delay of 2 Mbps, 2
ms respectively.

The performance comparison of TCP and SCTP is given in Table 2. In order to view
the impact of moving speed on mean response time, the speed of the MN is varied
from 5 m/s to 20 m/s.

The other parameters we have used in the simulation are object size = 13.5 KB, RTT = 256
ms, maximum segment size = 536 B, packet loss rate = 04 %. The overlapped region size is

varied from 1 m to 15 m and the effect on mean response time and packet loss is observed.

CN

[Figure 6] Topology for wireless simulation

<Table 2> The performance comparison of TCP and SCTP in wireless environment

Performance Impact factors TP SCIP
measure Factors Values (mean) (mean)
Mean moving speed (m/s) 5, 10, 12.5, 20 2.02 161
Response

Time (sec) region size (m) 1, 5,10, 125, 15 297 210
Packet loss moving speed (m/s) 5,10, 12.5, 20 0.09 0.06
(packets) region size (m) 1, 5, 10, 125, 15 012 0.08

The plots of moving speed vs. mean response time is shown in Figure 7. It can be seen
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that the mean response time increases as the moving speed increases. The packet loss
increases as the moving speed increases and hence the increase in mean response
time.
The region size of the base station is varied to view the impact on mean response time as
well as the packet loss. Figure 8 shows the result of mean response time for different values
of region size. In both the cases SCTP has improved performance than TCP. As the region

size is increases, both the packet loss and the mean response time decrease.
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Figure 9 and Figure 10 show the effect of moving speed on packet loss and the
results obtained for various region size vs. packet loss, respectively. From the figures
it can be seen that SCTP has better performance than TCP.

These results imply that multi-streaming and multi-homing features of SCIP provide

improved performance in wired and wireless networks than TCP.
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IV. Conclusions

In this paper we have analyzed and compared the performance of SCTP and TCP as the
transport layer protocol for the web traffic. SCTP has attractive features such as
multi-streaming and multi-homing, makes it best suited for web application. To compare the
performance we have carried out experiments using NS-2 Simulator. Our results show that the
mean response time of SCIP can be reduced remarkably as that of TCP. The future work
includes the analytical model for performance analysis of SCTP based web traffic.
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<Abstract>

Performance Comparison of TCP and SCTP in Wired

and Wireless Internet Environment®

Sasikala** - Tae-Jung Seo*** - Yong-Jin Lee****

HTTP is one of the most widely used protocols of the WWW. Currently it uses TCP as
the transport layer protocol to provide reliability. The HI'TP uses separate TCP connection
for each file request and adds unnecessary head-of-line blocking overhead for the file
retrieval. The web application is short sized and affected by the increased handover latency
of TCP in wireless environment. SCIP has attractive features such as multi-streaming and
multi-homing. SCIP’s multi-streaming and multi-homing avoid head-of-line blocking
problem of TCP and reduce handover latency of TCP in wired and wireless environment.
Mean response time is the important measure in most web application. In this paper, we
present the comparison of mean response time between HTTP over SCTP with that of HTTP
over TCP in wired and wireless environments using NS-2 simulator. We measured mean
response time for varying packet loss rate, bandwidth, RTT, and the number of web objects
in wired environment and mean response time and packet loss rate for varying moving
speed and region size in wireless environment. Our experimental result shows that SCIP

reduces the mean response time of TCP based web traffic.
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