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Abstract Many sensor operating systems have
memory limitation constraint; therefore, stack memory
areas of threads resides in a single memory space.
Because most target platforms do not have hardware
MMU (Memory Management Unit), it is difficult to pro-
tect each stack area. The method to solve this problem is
to exchange original stack handling instructions in binary
code for wrapper routines to protect stack area. In this
exchanging phase, Instruction corruption problem occurs
due to difference of each instruction length between
stack handling instructions and branch instructions. In
this paper, we propose the algorithm to call a target
routine without instruction corruption problem. This
algorithm can reach a target routine by repeating branch
instructions to have a short range. Our solution makes it
easy to apply security patch and maintain upgrade of
software of sensor node.

Key words : Sensor Operating system, Embedded
System, Stack Protection
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