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Abstract Wireless sensor networks are expected to play a vital role in the upcoming age of
ubiquitous computing such as home environmental, industrial, and military applications. Compared with
the vivid utilization of the sensor networks, however, security and privacy issues of the sensor networks
are still in their infancy because unique challenges of the sensor networks make it difficult to adopt
conventional security policies. Especially, node compromise is a critical threat because a compromised
node can drain out the finite amount of energy resources in battery—powered sensor networks by
launching various insider attacks such as a false data injection. Even cryptographic authentication
mechanisms and key management schemes cannot suggest solutions for the real root of the insider
attack from a compromised node. In this paper, we propose a novel trust-based secure aggregation
scheme which identifies trustworthiness of sensor nodes and filters out false data of compromised nodes
to make resilient sensor networks. The proposed scheme suggests a defensible approach against the
insider attack beyond conventional cryptographic solutions. The analysis and simulation results show
that our aggregation scheme using trust evaluation is more resilient alternative to median.
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1.ME

Wireless sensor networks suggest a promising
approach for various applications including safety
monitoring of environments, freeway traffic mea-
suring, and many other military applications [1]. A
major feature of these systems is that a large
number of resource-limited sensor nodes in net-
works assist each other by passing data, in-
network process and control packets from one node
to another. It is often termed an infrastructure-less,
self-organized, or spontaneous network [2].

Wireless sensor networks tend to be organized in
open environment; thus, they are susceptible to a
variety of attacks, such as node capture, eaves-
dropping, denial of services, wormhole, and Sybil
attack [3]. Especially, node compromise is a severe
security threat, upon which the adversary might
obtain the secret keys and use them to launch
insider attacks. A compromised node is able to
successfully authenticate bogus reports to its
neighbors in its communication range. In addition,
if the adversary can obtain his own commodity
sensor nodes and induce the networks to accept
them as legitimate nodes, it is hard to distinguish
legitimate nodes from illegitimate ones just through
the current network security mechanisms [4]. Alth-
ough cryptographic authentication schemes are
effective for preventing outsider attacks injecting or
spoofing packets, they cannot prevent insider attacks
since a compromised node has secret keys.

Therefore, developing a malicious nodes detection
and an efficient false data filtering scheme is
necessary for resilient wireless sensor networks
because false reports can drain out the finite
amount of energy resources in battery-powered
sensor networks and even a small amount of com-—
promised nodes can influence the whole networks
critically [5]. In this paper, we propose a novel
secure aggregation scheme based on the trustwor-
thiness of each sensor node without any utilization
of cryptographic approaches that may put a heavy
processing load on resource-constrained sensor
nodes. To evaluate the trustworthiness, each node
analyzes behaviors of its neighbor nodes based on

several trust evaluation factors. The result of the
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trust evaluation is utilized to identify compromised
nodes and thwart malicious behaviors of them.
Specifically, the trustworthiness of a sensor node
is evaluated by investigating that how straight-
forwardly the node forwards sensing results and
how consistent data the node reports compared
with those of its neighbor nodes. The consistency
check

redundant sensing data, and crosschecking them

is performed by gathering multiple and

using spatial correlations of them. More precisely, a
node computes a boundary of expected sensing
value of its neighbor node in consideration of its
own sensed value and distances among the nodes
and an event, and checks that a reported value of
the neighbor node is within the boundary. If a node
cooperates with its neighbor nodes straightfor—
wardly and its reported data are estimated to be
consistent within the boundary, it gets a high trust
value as an incentive; otherwise, it gets a low trust
value as a penalty. The evaluated trust value is
then used as a standard which indicates the trust-
worthiness of a node and determines an aggre-
gating proportion of data reported from the node
for an event.

The contributions of this paper are as follows.
First, we propose a novel and non-cryptographic
trust evaluation scheme designed for detection of
malicious nodes in wireless sensor networks beyond
the capability of cryptographic security. Second, we
develop a secure and hierarchical aggregation mecha-
nism using trust values of each node. The cryp-
tographic approaches for authentication can defend
just against the outsider attack, whereas the
proposed scheme can defend against the insider
attack using accumulated analysis for the behaviors
of sensor nodes. The evaluated trustworthiness of a
node affects data aggregation policy in return. To
the best of our knowledge, this is the first effort
that establishes a trust evaluation scheme for
secure aggregation in wireless sensor networks.
The best we can hope for in the presence of
insider adversaries is a graceful degradation of
wireless sensor networks. According to our ana-—
lysis, the proposed aggregation scheme could be a
more resilient alternative to median, which is

known to be the robustest conventional aggregation
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function [5]. The breakdown point of median, which
means a fraction of nodes that can be compromised
before security down, is estimated to 1/2, whereas
that of our scheme is (2m-1)/2m in the best case,
where m is an average number of sensor nodes in
a grid, which is a unit area for local data
aggregation. In addition, simulation results show
that the deviated error rate of the aggregated result
of our scheme goes down 90% when a half of
nodes are compromised, whereas the error rate of
median exceeds 340%.

The rest of the paper is organized as follows.
Section 2 describes some related works. Section 3
describes goals and assumptions of our scheme.
Section 4 details an overall process of the trust
evaluation and secure aggregation scheme. Section
5 analyzes the performance evaluation, and Section
6 shows the simulation results. Section 7 discusses
further security issues. Section 8 remarks conclusion

of the paper.

2. Related Work

One of the most vexing issues facing sensor
networks is how to provide resiliency against node
capture attacks. In most applications, sensor nodes
are likely to be deployed in open environment
readily accessible to attackers. Such exposure raises
the possibility of nodes compromising. That is, an
adversary might capture sensor nodes, extract cryp-
tographic secrets, modify programming, or replace
them with malicious nodes under the control of him
or her. The adversary may affect their readings,
then it cannot be prevented, neither detected by
cryptographic mechanisms. This is called stealthy
attack [6].

Recent studies proposed several solutions for
sensor networks to authenticate and prevent false
data injection by an outsider attacker [7-10]. Their
basic approaches are using cryptographic mecha-
nisms such as Message Authentication Codes (MACs),
or probabilistic key predistribution schemes such as
[13] and [14] for a probabilistic attack detection or
en-route filtering. These approaches prevent naive
impersonation of a sensor node, however, they
cannot prevent an injection of false data from

malicious or compromised insider nodes which have
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already been authenticated as legal ones in the
networks because the data acceptance policies are
mainly based on the cryptographic authentication
process.

Secure aggregation schemes can be one solution
to the insider attack. According to the resiliency
analysis of primitive aggregation functions by D.
Wagner, some of the widely used aggregation
functions such as average, minimum, and maximum
are inherently insecure [5]. Wagner proposed to use
a median instead of an average as a robust agg-
regation function. Before the aggregation function is
called, to analyze unexpected deviations of received
sensor readings can help to upper bound a dis-
tortion of them [15]. Another approach against the
stealthy attack is an interactive proof method using
random sampling such as SIA [6]. The SIA enables
a user to verify that the reported value given by
an aggregator is a good approximation of true
values at the cost of an additional commitment
construction and communication overhead. Other
studies proposed several secure in—network aggre-
gation methods which make a network resilient
even when a fraction of sensor nodes are corrupted
[8-12]. These schemes, however, mainly focus on
detecting and excluding fictive data which are
significantly different from the true values so that
they cannot determine the corruption of the nodes
themselves, neither differentiate malicious nodes and
temporarily malfunctioning nodes. The proposed
trust management scheme is concerned with this
problem so that it analyzes the behavior of a
sensor node accumulatively in addition to sensing
values reported from it.

Some studies discussed the trust evaluation in ad
hoc networks [2,16]. However, the trust evaluation
mechanisms developed for ad hoc networks cannot
be directly adopted to sensor networks because the
trust evaluation policy in ad hoc networks requires
each node to manage all trust values of other
nodes in the network. Such a global computation of
trust values is an impractical approach in wireless
sensor networks that consist of a large number of
resource—constrained sensor nodes. Therefdre, a
novel trust evaluation scheme is necessary for

resilient wireless sensor networks.



3. Goals and Assumptions

3.1 Threat Model

In this paper, we do not consider attacks against
the physical layer such as frequency jamming.
Also, we do not consider any attack against the
Medium Access Control (MAC) protocol that may
lead to a denial-of-service (DoS). Several mechanisms
such as spread spectrum [17] and coding [18] are
known to be efficient to shield wireless sensor net-
works against such attacks. Rather, the attackers
may compromise a node to obtain security infor-
mation to launch various insider attacks, especially
false data injection. A compromised node can also
block legitimate reports passing through it, or
neglect its duty of generating reports for real
events selfishly for the sake of battery saving.

3.2 Goals

We focus on making resilient wireless sensor
networks which work normally even though some
fraction of sensor nodes might be compromised,
that is graceful degradation of performance. For
this goal, we propose a novel trust evaluation
scheme for secure aggregation suited to wireless
sensor networks. The proposed scheme is designed
to detect compromised nodes, thwart malicious be-
haviors, and filter out false data from the malicious
nodes.

3.3 Assumptions

We have several assumptions in our scheme as
follows: (1) FEach sensor node knows deployed
geographic coordinates of itself and its neighbor
nodes. This
localization schemes such as [19-21], and a location

claims verification scheme such as [22]. (2) Sensor

can be accomplished by several

nodes are deployed in separate locations densely
enough to be able to sense a same event redun-
dantly with their neighbor nodes.

4. Trust Evaluation for Secure Aggregation

In this section, a trust-based secure aggregation
scheme is proposed. An overview of the scheme is
described as follows: First, the sensing area is
divided into a number of logical grids (Section 4.1).
Each

estimates its location and verifies location claims of

sensor node deployed in the grid then
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its neighbor nodes. Second, each sensor node eva-
luates trustworthiness of its neighbor nodes by
analyzing behaviors and consistency level of reported
data of them. Inconsistent data from malicious
nodes can be detected in this step (Section 4.2).
Third,

sensing data of the grid, and a representative value

an aggregator per each grid aggregates
is computed from the aggregated results and
transmitted to a sink node, which is a data col-
lection node with sufficient computation and storage
capabilities. Inconsistent data from malicious nodes
can be excluded in this step (Section 4.3).

4.1 Grid Division

The sensing area is divided into a number of
logical grids in proportion to the sensing range s
of a sensor device so that one sensor device's
sensing range can cover a grid entirely it belongs

to regardless of its deployed location. So, a grid
s s L L
size is set to WXW as in Fig. 1, which is the

maximum size that a grid can extend to while
satisfying the whole coverage by s. This gua-
rantees that any sensor node can detect an event
happened in the grid in which it is deployed. Each
sensor node deployed in the sensing area then
determines its grid and geographic coordinate as
well as locations of its one—hop neighbor nodes. A
grid of ith row and jth column in the sensing area
is identified with Grid, ;.

Node n, located in (z;,y;,) determines its grid G,
in the sensing area of which a static reference
point is (84,,594;) using following procedure
GridDivide. The reference point is set in each node
before the deployment.

Procedure 1 GridDivide(SAx, SAy, xi, y:)
[(z:i— SAx)/ H1 =X
[~ S4y)/ 5] = Y,
Gi = GTidX“yI
return G;

Fig. 1 Grid division
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4.2 Trust Evaluation

After deployment and localization, each sensor
node performs its sensing task and evaluates trust
values of one-hop neighbor nodes accumulatively
based on several factors.

4.2.1 Trust Evaluation Factor

Each sensor node has a trust evaluation matrix
for its neighbor nodes. Note that this matrix only
records trust-related information in a local sense.
For node n;, each row of the matrix I' is reserved
for each neighbor node, denoted by n;, and columns
are labeled by trust evaluation factors as follows:
(1) Identification:

identification of n 3

This factor contains a unique

which is determined by its
deployed location and MAC address. || denotes
concatenation.
- D, = G}Il(z].,y]-)“AMCAddressj

(2) Distance: This factor contains distance infor—

mation between n; and n;.

- Di,]' = \/(IL _xj)Z +(y1 _yj)2
Straightforwardness: This factor contains straight-
forward communication ratio of n;, which is

(3

=

utilized as a criterion for selfishness of n,. If a
node stalls the generation of reports for real
events, or does not forward legitimate reports
passing through it with a selfish intention (that
is false negative attack), sensing failure count
of this factor will increase; otherwise, sensing
success count will increase.

- 5} straightforwardness value of n;

- 85, sensing success count of n;

- sfj: sensing failure count of n;

(4) Sensing result: This factor represents a sensing
result reported by n;, which consists of sensing
data and sensing time for an event.

- I?J sensing result of n; which consists of
{st;, sd;}

- st;: sensing time of n

- sd;: sensing data of n,

6}

pais

Consistency: This factor represents consistency
level of n; Based on this factor, each node
identifies malicious nodes that inject false data.
If a node reports unexpectedly deviated values
compared with the sensing values of its nei—
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ghbor nodes (that is false positive attack), in-
consistent sensing count will increase; other—
wise, consistent sensing count will increase.
The consistency check process will be described
in Section 4.2.2.
- G consistency value of n;
- cs; consistent sensing count of 7,
- 1is;! inconsistent sensing count of n;

(6) Trust value: This factor represents a total

trustworthiness of 7.
- I3 trust value of n;

4.2.2 Consistency Check

To check consistency of its neighbor nodes’ re-
porting data, a sensor node computes acceptable
region (AR) of an event, which is a possible region
of the event, and puts boundary to the legally
acceptable range of neighbor nodes’ sensing data
based on the AR and its own sensed value. When
n; checks sensing data of its neighbor n, if the
data lies out of the acceptable range computed by
n;, the sensing data are estimated to be false report.
The estimation result is then recorded in the con-
sistency factor C, in the trust evaluation matrix I°.

J
legally acceptable range of

To compute the
sensing data of n; n; should know the distances
from an event to m; and n; respectively, and the
distance from itself to n; Because m; already
knows the location of n; and distance between
them, it is only required to estimate AR of an event
in order to compute the distance from an event to
n; and n; and then set bounds of the acceptable
range. AR of an event is defined as a set

AR={(z,y)lr 7y < (xfxi, 2+ (y—yi )< T A x,
where 7.,y and 7.,y represent the expected
shortest and longest distance to an event-happened
grid, respectively. The first reporting grid can be a
candidate for the event-happened grid.

The expected sensing value of a neighbor node is

then computed using a reverse sense function (RSF).

When n; computes the expected sensing value of n;
on an event, denoted by Sd]*-, n, performs the BESF as

a follow:
sd; = RSF(sd,, r, D, )), (1
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where 7 represents a distance between n, and an
event determined by AR of the event. Particularly,
the RSF in (1) is proposed for sensor applications
that detect continuous values such as a temperature
and sound pressure using a spatial correlation of
sensing data. So, the RSF may be a little modified
according to its application. For example, in a
temperature-sensing application, the RSF may be

modeled by Stefan-Boltzman Law (the receiving
.. 1 .
radiation energy Loc—); and in a sound pressure
T

sensing application, it may be modeled by the dis-
tance law for the sound pressure (sound pressure
Pat),
r

During trust evaluation processes, sensor nodes
perform the RSF to check consistency of their
neighbor nodes’ reported data. When 7; Ssenses an
event, it sends its identification and sensing result,
{ID, R;}, to its neighbor nodes. If n, receives the
sensing result from n;, n; checks whether the
received data can be acceptable as consistent data,
or unacceptable as inconsistent data using following

procedure ConsistencyCheck.

Procedure 2 ConsistencyCheck(ID;, R;, AR)
if |st; — st;| < e then
for all (z,) € AR do
r=yle = e+ (G- 5p
sd; = RSF(sdy,r, D; ;)
compute MIN(sd)
compute MAX (sd;)
end for
if MIN(sd) < sd; < MAX(sd) then
csj=cs; +1
else
iSj = iSj +1
end if
end if

In this case, two cases can be considered. First
case is that two neighboring nodes in one-hop

range, n; and n;, succeed in sensing a same event,
For the pre-defined small value €, when |sti *St]-\ <€,
n, and n; are considered to sense a same event. 7,
then increases sensing success count for n; by 1,
that is ss;=ss;+1, checks consistency of the sd;
in R] and records the evaluated result to the

corresponding trust evaluation factor for n,.
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JWN(SJ;) and JWIX(sd;) represent the minimum
and maximum sd; computed using RSF, respec-
tively. When n; checks consistency of sensing data
of m; in return, the legally acceptable region of sd;

would be [MIN(sd;), MAX(sd)].

Fig. 2 Acceptable region of an event

If n is closer to an event than n,, one of the

possible ARs
pictorially like Fig. 2. In Fig. 2, the gray region

of the event can be described

represents the AR of an event. Of course, the AR
of an event could be shaped variously based on
geographic locations of sensor nodes. For example,

in a temperature sensing system, as a receiving

. 1 ¥
radiation energy is proportional to -3, MTN(de)
T

would output the expected sd; based on the
assumption that a position of the event is P, in
Fig. 2. ]\MX(SJ;) would output the expected sd;
based on the assumption that a position of the
event is Pp. Likewise, the MTN(sd;) and AMX(Sd;)
would output the expected sd; based on the
assumption that a position of the event is P, and
Py, respectively.

Second case is that two neighboring nodes fail to

sense a same event. For example, n, detects an event
and reports the sensing result, but neighboring n;
does not report any result. In this case, n; checks
that whether n; is located in the area in which AR

of the event may not be covered by sensing range
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of n;. If n; is estimated to be located in the area
where its sensing range can cover whole AR, but
it does not report any result for an obviously
detected event, n; increases a sensing failure count
for n;$, that is sf; =sf,+1.
4.2.3 Trust Quantification
The trust quantification process transforms indi-
vidually discrete values of trust evaluation factors
into continuous values from —1 to +1, which mean
complete distrust and complete trust, respectively.
As a node evaluates and revalues trustworthiness
of its neighbor nodes continuously, the trust values
should be quantified imperatively for impartial trust
comparison among the nodes. The trust evaluation
factors are quantified as follows:
(1) Consistency value
cs; —1s;
Q:m, where —1<( <1 2
(2) Straightforwardness value
55, — sf,
i:m,where -1<5 <1 (3
4.2.4 Trust Computation
The trust value of a node is computed using the
quantified trust evaluation factors. The computation
process involves an assignment of weights, which
represent the importance of factors from 0, unim-
portant, to +1, most important, to the quantified
trust factors. When W, and W denote the weight

of consistency and straightforwardness factor res-

pectively, the trust value for n, is computed by the
following equation:

o WGt WS

i Wt W,

where 0< W,, W, <1 and they are not all 0.

)

The weight may vary from application to applica—
tion depending on the fact that on which security
threat between a false negative attack and a false
positive attack an application focuses. If the secu-
rity against a false negative attack is considered
more important in an application, a higher value

may be assigned to W, than that of W, If the
security against a false positive attack is considered
more important in an application, W, may be

higher than W;. Else, W, may be equal to Wj.
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Initially, trust values of all sensor nodes are set
to 0 as a neutral one. As the time elapses, they are
continuously revalued. If a node temporarily mal-
functions in communication or detecting events,
such a temporary mistake has little influence on
the trust value because it is computed accumula—
tively using counters by its neighbor nodes. How-
ever, if a node tries a false positive attack of data
manipulation, or false negative attack for its selfish
sake steadily, a trust value for that node is sup-
posed to decrease and converge to —1. Thus, any
compromised node who injects false data conti-
nuously, or shirks its responsibility of reporting
sensing results for real events can be detected in
this process.

4.3 Data Aggregation

Data aggregation is an essential process in
wireless sensor networks to eliminate redundancy
of sensing data, to minimize communication over—
head, and to save energy. In add‘ition, data agg-
regation can’ reduce effects of error in sensor
readings in the network. In this process, sensor
readings are aggregated in proportion to the trust
values of the nodes per grid. Then, a median of
the aggregated data is selected as a representative
value and sent to the sink node.

4.3.1 Aggregator Selection

Prior to data aggregation, an aggregator is
elected among sensor nodes per grid, which has the
highest trust value in the grid using Aggregator
Select procedure. At the network initialization phase
before trust evaluation, aggregators are elected

randomly by the sink node.

Procedure 3 AggregatorSelect(Gridxy)

Ttem;n =-1
for all n; € Gridxy do
if T; > Tiemp then
temp =i
end if
end for
returmn Niemp

An aggregator is responsible for aggregating and
forwarding sensor readings from its grid to a sink
node. An aggregator can be elected periodically
with some application—dependent time interval by
grid members, or elected by a sink node to defend

against an aggregator compromise. We further dis-
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cuss this problem in Section 7. After election, agg-
regators send their identifications to the sink and
member nodes in their grids.

4.3.2 Trust Agreement

Because a trust value of a node is evaluated
distributively by its neighbor nodes, trust agree-
ment should be performed prior to data aggregation.
An aggregator requests its one-hop neighbor n; to
notify the trust value of its member node n;. If n;
has a knowledge of a trust value for n,, n; then
replies to the aggregator with {/D;,7;}. The agg-
regator then gathers up all information for its
member node n; from the repliers and computes 7;
s representative trust value in proportion to the

trust values of repliers themselves by this equation:

E T+1)x T}
=

“l
_ETH

where ! and 77 represent the number of repliers and

= , (5)

a trust value for n, notified from n;, respectively.
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Fig. 3 Data aggregation process

4.3.3 Data Aggregation
Each aggregator n, collects and aggregates all
the received sensing data from its member nodes
per grid in proportion to their trust values by this

equation:

SRy =+ 6

m
E T +1)

where m represents the number of nodes in the
grid. 7s are not all —1.
4.3.4 Representative Data Transmission

After aggregation, each aggregator forwards its
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aggregated data with its identification to aggregator

head mn,, which is the nearest aggregator among

them to the sink on the routing path as in Fig. 3.

n, then computes the median, AMed,, among the

received data and sends it with identifications of all
the participating aggregators to the sink node
potentially traversing a large number of hops. The

final report sent out by 7, to the sink looks like
{Med,,, ID,, ID, , ..., ID, }, where u is the number

of participating grids.

5. Analysis

We analyze the proposed scheme in terms of its
resilience and efficiency of excluding false data in
the network under k-node attack in which k£ of the
sensed observations can be corrupted before an
estimator is applied. According to previous
researches [5,12], median is very robust alternative
to the other aggregation primitives such as average
or min/max. So, we analyze the resilience of the
proposed scheme compared with median as well as
average.

Before analysis, we add some essential mathe-
matical backgrounds on the classical estimation
theory from [5].

5.1 Resilient Aggregation Theory

5.1.1 Estimation Theory

Let z;, .., z, denote a sequence of observations

from a known parameterized distribution p(X 19),
where 6 is a parameter whose distribution is not

specified. Next, let X, .., X, denote n random

variables that are distributed according to p(X18)
and conditionally independent given 6. Then, the
goal of estimation problem is to estimate # as
accurately as possible.

An estimator is an algorithm f: R®™ — R, where
flz,.,z,) is intended as an estimate of some
real-valued function of 6. For simplicity, we
assume that & is real-valued and that we wish to

estimate 6 itself. Next,

de f
variable © = f(X,

we define the random

) Then, the relevant metric

to the proposed estimator is mean square error at

def R
9: MSE(f) = El(6—0)*0]. (7)
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A minimal-variance unbiased estimator is an
estimator where MSE(f) is minimal among all
unbiased estimators. Thus, the mean square error
can be a good measure of the inaccuracy of
estimators.

5.1.2 Resilient Estimators

A k-node attack A is specified by a function
7, R*—=R" with the property that the sequence of
observations vector z and 7,(z) never differ at
more than k positions. We can define the mean

square error associated with 4 by
. def -~
MSE"(f,4) = Ei(©"~6)%4], 8

., def —
where ©° = f(r,(X;,..,X,)). Thus, © is a

random variable that represents the aggregate in the
presence of the k-node attack 4, and MSE (f, 4) is
a measure of the inaccuracy of the aggregate after A
‘s attack. If MSE"(f, 4)>MSE(f), then the attack
has succeeded noticeably in affecting the operation of
the sensor networks. If MSE"(f, 4) =MSE(f), the
attack has had little effect on the network. Thus, we
can think of an aggregation function f as a resilient
aggregation function if MSE"(f, A) grows slowly as
a function of k.

5.1.3 Breakdown Point

If SSR is a set, the breakdown point is defined
as

*def .
€ = sup{k/n : MSE (f, k) <o),

where sup S is the smallest real number larger
than or equal to every element of S The break-
down point is informative when the estimator is
unbounded.

In wireless sensor networks, the breakdown point
indicates that fraction ¢ of nodes that can be
captured before security breaks down. If an €
fraction of nodes are compromised, then the MSE
becomes unbounded, so the adversary can drive the
output of the aggregation operation to take on any
value he would like. Consequently, the breakdown
point is one measure of the security of an
aggregation function against data spoofing attacks.

5.1.4 Data Model
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The resilience of a function f depends not only
on the choice of f, but also on the parameterized
distribution p(X;10). In practice, the exact dis-

tribution may vary from application to application.
But, according to the study of Wagner [5], it seems
reasonable to assume that the sensor readings X

for continuous data come from iid. random

variables with the Gaussian distribution M@, ¢%) of

mean @ and variance o7; whereas, for 0/1-valued

data, X; come from n iid. r.v.’s with the Bernoulli

distribution to make the analysis tractable.
5.2 Resilience Analysis
On inputs z,

v Ty, let 2, .., %) denote the

z;-values placed in sorted order. When m denotes

the average number of sensor nodes deployed per
grid, an approximation for the variance of the
proposed trust-based aggregation scheme is at
most
MSE(trust-based aggregation)
mo’ mr _ o
N 4@(0)2n:TX7'
in the worst case where local aggregation per grid
just acts as the average which has breakdown
point € =0, Likewise, it can be simply induced
that
MSE(trust-based aggregation)

0'2 7 CI'2 ¢

= X —
4<p(0)mn 2m  n

in the best case where m—1 false data from adver-

’

sartes are excluded during local aggregation per
grid.
A k-node attack can increase the median and

trust-based aggregation scheme to at most (..

and [x(r+k/m), x(r+mk)], respectively, so

* k2 2
MSE’ (median, k)=~ (5+5-)x",
)
MSE (¢rust-based aggregation, k)
T k'2 02 s m2k2 0'2
REERR L A

Thus, the interpretation is that, in the presence

of adversaries, compromised nodes produce a
gradual increase in the error term for the median
and the trust-based aggregation scheme by a re-

¥ m'K ]

m2 o ’ 2n

P ™
silience factor of —+ %= and [5"" 9

s
2 2r 2
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respectively. In the absence of attack, the error
the the

aggregation scheme are only slightly larger by a

terms  for median  and trust-based

T s
factor of e and [%,

mm

T]’ respectively, than the

error term for the average. Also, the breakdown
point of the median is ¢ =1/2 and the breakdown
point of the trust-based aggregation scheme ranges
from € =1/2m to € =1-1/2m=(2m~1)/2m based
on the estimated trust values of adversaries in the
wireless sensor networks. The analysis result is
shown in Table 1.

Table 1 shows aggregation schemes, their mean
square error term in the absence of attacks, resi—
lience against k-node attack, and breakdown point.
The resilience factor is the bias order coefficient
which determines whether the function can be
computed meaningfully and securely in the presence
of up to k compromised or malicious nodes. The
smaller resilience factor means the greater security.
It is also important to note that the breakdown
point of the proposed scheme ranges from € =1/2m
to € =(2m—1)/2m based on the estimated trust
values of adversaries in the network. In case that
the estimated trust values of adversaries are 1, that
is trustworthiness of the sensor nodes are not
evaluated at all, the security of the proposed
scheme is worse than the median; whereas, in case
that the estimated trust values of adversaries are
—1, that is they

normal nodes, the

are perfectly distinguished from

security of the proposed scheme
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is much better than the median as long as m>1,
The resilience of the proposed scheme depends not
only on the parameterized distribution, but also on
the correctness of the trust evaluation.

5.3 Cost Analysis

Now we analyze the cost of the proposed scheme
compared with a tree-based aggregation scheme
which uses a same routing and aggregation path
on the same network topology as the proposed
scheme but the trust evaluation process and local
grid-based data aggregation. Intermediate nodes
and a root of the aggregation tree correspond to
each aggregator and an aggregator head of the
proposed scheme, respectively. In this work we
focus on storage, computation, and communication
overhead.

The notations A and C represent the amount of
computations for an aggregator to agree the trust
value for a member node and aggregate data in a
grid, respectively. 7 represents the amount of
computations for a node to evaluate a trust value
of a neighbor node. m and ! denote the average
number of sensor nodes per grid and one-hop
neighbor nodes, respectively. The proposed scheme
then requires the following overhead when N
sensor nodes detect an event:

- An aggregator needs to store m sensing data,
N
and an aggregator head needs to store u(= H)

locally aggregated data in the proposed scheme;

whereas, a root of the tree needs to store N

Table 1 Resilience of the aggregation schemes

Aggregation . Break down Trust values
Eereg MSE(f) Resilience . * .
f point € of adversaries
o2
average — o 0 -
)
2
) ifh<2: 2 ;7
median % z 1/2 -
" if k> %: co
212
s | k< T Ik
—m;r o m T 1/2m 1
" it k> oo
proposed 2m
scheme — 2
, k< (2m2 1)n:% Ic2
ZL g m 2m’r (2m—1)/2m -1
m n —
it ps 2m=Un,
2m
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sensing data in the tree-based aggregation scheme.

- A node needs at most X7 computations for
trust evaluation and an aggregator requires mAd+ C
computations for data aggregation.

- (2l+m+1)u communications are required for
trust agreement, data aggregation, and aggregated
data transmission; whereas, (m+1)u communica-
tions are required in the tree-based aggregation
scheme.

The proposed scheme requires additional com-—
munication and computation overhead for the trust
evaluation over the naive tree-based aggregation
scheme. However, it seems reasonable to expect
that the additional cost is much cheaper than that
of the cryptographic approaches such as public key
various

cryptosystems, or key pre-distribution

schemes.

6. Simulation

6.1 Simulation Background

We simulate the proposed scheme in a tempe-
rature sensing network in C. The environments of
the simulation are as follows: 300 sensor nodes are
uniformly distributed at the sensing area whose
size is 500x500. A grid size is 50X50, Sensing
range and communication range of a node is 70. In
this simulation, we mainly focus on evaluating the
effect of the proposed scheme under a false positive
attack. Initially, trust values of all sensor nodes are
set to 0, that is all sensor nodes are taken for
neutral before evaluating trustworthiness.

To make a practical simulation of temperature
sensing system, Stefan-Boltzman Law is adopted,
which indicates that for an ideal blackbody the
radiation per unit area is proportional to fourth
power of the absolute temperature. Thus, total
receiving energy of an object B, whose radius is
Hy and distance from A is 7, from object A per
unit time is

2 2

Ry TRy
Ly=1L, xm:ﬂj X 4mRG X p—g €)

Temperature data in the simulation are modeled

by (9), especially the property that the receiving

.. . . 1
radiation energy is proportional to -
T

6.2 Resilience of the Trust-based Aggregation

In this simulation, the resilience of each estimator
is shown. 39 sensor nodes which are uniformly
distributed in 13 neighboring grids near an event
can sense it (n = 39 and m = 3). Attackers notify
their neighbor nodes of sensing values 10 times
higher like the previous simulation. $k$ attackers
are randomly chosen among the 39 participant
nodes under k-node attack.

6.2.1 Aggregation with Static Trust Value

The adversaries’ trust values are real-valued
from —1 to 1, however, we especially choose three
discrete trust values —1, 0, and 1 to make the
simulation tractable. Trust values of normal sensor
nodes are set to 1, that is the system is assumed
to totally trust sensed data from the normal nodes.

The simulation result is shown in Fig. 4. As we
analyzed, average cannot be computed meaningfully
in the presence of a malicious sensor node of
which the breakdown point is 0. In median, the
breakdown number of k is 20; whereas, the break-
down number of k in the proposed aggregation
scheme is 6 when the adversaries’ trust values are
1, and 33 when their trust values are —1, respec—
tively. Fig. 4 shows that the resilience analysis in
Section 5.2 matches well with the simulation result.

Next, we measure the inaccuracy of each esti-
mator by mean square error (MSE), and we can
think of the MSE as representing a typical value of
the error term |©—6l. The MSE characterizes the
quality of each estimator. Fig. 5 shows the MSE of
each estimator.

The MSE is estimated based on the aggregation
result of each estimator under k-node attack. The

0
—— Average /-'/

600 [—1 —#—Median without trust evaluation

——Median with trust evaluation (T=1)

) N . N
»-Median with trust evaluation (T=0) /

~%—Median with trust evaluation (T=-1}

Temperature

KR

Yoz 5 7 e om OB W oW BB oK oW oM BB ¥ B
k (k-node attack)

Fig. 4 Aggregation results under k—node attack with

static trust values
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Fig. 5 Mean square error under k-node attack with

static turst values

hidden parameters, s, of the estimators are defined
as the original aggregated data without any attack.
Based on the pure parameters, we measure the
spread of the aggregation schemes under k-node
attack. In Fig. 5, the spread of a line represents the
inaccuracy of an estimator. Like the aggregation
results in Fig. 4, MSEs of the estimators tend to
increase steeply around the breakdown point.

6.2.2 Aggregation with Dynamic Trust Value

Next simulation is to measure the resilience of
the proposed scheme under k-node attack as the
trust values of the nodes are evaluated dynamically.
In this simulation, a same event occurs every 10
second. Attackers start to broadcast their sensed
data ten times higher after 20 seconds.

As the time elapses, the reported temperatures
are aggregated as shown in Fig. 6. The dotted
lines of Fig. 6 represent the deviated error rate
from original aggregated data by every increasing
20%. In case of the proposed trust-based aggrega-
tion scheme of Fig. 6(a), when k=0, the aggregated
data represent 41.8°C. Under 5-node and 10-node
attack,
475°C whose error rate deviated from the original
data is about 10% in 200 seconds. Under 15-node
attack,

51.4°C whose error rate is

the compromised data can converge to

the compromised data can converge to
about 20%. Under
20-node and 25-node attack, the compromised data
can converge to 74.9°C and 82.6°C whose error
rates are approximately 70% and 90%, respectively.
In case of the median of Fig. 6(b), when k=0, the
original median value represents 26.0°C. Under 5-
node attack and 10~node attack, error rates of the
median are larger than 30% and 50% from the

3
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Fig. 6 Aggregation results unde k-node attack with

dynamic trust values

original data, respectively. When k=15, the error
rate already exceeds 140%.

Consequently, the proposed scheme shows higher
robustness than median. It is important to note that
security of the proposed scheme depends on the
accuracy of the trust evaluation. If sensor nodes
evaluate the trustworthiness of their neighbor nodes
accurately, false data injected from adversaries can
be filtered out more effectively than median which
is known to be the robustest estimator among the

conventional aggregate primitives.

7. Discussion: Stealthy Attack

Node compromise is one of the most challenging
problems in sensor network security. This is also
the case with our scheme. For example, if an
aggregator head is compromised, the compromised
aggregator head can easily report significantly
biased or false readings to the sink node, instead of
real aggregated results. Furthermore, if an intelli-
gent attacker who obtained high trust value at the
beginning is elected as an aggregator head, it can
then also report incorrect aggregated results arbi-

trarily far from the true readings to the sink node,
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that is a stealthy attack. Even if the proposed
scheme can mitigate the cheating of a number of
compromised nodes as we analyzed in Section 5.2,
however, cheating from an aggregator head cannot
be prevented without an additional security mecha-
an additional

nism built-in. Therefore, integrity

check mechanism is necessary to avoid over-
reliance on the aggregator head.

To defend against the node compromise, several
methods have been proposed. A. Mahimakar and T.
S. Rapparport proposed SecureDAV protocol that
ensures that a sink node does not accept faulty
readings for an upper bound of ¢ compromised
nodes within a cluster using threshold signatures
based on elliptic curve cryptosystems [24]. Another
approach is an en-route filtering framework that
multiple detecting nodes jointly generate a complete
report with the required number of MACs, then the
intermediate nodes detect and discard bogus reports
injected by compromised nodes [7,9,10]. However,
these schemes not only put a cryptographically
heavy processing load on resource-limited sensor
nodes but also cannot identify compromised nodes
trying stealthy attack.

We use an interactive proof scheme in which a
sink node needs to randomly sample some raw
data and check to ensure that the committed data
is a good representation of the true values like the
way of SIA [6] to defend against the stealthy
attack under the assumption that each sensor node
shares a separate secret key with a sink node.
When H (M) is represented as a keyed hash func-

tion that uses key A on input M, and k; denotes a
shared secret key between 7, and a sink node,
each aggregator n, sends its aggregated data with
their hashed values, {ID,, Sf,, @u(SRQL)}, to an
aggregator head to verify the committed data. The
aggregator head then computes the median among
SHG«”S and commits to the values by Merkle hash
tree construction as in Fig. 7. In Fig. 7, m; is the
sorted sequence of the SR(,; with respect to their
sensing values so that m;, <m,, ;. Each I{kﬂ(SRG,)

is placed at the leaves of the tree and each internal

node is computed as the hash value of the con-
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¢ : Hash commitment

/ ’ \

My, Mo

N N
/N /N /N /A

M, M, M, M, M, M M, M,
Hkl(ml) Hk:(ml) ij(ms) Hx,(’"«) Hks(ms) Hks(m5) Hg7(m7) H}‘(ms)

Fig. 7 Merkel hash tree construction

catenation of the two child nodes. The root of the
tree is commitment of the collected data. The
aggregator head m, then sends {Med,, {{D,, ID,

D}, commitment} to the sink node, where

veey

(D, ID,

ay’

. 1D } is sorted sequence of IDs of

participating aggregators by their aggregated values,
which is corresponding to the sorted sequence of

m;s. The sink node can authenticate any leaf value

by verifying that the leaf value is used to derive

the root value. For example, to authenticate 1y
reported from aggregator n,, the aggregator head
sends 44 Mg, and the

corresponding aggregator n, sends my. If the fol-

along with M, M,,

lowing equality holds, m, is authentic: A4 :I{ku(mg)
and commitment = H(HM | HAMIM N Mgy ).

In the interactive proof, the sink node verifies the
correctness of the alleged median Med by checking
that the AMed is close to the median of committed
sequence. More precisely, when & denotes the
approximation error which describes the quality of
a reported value, the sink node checks that the

position of Med in the sorted sequence my;...,m,
reported from aggregator head is within €-u of
u/2, that is
median-checking procedure MedianCheck proposed
by [6].

e-approximation, using following

Procedure 4 MedianCheck(u, Med, €)
request 1., /o
if m, /9 # Med then
return REJECT
end if
fori=1to 1/¢ do
pick jegr{l.. . u}\{u/2}
request 1m;
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if j <u/2 and m; > Med then
return REJECT
end if
if j > u/2 and m; < Med then
return REJECT
end if
end for
return ACCEPT

If the position p of the Med in the sorted

sequence satisfies [lp—n/2>¢ - u,

the result is
"REJECT” with probability at least (1—&)'/* =
1—1/e>1/2. In addition, each request for m; in the

MedianCheck procedure needs two elements, M,

from the aggregator head and m; from the cor-
responding aggregator, to verify its correctness by
Merkle hash tree construction. So, by requesting
O(1/e) elements, we can check that the reported
value is an e-approximation of the median with a
constant probability of detecting a cheating aggre-
gator head. Compared with the SIA method which
needs O(logu/e) elements to check &£-approximation
of the median, the proposed method improves the
communication complexity by eliminating a com-
mitted sequence checking procedure of the SIA,
which requires O(logu/e) samples.

8. Conclusion

To identify compromised nodes and thwart the
malicious behaviors of adversaries launching various
attacks is one of the challenging issues in the
wireless sensor network security. Because a false
negative or false positive attack from a small
number of adversaries can drain out the finite
amount of energy resources in battery-powered
sensor networks and aggravate the functionality of
the whole networks critically, some security
mechanisms should be built-in to defend against
such attacks in the sensor networks. However, because
the compromised node knows the secret information,
conventional cryptographic mechanisms cannot solve
the real root of the problem of node compromise.

So, a novel trust-based

secure aggregation
scheme is proposed to make a sensor network
resilient against false data injection and selfish
behaviors of malicious nodes. The proposed trust
evaluation scheme is best-suited to settings where

there is plenty of redundancy in the data of sensor

nodes, so that we can crosscheck sensor readings
for consistency. Wireless sensor networks tend to
consist of a large scale of cheap and crude sensors,
which are exactly where our trust evaluation
scheme is most appropriate. As the degree of
redundancy in sensing data increases, the proposed
scheme would be more applicable to a variety of
applications.

The proposed trust evaluation and secure aggre—
gation scheme does not employ cryptographic app-
roaches or certification mechanisms, so it is light
enough to fit well with wireless sensor networks
without cryptographic computation overheads. In
addition, as we analyzed, the proposed aggregation
scheme could be a more resilient alternative to
which

conventional aggregation function. The simulation

median, is known to be the robustest

also shows that the proposed scheme achieves
better security in the effectiveness of filtering false
data than the median as the time elapses and
trustworthiness of nodes are identified. So, the
proposed scheme can offer an alternative security
technique to the limited scope of the previous

cryptographic approaches.
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