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A Study on Real IP Traceback and Forensic Data
Generation against Bypass Attack

Byung-Sun Youn®, Dong-Jhoon Kim**, Hae-Sool Yang ***

O of
e

e

2 =oll e Ale] Real [P F49] 8 Fsl7] 9lgte] $3491 34 she AYAE o= okrl Ip
AFAE HAIP Real IP G522 95ie] [P 454 Ast do]dE 2e& st 234 JEpl e
=32 A

|2’lol] MR8} 28] Ak 33 BA D 33 H9 2 Agstn, A4 AL slof, A [P A& }
59} Adex] Fo Aol FAcZ AdE Real IP AEE A4Sk DB A2} 24742 Real IPE

o§
=%
7]
2
a9

122 4218 gstn, olF WAlY SAARE A9 FAT A4S 213 Forensic ARE
AR B =R AT7E Bl f I%EV\ rst *MJ G71%5< Aoy ‘L”A«l drtastel A2 Real 1P

Abstract

Execute IP traceback at this paper as target an intruder’s attacking that Bypass Attack in
order to avoid an exposure of own Real IP address. Design IP traceback server and agent module,
and install in Internet network system for Real IP traceback. Set up detection and chase range
aggressive loop around connection arbitrariness, and attack in practice, and generate Real IP data
cut off by fatal attacks after data and intrusion detection accessed general IP, and store to DB.
Generate the Forensic data which Real IP confirms substance by Whois service, and ensured
integrity and the reliability that buy to early legal proof data, and was devoted to of an invader.
Present the cyber criminal preventive effect that is dysfunction of Ubiquitous Information Society
and an effective Real IP traceback system, and ensure a Forensic data generation basis regarding
a judge’s robe penalty through this paper study.
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