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ABSTRACT

The rapid growth of ubiquitous technology has increased the demand of storage capacity in mobile computing. iSCST (Internet Small
Computer Interface), a virtual storage protocol would be one of the possible solutions to resolve this problem. However, the insecure nature of
this protocol makes it vulnerable to malicious attacks. In this paper, we aims to design and propose a new secure lightweight iSCSI-based
virtual storage scheme for mobile devices. Suitable security mechanisms are considered in the design of our proposed solution in order to
overcome existing security problems in iSCSI. Relevant experiments are carried out and the results revealed that the efficiency of proposed
algorithm in which it introduces over 100% Read/Write performance improvement compared with the IPsec approach.

Il
Security, Virtual Storage, iSCSI, Cryptography, Mobile Computing, Ubiquitous

I. Introduction The adoption of iSCSI (Internet Small Computer System

Interface) protocol in mobile devices in order to expand the

With the advancement of wireless and mobile storage capability is no longer a new idea [1]. iSCSI is a

technologies in recent decades, information is more likely to network storage protocol which is developed by Internet

be accessed ubiquitously. This phenomenon causes an Engineering Task Force (IETF). It allows SCSI commands

enormous increase in the demand of mobile data storage. and hard disk data to be transported over TCP/IP network

Various approaches are proposed to enhance the storage and hence makes the access of hard disk via Internet become

capability and data accessibility of mobile devices. possible [2].
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Figure 1 shows the protocol model for iSCSI. The model
consists of an initiator (iSCSI Client) and a target (iSCSI
Server). When a block /O request is issued from at the
initiator side, appropriate SCSI Command Descriptor Block
(CDB) will be generated from the SCSI Module. The CDB
is then encapsulated together with the subsequent hard disk
data to form a single Protocol Data Unit (PDU), which is the
basic transaction unit in iSCSI protocol. The PDU is then
and transported over the network to the target by the iSCSI
module. Similarly, the iSCSI module at the target side will
decapsulate and reassembles iSCSI packet into CDB and
passes it to the SCSI module. The response is generated and
replied with the same encapsulation model.

With the exploitation of the widely available TCP/IP
standard, iSCSI is able to provide a low-cost, long distance,
high speed, reliable and simple network storage scheme for
mobile devices. However, iSCSI protocol itself is vulnerable
to malicious attacks. Transporting the sensitive commands
and data without proper protection might lead to the
compromise of the whole storage system. The insecure
nature of the iSCSI protocol causes it not likely to be
considered in an open network environment unless external
security mechanisms are enforced.

This paper contributes toward the design,
implementation, and evaluation of a new secure lightweight
iSCSI-based virtual storage scheme for mobile devices. It
turns out that existing security protocols such as Internet

Protocol Security (IPsec) have proved to be a major
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hindrance to the overall throughput. In the storage industry
where performance is the key consideration, such
performance degradation is obviously unacceptable.

In an effort to provide robust, standard-based,
interoperable secure storage solutions for mobile device, a
security module which is suitable for mobile devices was
proposed. Given that mobile devices have limited resources,
a lightweight variation of the Secure Remote Password
based on Elliptic Curve Cryptography (EC-SRP) was
chosen for in-band initiator-target authentication protection
[3]. One of the greatest advantages of using elliptic curves to
implement Secure Remote Password is that it poses the
potential in providing equivalent security to the existing
public key schemes but with shorter key lengths. After that,
the entire iSCSI PDU will be encrypted using the session
key produced by the authentication process and a message
authentication code is generated from the resulting cipher
text. Encrypt-then-MAC was proven by Mihir Bellare and
Chanathip Namprempre to be the most secure and favorable
choice to facilitate authenticated encryption scheme [4]. It is
claimed to be secured against chosen plain text and cipher
text attack while data integrity is guaranteed. To identify the
significance of the proposed framework, we have
implemented our proposed scheme and conducted an
experiment to study its performance. Surprisingly, there is
only a minor degradation of the overall performance which
has shines the path for us to further our research in this area.

The rest of this paper is organized as follows: Section 2
discusses several related work. Section 3 describes the
design of our proposal in detail. Section 4 reveals the
implementation and performance evaluation with micro
benchmark along and the analysis for both IPsec approach
and our proposed scheme before we summarize the paper
and describe our future work in section 5.

II. Related Work

In [5], in-band authentication between the initiator and
target at iSCSI connection level is recommended in
conjunction with packet protection mechanism to create a
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secure communication channel between iSCSI initiator and
target. Challenge Handshake Authentication Protocol
(CHAP) or Secure Remote Password (SRP) is proposed with
the purpose of providing endpoints mutual authentication
during the in-band initiator-target authentication phase in [6].

In the RFC specification of iSCSI protocol [7], Internet
Protocol Security (IPsec), a standardized network layer
security framework is recommended to provide end-to-end
data confidentiality and authentication protection. IPsec
consists of 2 types of message architecture: Authentication
Header [8] which guarantees data authentication as well as
data integrity and Encapsulating Security Payload (ESP) [9]
which provides data confidentiality and integrity.
Additionally, Internet Key Exchange protocol (IKE) can be
used in conjunction with IPSec to promote robust
authentication and encryption of IP packets [10].

The iSCSI authentication methods that described above
do not provide per-packet security protection, It relies on the
IPsec protocol to provide per-packet data confidentiality,
integrity and authentication services. Also, these
authentication methods do not perform well in mobile
devices with limited computational resource. The same
situation also happened on IPsec. Furthermore, the IP
address of a mobile device usually changes frequently [11].
This limitation can be served as an impediment to mobility
of mobile devices. In view of various limitation exhibited by
IPsec, we aim to find a practical solution that is more

lightweight and offers higher performance.

M. Secure Ubiquitous Storage System

The design of our secure virtual storage scheme aims to
provide a iSCSI-based lightweight secure storage access
method for mobile devices which fulfill major security goals
included user authentication, data confidentiality, packet
authenticity, and message integrity. In other words, the
storage system should be able to avoid from unauthorized
access, message interception and packet modification.

To prevent the iSCSI storage system to be accessed from

unauthorized parties, a secure initiator-target authentication

procedure has to be carried out before an iSCSI session is
created. We propose to use EC-SRP as our authentication
and session key-agreement protocol for in-band
initiator-target authentication. EC-SRP protocol is a Secure
Remote Password (SRP) protocol which uses Elliptic Curve
method for its secret key and public key derivation. The
security of the EC-SRP protocol is depends on the
intractability of the Elliptic Curve analogue of discrete
logarithm, which is a well-known and extensively studied
computationally hard problem [12]. The length of secret key
is a major factor that will affects the performance and
security level of a cryptosystem. EC-SRP is proven to be
able to offer higher throughput achieve equivalent level of
security compared to other algorithms by using shorter
secret key [13]. A 256-bit session key is generated at the end
of the EC-SRP authentication and key agreement process.
This session key is then used to encrypt and decrypt data in
the subsequent secure iSCSI transactions.

iSCSI Layer

iSCS1 Header [ iSCSI Data [
ﬂ Dragon Stream

v\/ Cipher Encryption

* i »

ISCSiHeader | iSCSIDa |
Adding Security Tag
Security Tag | iSCST Header ] iSCSI Data ]
Computation of
Message
Authentication
Code

0~16Mb 32 Bytes

4 bytes 48 bytes

gl 2. & 5kE iSCSI PDU ESH
Fig. 2 Encapsulation of Encrypted iSCSI PDU

In the protection of iSCSI messages, a fast word based
symmetric stream cipher algorithm, Dragon is used for the
data encryption. The design of Dragon was motivated by
ECRYPT stream cipher project (eStream), a long term
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project to evaluate and identify new stream cipher that is
suitable for widespread adoption. Dragon has successfully
entered the 3rd phase of evaluation in the eSTREAM
project. It is proven to be secure form various currently
known cryptanalytic attacks. The structure of Dragon
consists of a large non-linear feedback shift register
(NLFSR), a state update function (F function) and a 64-bit
memory state. 64 bits of keystream are generated in a single
iteration of the algorithm. Dragon is a high-speed, low
memory consumption algorithm. It is able to produce a
throughput of gigabits per second with just about 4 kilobytes
of memory in software implementation. In addition, the high
performance and efficiency in rekeying indicates that it is
very suitable for mobile and wireless communication
environment which requires frequent rekeying. The detailed
design and evaluation of Dragon can be found in [14].

To ensure the integrity of the encrypted iSCSI messages,
HMAC-SHA256 [15], which is a hash function based
message authentication code algorithm are adopted in our
scheme. This message authentication code algorithm uses
SHA256 [16] as its hashing mechanism. The SHA256 is the
2nd generation of the Secure Hash Algorithm (SHA). It has
longer digests than SHA and thus provides 256-bit of
security against collision attack. Up to now, SHA256 is
secure enough to withstand all known hash attacks. It suits
perfectly in conjunction with HMAC algorithm to provide a
highly secure message authentication code.

Figure 2 shows an iSCSI PDU is encrypted by Dragon
stream cipher using the session key. The cipher text is the
computation result of the XOR operation between
keystream and the iSCSI PDU. As the cipher text does not
reveal any information about the length of the original iSCSI
PDU, which is required by the receiver side for the
decryption purpose; we introduce a security tag which
carries 4 bytes of original iSCSI PDU length to be integrated
with the encrypted iISCSI PDU. The computation of message
authentication code is then performed on the concatenation
of security tag and the cipher text base on the
HMAC-SHA256 algorithm. The resulting message
authentication code will be appended to the end of the cipher
text to construct a secure iSCSI PDU which is safe to be
transmitted over TCP/IP network

Once the secure iSCSI PDU arrives at the receiver side,
integrity and authenticity check is carried out by comparing
the recomputed and received message authentication code.
The received PDU will be discarded if both recomputed and
received message authentication code does not match each
other. In the case of the received PDU passes the message
authentication code check, the cipher text from the secure
iSCSI PDU will be decrypted. Lastly, the decrypted iSCSI
PDU is digested by the original iSCSI module to complete
the relevant iSCSI tasks.

In this session, a protection scheme with the features of
authentication, key-agreement, data encryption and integrity

100 Mb/s Ethernetswitch,

Storage.

i8CS!Server.(Target).
Server Room 1,

O& 3 HAEHE 24
Fig. 3 Testbed Environment
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check for iSCSI is discussed. The lightweight nature of the
proposed algorithms makes our scheme more appropriate to
be considered in a mobile device with limited resources. The
implementation and performance analysis is discussed in the

next session

V. Implementation and Performance Evaluation

We have successfully implemented our prototype based
on the UNH-iSCSI [17], an open source iSCSI development
project maintained by InterOperability Laboratory from
University of New Hampsphire. We implanted our codes
into both initiator and target modules to change the native
iSCSI implementation into our proposed scheme. The
modified software modules are installed in both initiator and

server machines in order to conduct our experiment.

Figure 3 depicts our testbed environment. The iSCSI
target server is an Intel Premier Provider 2001 equipped
with dual 1 GHz of Intel Pentium ITI (Coppermine), S12MB
RAM and a 20GB IBM DDYS-T18350M hard disk. The
server machine is running on Fedora Core 1 (kernel version
2.4.22-1.2115.nptlsmp) along with our modified iSCSI
target implementation. It is located in a server room and
connected directly to the campus network by a 100 MB/s
Ethernet switch via Intel Corporation 82557/8/9 [Ethernet
Pro 100] network interface card.

On the other side, the iSCSI initiator module is installed
in  Zaurus SL-6000, a Linux (kemel version
2.4.18-rm7-pxa3-embedix) based PDA manufactured by
Sharp. It runs with an Intel PXA255 400MHz XScale
processor, 64MB SDRAM and built-in with 802.11b WiFi
module.

To quantitatively evaluate the performance of the iSCSI
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storage system with and without security in a real
environment, we used a portable, robust and fully threaded
file system tool called Tiobench [18]. Tiobench is
configured to read or write multiple numbers of times on
varying block sizes ranging from 512 bytes to 8KB. In our
experiment, 256MB file size which is 4 times greater than
the total memory of PDA is chosen as to minimize the local
caching effects. Figure 4 and 5 show the average write and
read throughput various scheme respectively.

According to Figure 4, we can see that the performance of
iSCSI with IPsec performs badly in the experiments. It lacks
behind our proposed scheme by approximately 50%
throughput reduction. We are aware that in the case of the
block size is equals to 512 bytes, the writing throughput
dropped dramatically. This is because small block size may
cause low utilization of disk transfer capability and almost
all access needs to perform a seek operation which results a
low throughput. From Figure 5, we can observe that. average
read performance of our proposed scheme achieves around
105% of improvements over IPsec in all the tested block

size.
¥ 1. Write A5 H] &
Table. 1 Write Performance Ratio
Block Size | iSCSI + IPsec | OUr Proposed | o o (%)
Solution
512 0.0484 0.0636 131%
1024 0.1809 0.4010 222%
2048 0.1822 0.4033 221%
4096 0.1809 0.4030 223%
8192 0.1810 0.4040 223%

Table 1 and Table 2 show the write and read performance
throughput ratio between iSCSI with IPsec and our proposed
scheme. Other than 512 bytes, the performances of the rest
of the block size as stated in both tables are able to achieve
the ratio of over 200%.

Table 3 depicts the result obtained from a latency test. As
shown in the table, our proposed scheme introduced a lower
latency in both read and write operations. We also noticed
that IPsec does not perform well when the block size
increasing. This shows that our proposed scheme has higher
performance than IPsec when larger block size is being used
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¥ 2. Read M5 H|2
Table. 2 Read Performance Ratio

Block Size | iSCSI +IPsec | OVE Rroposed | gagiq (%)
512 0.1936 0.3766 195%
1024 0.1914 03930 205%
2048 0.1917 03913 204%
4096 0.1945 03916 201%
8192 0.1922 0.3956 206%

3 BT X|oAIZt b
Table. 3 Comparison of Average Latency

Average Latency I)I_Jf&}.tency
Block Size LSCSI + TPsec Oug ol;lll‘(t)i‘())?]sed i (;r:)nce
512 0.5215 0.3825 0.1390
1024 0.1905 0.0900 0.1005
2048 0.3390 0.1780 0.1610
4096 0.6970 0.3475 0.3495
8192 1.3515 0.6900 0.6615

V. Conclusions

In this paper, we presented a lightweight and secure
iSCSI-based virtual storage scheme for mobile devices. We
have implemented a prototype based on our design to
evaluated the performance of our proposed scheme.
Obtained experiment results shown that our proposed
scheme is far more superior than IPsec based approach in
term of performance in which it achieved over 100%
increasement in both Read and Write operation. The results
revealed that our proposed scheme is suitable to be adopted
by the mobile devices due to its high performance, and
lightweighf characteristic. In the near future, we would like
to evaluate the CPU utilization and the performance of our

approach in a multiple clients environment.
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