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Abstract

In cryptosystems based on finite fields, a modular multiplication operation is the most crucial part of finite field
arithmetic. Also, in multipliers with resource constrained environments, bit-serial output structures are used in general
This paper proposes two efficient bit-serial output multipliers with the polynomial basis representation for irreducible
trinomials. The proposed multipliers have lower time complexity compared to previous bit-serial output multipliers. One of
two proposed multipliers requires the time delay of (m+1)MUL+(m+1)-ADD which is more efficient than so-called
Interleaved Multiplier with the time delay of m'MUL+2m-ADD. Therefore, in elliptic curve cryptosystems and pairing
based cryptosystems with small characteristics, the proposed multipliers can result in faster overall computation. For
example, if the characteristic of the finite fields used in cryprosystems is small then the proposed multipliers are

approximately two times faster than previous ones.
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Algorithm 1 MSE E}je] H|E-AE FA
A% 2ey Ax 59 +9)
Input : a(z)="ilaizi, =m‘21b,vzi. a,b,E GF(3)
i=0 i=0
m=1
Output: r{x)=a(x)-b(x)= Y, r,z’, r,EGF(3)
iz 0
(x) <0
fori = m-1to 0 do
r'(x) < ab(x) + r'(x):x
end for
r(x) < r'(x) mod f(x)
Return (r(x))
Algorithm 2 MSE €}¢] v|E-Z& FA4
FAR 259 A B8 )
Input : a(z)ziila,»zll :mjbixi., a,.b,S GF(3)
Output: r(x)=a(x)-b(x)= Erac, r,EGF(3)
r(x) < 0
fori = m-11to 0 do
r'(x) < a-bx) + r(x)x
r(x) < r'x) mod f(x)
end for
Return (r(x))
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Fig. 1. Previous Bit-Serial Multiplier:
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Input : a(z)= Y, ez’ blz)= I bz’ ¢ .bE GF(3)
i=o i=0

m—1
Output: r(x)=a(x)-b(x)= ¥, ra’, r,EGF(3)
1=0

r(x) < 0
fori = m-1to 0 do
r'(x) < a'bx) + r'(x)x mod f(x)
end for
r(x) « r'(x) +h-x*a(x) mod f(x)
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Fig. 2. The architecture of arxX*b(x) mod f(x).
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Fig. 4. The architecture ofn new Type 1 Bit-Serial Multiplier over GF(3").
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Fig. 5. The architecture ofn new Type 2 Bit-Serial Multiplier over GF(3™).

a(x)*b(x) mod f(x)

= a(x)* {b'(x) + brx"} mod f(x)
= {a(x)*b’'(x) mod f(x)}

+ {byx™*a(x) mod f(x)}.
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Table 1. Comparison of Bit-Serial multipliers.
I BERE A 2Rs
F47] :
MUL ADD Register MUL ADD Critical Path | Iteration Time Delay
5 A m m-1 4m 1 IMUL+1ADD m mMUL+mADD
71 B 1| 288 || 2m+2t-4 2m+t-3 m 3 2MUL+3ADD 1 2MUL+3ADD
& A | 3m+2t-4 | 3m+t-4 5m - - - (m+2)MUL+(m+3)ADD
NEE] 2 | F A m+2 m 3m 2 1MUL+2ADD m mMUL+2mADD
3 A m+2 m 3m 1 IMUL+1ADD m mMUL+mADD
MNZE B9 1| ZEY m+2t mtt m 3 ZMUL+2ADD 1 2MUL+2ADD
3 A | 2m+2t+2 2m+t 4m - - - (m+2)YMUL+(m+2)ADD
Nz el 21 & A m+3 m+1 4m 1 1 1IMUL+1ADD m+l (m+1)MUL+(m+1)ADD
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