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Abstract This paper presents the design of network
vulnerability analysis system which can integrate various
vulnerability assessment tools to improve the preciseness
of the vulnerability scan result. Manual checking method
performed by a security expert is the most precise and
safe way. But this is not appropriate for the large-scale
network which has a lot of systems and network devices.
Therefore automatic scanning tool is recommended for
fast and convenient use. The scanning targets may be
different according to the kind of vulnerability scanners,
or otherwise even for the same scanning target, the
scanning items and the scanning results may be different
by each vulnerability scanner, Accordingly, there are the
cases in which various scanners, instead of a single
scanner, are simultaneously utilized with the purpose of
complementing each other. However, in the case of
simultaneously utilizing various scanners on the large-
scale network, the integrative analysis and relevance
analysis on vulnerability information by a security
manager becomes time-consumable or impossible. The
network vulnerability analysis system suggested in this
paper provides interface which allows various vulner-
ability assessment tools to easily be integrated, common
policy which can be applied for various tools at the same
time, and automated integrative process.

Key words . integrative vulnerability analysis, multiple
vulnerability scanners, vulnerability rele—
vance analysis
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