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Abstract

In this paper, the block cipher algorithms, 3-DES(Triple Data Encryption Standard), AES(Advanced Encryption
Standard), SEED, HASH(SHA-1), which are domestic and international standards, have been implemented as an integrated
cryptographic engine for smart card applications. For small area and low power design which are essential requirements
for portable devices, arithmetic resources are shared for iteration steps in each algorithm, and a two-level clock gating
technique was used to reduce the dynamic power consumption. The integrated cryptographic engine was verified with
ALTERA Excalbur EPXA10F1020C device, requiring 7,729 LEs(Logic Elements) and 512 Bytes ROM, and its maximum
clock speed was 2483 MHz. When designed by using Samsung 0.18 um STDI30 standard cell library, the engine
consisted of 44452 gates and had up to 50 Mz operation clock speed. It was estimated to consume 2.96 mW, 3.03 mW,
263 mW, 7.06 mW power at 3-DES, AES, SEED, SHA-1 modes respectively when operating at 25 MHz clock. We found
that it has better area—power optimized structure than other existing designs for smart cards and various embedded
security systems.

Keywords : low power, small area, smart card, clock gating, crvptography

I.M E Euv} Il FQIE, B, M, w¥, £ W4 A

2 %5 oAy 7K Jlseiy oEFgAeldE AFE &

2PtEFIEE AEZAA 71T ddx wpdeA %9 o HAAdANRYG mupddAHAA bdsHA A

BeAte] ARE Agsta wgshA sk o] 9 F

" EAEY, T AP, Feugn ARFN TS A WA YRz WA 7P F23% AlQtelw R

(Department of Electronics and Communications o}-g 93l otd 3l xS A}gxte] ARE SHASHA A

Engineering, Kwangwoon University) A ~ "

% 2 A7E IT-SOC/IDECS & Ad3 F279% Fotn B .

wete Zelag A doE FyHAeU o] Bopolq AFREE ARlEIEE 7 F B o

AadA 2008d1€14Y, A4 HE A 200835€26Y

(654)



2008 6& M=t

Ok

Aol o] 2 F3tE st daEES WA ok 3
B2 oy 7k 45st dadge] T 7] 284
o &3 AntEFIE o) A F2(I0) AHE-317] ¢35k
e HAS 288 s 7= R g E AL
A5 Astd wige] 3oz FAZ AMES 98] AA
g AAZ Aot §% g e 4¥Ee ~
MtEFIES HQ 2 St Od 2o o ZgA oA
A& 7hestn 4] daelE Fdo 287 e ¥
T St=doE FHSt] WAL HAg & 4 Jdu A
g ARFEE 29 F AT FHE 23 ) od E
=dAe Fde EE 33 ¥F dugEFd
3-DES, AES, SEED, HASH(SHA-1)E £3%ste A A
g 53 433 AR T2 Aok

2utEFIEE 43 453 e
7F AT o] F Ao wEd 2
et Lol WA, [1]dM = HHo WrEa g 470
o] LUT(Look Up Table) vﬂ E'J %—
AES, ECC €185& T3l 433 TZAMZ F
#3l4t} o] TSMC 0.18 um CMOS &R 22 84y
&9 225 mm® A7) & ;%z 1356 MHz9] &2 534
2 &% 7$ DES R 9 AES R:=9d o 7zt
159 mW, 163 mWe] d8 22 E & ZAolgtn 7)<y
ot wd [2]9]AE RFID(Radio Frequency
Identification) A|28-S 93 SHA-1 ¢iglES ¢
stk 2 A3 A4 025um CMOS #4223
H 10641 Alo|ES A7|E Zk3 10 MHze 53 F3
2 2% AL o2d A8 A2TL 168 mW o
i Medol g

2 =i P4 U2 2o WA OFdAE 2
Ztel 433t duFel diste] dWstn MAe e
Sedo] &2 2 AdAd sty Ayttt VagdAs
FPGA AZl tisty Awsta VAdAME A3t A

TEAS gk v o VIR AES Witk

ol
=

I. =5 g=2t ¢

I

P

HO
1l

DES(Data Encryption Standard) ¢18]&S NBS
(National Bureau of Standards) o &gl FIPS
(Federal Information Processing Standard) PUB 46"
o2 ®HF3 Ho] deg AREHZ Uk 3-DESE
DES 9| FAkd& He&slr] fste] ALEsr] Azl
or pHlES & T A wE A AE AT
DES ¢1e&9 Hy} AAg o]2L [3]& Az

st =24

M 45 H SD HH 6 = 81

g,

AES(Advanced Encryption Standard)= DES i1
g Fo] 2 A7 Qb o] ThesaiA A QPR &
A2 213}ed NIST(National Institute of Standards and
Technology)ol A A3k Tx“eld, AESE Rijndael
PSS ARSI oy dHA BE 34 73l

=g FE o] Hold AHE
A tH. Rijndaele] Btk AAE o] 2L [4]2
2 @}

SEEDE 4 22 %53 duddEe mzllez
A S8, BIFA FAA d AREEIT QY.
SEED®} Ht} A3t o] 22 [6]S AXeESF gt}

HASH 35 d9j¢] dolg) g dlolHE 1AH

dol9] HASH #o.2 ¢&A7l= ol HAA M9

o] E&A FUot 8 A FAHA UL $3 &
g ROt A F8 ALE3It) BT z3Ag SHA-1 0|22
[71& Az EE 3,
o o] 8% & & EEE o] &3,
G437 o487 gAML Ae8 odE
A S EeA o7 AaFo]or 3t} o]
$ s ¢4 Roolt owst BE Asle] BE 43
dngEd = 283 F e gutstd o] 7pA e &4
2 = (ECB(Electonic Code Book), CBC(Cipher Block
Chaining), CFB(Cipher Feedback), OFB(Output
Feedback))7} =+a] EF(ISO/MEC 10116)e.2 ES3
go] gloy B =RAE strge] Td glo] vl
A 7veksk ECBS} CBCYwt @ stgith

1 &5 3§

wt o ok

= 7ML
x

SEL

e

(s JFU

=
=

Mo
ol

<

=

=
o)

I
| o
=
)

A} x-]

AN Pt

H

vwie g3 641

i 77t 742ke] AN 2B A%E 5
R3o) MUX, @728, Left Shift 50| 2t7te)
co d@el MEIE AT o W oEZo
HeA FEEF B9 XOR dike Sael G

o
)
M
=
i‘E
rulo
ﬂ*{N
N
Ho
E
e
)
s
A
sz
TE
o lm E K



82 LADIEFIE HEF 98 N

Finish
plaintext 84(IP) o4 _____E:
key ———84 (PC-1) -t
3 , g
MUX
56bit 64hit
56 64
X ¥
56 | Left Shift :E;gs
1 |
56 64 et
na ¥ 30m, 64 {IP")
56 bits = ~48KE) — — ‘f’ A
| 56 48 |1
(PC-2 )
} 32({P) : 32
32—
1{{S-Box{0~7]) | |
i
i 3240 — |
Ciphertoxt 64 C]j

2% 3 DES, 3DES 2§ 2 28
Fig. 3. DES, 3-DES block core block diagram.

45 e AUSAT. 3-DESS] S4E 6= 7)2
2} EE 3702 AHgste] DES $4-¢ 33 wEen 1

2. AES &11Z|&F
AES®| 3o +%F
< HHe AAE

=5 47
£ 29 49 2ok AESY] A$ &
st Myd 233 duaEe

key 128

plaintext 124
i F‘T“’_I“'f 1T
ﬁnlSh"—’ B8 -88 84888
MUX Bbit MUX 8L
16 to 1
. 8 I
]
MUX 8bit l
b b 4 r_'

8688

8 Y
YyY+¥717v7
Data Reg 8 128
8bit x16

ciphertext «128-(_ & inign

Reon »-8»6‘;5—& {:");

MUX Bbit Bbit x 4
8

Mix Column

a2 4 AES 28 ZOH 28X
Fig. 4. AES block core block diagram.

A
Ol
ok
no
oh
Loj
_‘6
nx
S
oM
of0
1ok
7o)

AHE3k90 S-boxE LUT(ook-up table)® T3S
A4S WAL wo] AXFERE GFHE ALt 24
o s’ 283 7) e AN ¢FI E
= 233K FEHoZ Bed S-boxst Mix Colum
RES ANHoR FHE & YRS FHA

18818 WE EE FEES 77 GEHe] 242
dolele} 7] A 2H AZHA LEFY 7] #HAL
B]¢] ©|o]E}7} Decoder, MUX, S-box, XOR d1he A
7H MEIE At tAl 7] dALHA ARE

o2 doly #HALH AFHo] ™ ©lolE 7}
MUX, S-box, XOR @2}, Mix Column 2E< AH 7]
o} XOR 94+ 3Hd shte) 2he= S0 gadn)
oJF FAE 103 HEFYTE BE FHo| R
31 AES HAEEH|A &4 5 Finish A5 2lste] ¢
& Ev F3gtd Bio] 3dEY. 538 47 v
Aak 109 Bese AR7|ZRE Sae Azts o}
7] W] 108A RS A7) st 7] AN
A 103 MEY ¥ 2o T3L Az

3. SEED ¥1c|52 &5 24
SEED E&¢] 3:0}9] 2+ 19 b9} 2t} 22 |

g HAste] AHEI A e BS3} A FFHLE
A+83E G Function REE A|HHoE FHIEE
AA AT HBA 1280 E FE = 4587 77 ¢

o] Ho} 717} Hlo]E #%|2H s} SubKey Generator

key 128

plaintext

148

Y - 4 _
Regy Subkey [‘_
128bit Ganem_tor :
—s 64— I
64 "% 41 l 32
1 1864 —32
F Function - _l i

i Mux
6 ) 64 32hit 32
32

32 | G Function
128 | l

finish

ciphertext <

mlu

a8 5. SEED 2% 3 28X
Fig. 5. SEED block core block diagram.



2008 63 TXSH3 =2X A 45 F SD H H 6 = 83

2& UH9 7] g AH AFEHH SubKey Generator
W59 i"“f’—} G Function 25§ &3t ANEIE A
At I F 94F9 dojy #HAAHS HolE7t 64
HE XM H 719 374 F Function, G Function 2% #
A3 64H|E XOR A4He 38t slue] ez
TH3A "ot o)gd FAE 163 wHE $33t
SEED ZEZHZFH Z¥4d finish A3 23}
S Ex BEostd o] 284

12 ol mlm

4. HASH(SHA-1) &2

I8 62 st AAsr] $18 SHA-1 £59 =
of FZxo|th WA HAFE 3t RHE WA
HE(Wr) A= 5709 2¥E |4(A B, C, D, E) &
doll a3 HALHE 2b7 3 Y f\}%s}@’ff}

&9 MUX, dA2H, Wt Generator &5 32H]
E WAR] AFWHE B3] 93 FEoln 1 o
ool BE& %S A3 48 FEY £EE9
F2to] A Ashd 512HIE 18 dlole &} 5719 w4v)
57 59 YA LHA b4 HAAn, 579 w4
o] A5 A HA ESY ASde 4P MUXE &3}

Hash
Value 160 160
[_ MUX :
ABCDE 160bit3/
1
160
| : 4180
Y v ¥
'3:;‘ 512 MUX
l 160 bits
4
MUX Reg
542 bits 32 bits x 5
542
y I |
Reg 23232
542 | 32 bits x 16 (BJCID)
= x Yvy4y  1la
. 4 % bits F function &)
Wt generator 3 ' Y 5 l
¥ f ¥
532 ,
S 180} |1 .| Addder 180
L} J M
Kt 17 32 L3'2 ? 160
(A} Adder
_ 1932
3 %
]. Adder
£ T Y
Whits | 32 32
Adder
‘ 160
32531
#1 ¥ ¥ ¥
Hash 160
—1
Value 32 32 32 32 32
h ) b} k k) b 4
SHC JREE BRI BN A Y
] |
Finish
a2 6. SHA-1 E& 30| 2

Fig. 6. SHA-1 block core block d|agram.

o 7] A, B, C, D, E gto] = R =Hd| AFH
= WA o]Fe BEY ALdE o]H EE¢ Hash
Value(F 307 48 & HALH AFddr) 1 £
= RRME WAA] HFEWHE AL FA|
o $& REME F Function, 324 E EEH A,
Left shift A4hs AA shte] 28le T3} o] T
e 8038 wHE g & wpAHoR 27] b W
+ (A B C D B¢ 32HE 2EY tAdE 3 &
SHA-1 AEE# A Z£HE Finish 2359 &3] H
% Hash Value(H#H 7h)7F S8 €

X
|

R

T a9 7 o #

BorEd3E % ]%l(ImUahzatlon Vector), 71, Z1E
£ A3 59 9F HolEe} Fa7t SoloW Fio
HFste Wl dRALHA HelHrt AAEHL HAEE

T

o
J_,E
A

a olge] oleted HAAY HEEH7 %
d1gE B AT MAHE 31 MUX=
3-DES Rz &8 A% 27 = 349 7] 489S
93 2Eo|H 1608 E 2.1 MUXE SHA-1 E&9 &
g Hlojg¢l sl @t == 3-DES, AES, SEED £E ¢
9 dolgHE MH7YS EEo|th Crypto Mode
Control RE< o3 AR E AL}y 3t RER
A ZAe WAL 93te] 3-DES, AES, SEED EFo| 3
A THII=E LA

Lt. MF&EE 2§ Clock Control 25
LA e 433t B89 Y FE & AYElY
AALRE Fo|7] 93 Clock Control REL 1% 8
7 2ol B3 o458 dze) oY SEH IS HE
EdolM ABAEHE £ EN(enable) AEE AT
o} Z¥z}el ¢t5 3 EE9 =3 EN AEE A43HA
U} shestth Clock Control 2% Wlie]: 3-DES,
AES, SEED, SHA-1¢ ti§ 474¢] 25 Aol
¥ista gloy A4zte) FF AolY Eae o
oy 89 o ANY HEZSYHAAM &¥H¥
EN 23 & g 2Hd AZEHY &5
T2 dEya FF ¢35 A9 o4
7110151 x| o ‘”Ei@’r 4 ‘%3‘-"‘? %%% A2 gt
|



84 AOIEFIE HES 98 HTH S8 Y3 Hro A aE83] ¢
~Ref. CLK AT
" —3-DES EN
- Register File C topll rmkﬁs EN
gk 40 Ontrofler] ceepen o 3-DES
o T ™ —SHA-1 EN B3: 0 k- SN ey
Addr —-32-4-» <9 Control S =T *| Block
=¥ (0x00 ~ 0x2C) g BEEE
FEFFEEEF i —e ]
-
Q
———Key 0 (“Eh o AES

RE ~ N ey 1 (6402 2 P il 4 * Block

= . 1 1] |

WE - Lpfne 2= —HKey 2 (64 __,ﬁ A ‘ >

Bat Lsop T 3
Write I—-> Input Data 1 -
Data 32 (0x30 ~ 0x6C) i >
B oy (128)5 .%‘” | SEED
| ¥l q Block
Clock e
Gating | v (128) "
_Plaintext (128) PE—
«—Out Data 0 {32) p
«—Out Data 1 (32) [127,010"“""' 4 SHA.1
£ 5[« out Data s (3] | OutputData | |5 | | | | et
. ut Ja w ol '
Read «p2—3 Ble—Out Data 4 (32) (0x80 ~0x30) | _j= =" 4 o B10C
3 2le—MER (32 g > Hash Value (160)
[ = le—MR (32)
«—IER (32)
——iFR {32)
g 7. =59 25 HoledE HES S8 &453 AX 2EXL
Fig. 7. Integrated cryptographic engine block diagram with block clock gating.

Input ¥ 9% B ¢33 d7o] 3-DES REE T3 & F
Block EN Reg Latch| 3] )t Block CLK $-9] Elo|® 2¥jzolw HAAY FAEEFHAAM EHE
Reference ._,_J—’ . | Clock 3-DES &% EN 2137} Clock Control 259 $4¥%HA

Ctk | || b— Gating | O~ 2 o] & 22 T O|EE AHx

HAAE 8 Ao &fstq 285 5 AND Alo|EE AA
Counter—L Output ol 3} REQ FE 0| 8L I YA 28F & F-£H
” Block EN oj3te] 2|de £5 EN 257} £¥ €} 3-DES ©]9] 9]
a3 8 2% Jolg 289 Iz =59 2520 gor 8% F5¢ A =5
Fig. 8 Clock gating module structre. o] =20 B 18 98} 7o) H A AEEH A
=7 - Al A 002 vl 1 A A 7H
Reference CLK _MMLMLrLrLrLririruin o g SDES ENAl7h 1A 0.2 ¥ A4 Az
Input 3-DES Block EN |1 i | Qo] ulE g% EE9 U8 EN XSV 002 E8€E ¥
Input AES Block EN : : : : : 3-DES 918 ZE0] 288 % xddrh AES, SEED,
Input SEED Block EN 1 BEe] oly = AlE i o 20 =
Input SHA-1 Blocken _! 1| | || SHA-T S58] 9% 25, EN A2+ 3-DES 2+ 5 3
3-DES CLK _:_m-\_n_n_n_:n_n_:_ AdstA 2Hgdct
Gated AES CLK __ . . ) \
Clock SEED CLK _, f f f f oy =
| i i L2
SHA-1 CLK : ; : ; : IV. FPGA 85
Output 3-DES Block EN | | { 1 l

Output AESBlockEN | | | - B =Rod 7Y FY 953 A7 Verilog

Output SEED Block EN _| | | | i
I | I | |

Qutput SHA-1 Block EN

a8 9. 25 Aolg Etolal J8j= (3-DES 2E)
Fig. 9. Clock gating timing graph (3-DES mode).

(658)

HDL-& o]&ste] dASIE 3 ALTERAAFY] Excalibur
EPXA10F1020C2 F & AF&sle] dlEdelA A5 3t
Aok AE3 ASS $8te NISTS Ew8471F AlA



2008 6@ T X}

Ok!

83

Embedded Stripe PLD Array
Processor Cryptographic Module
(ARM 922T) > >
3 ¢] 40)
_ 3 o AES | | SEED
IAHB »| APB |2
4 3 g e 2 i
£
Perpheral E g >PES (SHA-1)
a8 10. FPGA A2
Fig. 10. FPGA Verification.
E 1. FPGA & &1
Table 1. FPGA Synthesis.
3-DES AES SEED | SHA-1
Blcok | 2% | Biock | Block | OVl
(En/De)
Area (LEs) 1,023 | 1,780 | 1,254 | 1534 | 7,729
Memory (Bytes)| - - 512 - 512
Clock (MHz) | 8815 | 251 | 4934 | 4328 | 2483
Ciritical Path
Delay (ns) 113 | 399 20.3 231 | 4028
Operation Clock 786/ B
(clock cycles) B 1,549 333 33
ste HAE WEE AMReto A5Ane XSS &
A&t =3 ¢33t dFe AHB W29 HE A
HoZ HAEALRIE H& APB HAE o[ &3l E A7
SI9o} AHB HW2E ol 43 ABeold P35S 93
o 1% 108 Zo] APB 2IA8} APB IEHHAE
F7FlAth. QuartusllE AHE-std @43 A3 53¢
53} WL F 139 o] 512 ulolEL] wEEe} &

7729 7N 2 AE AME shdlem Ho A AR
et 53 AJ7HE 4028 ns B o) 2483 MHz & 2%
ol 7e & BoFA

V. ASIC &d 44t & =4

©

53} B2
oYt 453 BE
484 2 W AxsEe 99
A 288 2% AgY T 7 2

&2 4859

A g
2

1. ASIC &d &t
T4 ¢33 % A4 0.18um STDI130 CMOS %

==Xl X 456 & SD H

(659)

H 6= 85
E 2 ASIC g4 Z2t vl
Table 2. Comparison of ASIC synthesis.
Block Tech. | Clock Throughput
(um) |(MHz) (Mb/s)
3-DES 16.4
AES
41/2.1
(En/De) /
SEED |Samsung| 25 | 9.1
OUtS 0.18um | (Max. |
SHA-1 50) ¢ 485
Overall -
DES 35
MC :
(1] | AES g%um 1356 | 1.83/
(En/De)| 0.85
. [Samsung
(2] | SHA-1 0.%5um 10 485
E 3 HMHAR =M Z3f 4l
Table 3. Comparison of power consumption
Operation | Cipher | Clock
Mode Mode (MHz)
3-DES
' AES
Active SEED
ours 25
SHA-1
Idle -
DES
[1] - 13.56
AES
(2] — SHA-1 10

= A golrgelst deg HAsE £ Synopsys Ak
Power Compiler, Design Compiler & A3t # A
2 8 5 Aol"d& A&t ¢Ag A7 i 2904
He A 2o] & 44452 AlolEE Ztx Fal 50 MHz
o] B2 Fu4E JHE Aoz oEHYa 25 MHzE
28 A9 3-DES, AES(¢&3t / #3538}, SEED,
SHA-17} Z+Z+ 16.4 Mpbs, 4.1 Mbps / 2.1 Mbps, 9.1
Mbps, 485 Mbpse] A5& 7Hd Aoz HAdHAUG
T3l B =F oﬂ}q :TL %%L o} 3 ?1_ 4 7144}240]
qs HIME 4‘3}04 ﬂ IRE = % 3- DES AES
9t SHA-1 ¢udEs Ad" o2 g {1, [2]s
Hlx Bt [1]& DES, AES, ECC(ElliptiC Curve
Cryptography) €i13ES Tds5 e  TSMC

0.18um CMOS ~Hthe A golnalde 3 Az
A7)E 2.25mm° °loy ECC dndE&e Igsia
Jerz B =F9 &% ¢xd Xz =r] wlurt

Hﬂﬁw

i
-1
1

O



86

47 9Tk SHA1 YudzEe 7
0.25um CMOS T8 o= g3t A3
ZASEI Qllem 10924 AlolE
o SHA-1 B%27]s} 2 Hol7}

2. ZEY MHE AR FA

SynopsysAte PrimeTime PXE A&t Idle 2=
¢t EFo] Active HUE W9 3-DES, AES, SEED,
SHA-1 2 AHARE SAs15or 8 433}
Azl e AR [1]7 2] AEARE NAHoR
szl flst] @Y & FIEeg 7Y
(mW/MHz)E ALsIR 1 23 & 394 Be
Azlo] 3-DES®} AES EE =2

Z

L

4

offt W b~
NP S (o

oM
4]4)
1ol

119 A A 2 o] Foe ZAze] 433 &F
o Ja AHARE BASL ot 453 £59 A
AR FYANT T Hd HJ2 AHALAEFS
7o 2 ATrE HU) wiEel 2" 113 o] 44
OE EEdA 2z Fol7t ZAoigte AHLEFS
22 ot} 3-DES, SHA-1 29 4 FA[Zto]
Zol HEAR dEle] A Holx FAR AESS
SEED £% & 77 1083} 16 o2 dhEs= HEHa

T EHS RaFa gonz 10z3te=d 16859

ME B=
A=A
=

E3} zpzte] a9l EEC W3

L4
o
to
rir
“’
-
%

o 74 (119 DES, AES B2ExT o 1/10 +E9 A A¥4r gezeltt, 18 113 vR7IXE Z47he] 1
HARE & AR d=Hom 53 453 A9 g xo] 3t HJY vz AY ARG g2unzE &
SHA-1 2= &3 digh 9 & Fued dds B8 O wol7l Yl sl 9 A AR
27F 2]E0 168 Boe As BAFAY 28y £ o] iz T & vk AT E HEAF AJZHAM A H
=9 SHA-1 2= F&& 25 MHz¢ 2% F352 2RFo] P F AR AFHed ot F WA
83 &5 Ato]E <t 1EES A d37] wj&o] 10 MHz 7] zke] d#H o2 oldk MUXS} Left Shift 259 A&
o 5 TR 3B0EF AlolEFE HR_E e 2R ARV} 7P 2 Q9o EMEY,
o} 108 B2 A &5 2 27 9L ok ohd A 19 132 AES E53 319 EE9 5% 5 XA
ol Uzl #THEAA AZsichd B3 33 Rl oA Ad ARE FASI o F7He] Ho|EHe}
SHA-1 EER g2 44 2129 AL AuAE A 7] dA2E 2z 16709 8HIE HA|EHe M
23 o od&H ol AR diEo] vlsstrg 1 5 3k s8] 8H|E A AH
a9 112 3 433} dze) JA(peak) dEHAE ol FAIESEE AES EEL AR EAG Ad 2
Z BA3 =t} SHA-1 & 23 mje 4 o] mpx|ut F2AS & ] HEART} 7HE F ALSE
AAIZro] 7MY o P e AE ARE 3 1 Zxon 2Ao7 FTAH S-Boxe AdE AXel
3-DES AES (Enc) SEED
Mode Modde
| » +
Cryptogrphic
Engine §
3-DES
Block
bl
AES
Block z
SEED 31.44 ms " |
Block 129W
SHA-1 14.12 ms o
Block 14.2W
3.32 ms
2 11, REYW N A5 =

Fig. 11. Power consumption graph at each mode.

(660)



2008 6 ™AL

Okl

» ? :“ -r{r ;I.I,L.l,lr il .||,IJ.J. -l. ]!I' .I. 4
Controlier ,.,l;ll’]u sl

3-DES Top

L,

Frunction | 111, []] il Lt

Key :
Left Shift live o vodioeesg il bl LG UL b b sl vyl 8
Key Mux |

Do UL R

DataMux | I sttt ottt ot el
Key Reg AR
Data Reg A

% 12. 3-DES =8 % si¢l ZEel My 42 Jej=
Fig. 12. Power consumption graph of the 3-DES block
and sub—module.

AES Top Mwmmmmmﬁmmmmmmwmmm
Controller il __ TS TR L TR T TV ) AT L
S-Box E m m] Mi il mmm;ﬁ]}]ﬂj] H}] ]}]! i “_L
Data Reg(8) 1 |
Key Reg(8)
Mix Column | EI II”] |’||||| |||”|| B O gt

De:(:?:ier JLJJJLhJLﬂJMMJJALJ l Lll [_i" iili |Itlillhm]|]] I ].}, 1,;; ’.;il

% 13. AES €5 % 5t¢l 2E2| M3 A3 Jgf=
Fig. 13. Power consumption graph of the AES block and
sub—module.
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Fig. 14. Power consumption graph of the SEED block
and sub—module.
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Table 4. Power consumption analysis of sub—module at each cipher mode.

Sub Module 3-DES Modfé AES Mode SEED Modfr SHA-1 Mod.e
Power(uW) | Ratio(%) |Power(uW)| Ratio(%) |Power(uW)| Ratio(%) |Power(uW)| Ratio(%)

APB Bridge 285 9.6 191 6.3 211 8 293 4.2
APB Slave Interface 63 2.3 15 05 28.6 1.1 84.6 1.2
Top Controller 320 10.8 200 6.9 234 89 339 4.8
Decoder 79 2.7 16.67 0.6 34.13 1.3 89.7 1.3
Register File 189 6.4 110 3.6 128 49 157 2.8
MUX 343 1.2 6.907 0.2 13.3%4 05 37.96 05
Mode Control 47 16 184 06 35 1.3 214 0.3
Clock Control 110 3.7 122 4 119 45 93.4 14
3-DES 1800 60.8 3.89 0.1 7.0 0.3 114 0.2
AES 3.09 0.1 2327 76.8 10.2 0.4 176 0.2
SEED 23.7 0.8 6.96 0.2 1798 68.4 19.2 0.3
SHA-1 0.48 0 0.28 0.2 109 0.4 5345 32.8
Total 2.96 100 3.03 100 2.63 100 7.06 100
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