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A Distributed Layer 7 Server Load Balancing
Huiung Kwon' - Hukeun Kwak™ - Kyusik Chung™

ABSTRACT

A Clustering based wireless internet proxy server needs a layer-7 load balancer with URL hashing methods to reduce the total
storage space for servers. Layer-4 load balancer located in front of server cluster is to distribute client requests to the servers with the
same contents at transport layer, such as TCP or UDP, without looking at the content of the request. Layer-7 load balancer located in
front of server cluster is to parse client requests in application layer and distribute them to servers based on different types of request
contents. Layer 7 load balancer allows servers to have different contents in an exclusive way so that it can minimize the total storage
space for servers and improve overall cluster performance. However, its scalability is limited due to the high overhead of parsing requests
in application layer as different from layer-4 load balancer.

In order to overcome its scalability limitation, in this paper, we propose a distributed layer-7 load balancer by replacing a single
layer-7 load balancer in the conventional scheme by a single layer-4 load balancer located in front of server cluster and a set of layer-7
load balancers located at server cluster. In a clustering based wireless internet proxy server, we implemented the conventional scheme by
using KTCPVS(Kernel TCP Virtual Server), a linux based layer-7 load balancer. Also, we implemented the proposed scheme by using
IPVS(IP Virtual Server), a linux-based layer-4 load balancer, installing KTCPVS in each server, and making them work together. We
performed experiments using 16 PCs. Experimental results show scalability and high performance of the proposed scheme, as the number
of servers grows, compared to the conventional scheme.

Keyword : Clustering, Hashing, Layer-4 Load Balancer, Layer-7 Load Balancer, Scalability
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- Ethernet %olth, ¥ AdolM: (Zd 11b)E E3l

@ Ethernet Hio] WHAEASS & F Q) ool wka|, Aot

H FFo)Me A3 A(AS-RR, AS-MD5, AS-MIT _CH,

S S S S A AS-CARP, AS-MOD_CH, AS-HT_RR)= A7} ol
#of Servers et e SR A S JHES F & th

(b) =& XM2|E HIE +

4.2.3 Berkeley-1
(322! 10) Surge-100 3 Berkeley=1998

<E 8> <% 9> ¥ (2¥ 12)= Berkeley-19982 £33

E 6) Surge-1000lM2] =2 X2|= @& = (Rea/sec)

Server # RR MD5 | MIT_CH| CARP |[MOD_CH| HT_RR | AS-RR | AS-MD5 AS” AS-CARP AS7 AS-HT_RR
MIT_CH MOD_CH
1 517 526 525 518 526 526 247 246 246 245 247 245
2 961 923 793 679 797 818 433 421 375 394 400 359
4 929 1001 993 732 8838 972 81 654 515 652 557 615
8 839 955 1008 934 939 942 1537 934 729 873 828 986
16 966 1021 1001 995 974 990 3059 1313 1203 1178 1082 1828
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(E T Surge-1000lAMe| =5 X2|= HIE £ (Mbit/sec)

Server #| RR MD5 | MIT_CH | CARP |MOD.CH| HT.RR | AS-RR | AS-MD5| 2% | as-carp | . A | AS-HTRR
CIVer # > - - - MIT_CH MOD_CH -
1 40 40 41 40 40 a 18 13 13 13 18 18
2 77 74 63 54 65 65 34 33 28 28 30 30
4 76 81 81 58 71 20 62 52 38 49 43 49
3 69 79 82 77 77 78 123 7 55 68 63 79
16 79 22 2 31 81 22 242 100 % R 83 145
(E 8) Surge-10001M2e] =2 HMe|=l & == (Rea/sec)

Server # | RR MD5 | MIT_CH | CARP |MOD.CH| HT.RR | AS-RR | AS-MD5| 25 | As-carp | 25 | AS-HT RR

- - - : : MIT_CH MOD_CH -

1 484 526 517 525 525 526 233 245 245 245 245 246

2 683 664 611 759 683 759 410 373 361 416 387 383

4 714 754 630 739 710 761 72 655 632 729 567 716

3 552 741 680 742 723 764 1512 1063 718 1091 384 1164

16 772 767 730 71 771 762 2899 1490 1143 1441 1400 229
{E 9> Surge-1000{Me] =2 Xz|= HIE = (Mbit/sec)

. . . . N N AS- . AS- N
Server # | RR MD5 | MIT.CH | CARP |MODCH| HTRR | AS-RR |AS-MD5| o070 | AS-CARP | o | AS-HT RR
1 45 51 49 50 51 50 19 19 19 19 19 20
2 78 P 62 4 71 4 39 28 28 46 30 30
4 31 4 64 4 71 5 74 73 42 54 30 67
8 55 &% 75 &4 20 84 143 103 41 71 50 115
16 84 & 83 5 84 8 282 115 58 91 113 240

- RR —=—RR
3500 —e— VD5 30004 —eo—MD5
MT_CH MIT_CH
1 —v—CARP —v-CARP
< MVAAP = MOD_CH
5 O HLRR g R
§ =1 R % 0] ASRR
. —o ASMDB 5 ~e ASMD5
S 2000+ —+— ASMT_CH = T ASMIT_CH
8 " —— ASCARP 8 15004 —e— ASCARP
g 15004 / —o— ASMOD CH B —9—ASMOD_CH
g / e —+— ASHT_RR E 100 —+—ASHT_RR
£ o] = g
04+ T T T T T T T 1
0 T T T T T T T 1 0 2 4 6 8 10 12 14 16 18
2 4 6 8 10 12 14 16 18
#0f Sarvers #of Servers
(a) XS X2|=l 9F £ (a) 2 M2|El 2F =
R - By
MT_CH MIT_CH
—v—CARP —v—CARP
2004 MOD_CH + MOD_CH
o —<4—HTRR 2 THLRR
s ASRR S 200 ASRR
S —e— ASMD5 s T ASMDS
2 —x— ASMIT CH 5 —*—ASMT_CH
& —e— ASCARP s —e—ASCARP
B —9—ASMOD_CH ks —9—ASMOD_CH
£ 100 L ASHT RR 2 ¢ s —+—ASHT RR
2 - g 100 N o~ .
g 2| A\ .
S
&
0 T T T T T T T ) 04— T T T T T T T T 1
2 4 6 8 10 12 14 16 18 0 2 4 6 8 10 12 14 16 18
#of Servers #of Servers
(b) == XMz|=l HIE £ (b) =2 X2|= HIE £
(224 11) UNC-2001 (212! 12) Berkeley-1998
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THE § Trace(Zd A7|vbch 7tEA1E 7M1= 100709 = 279 42 A5s MRS ousit dustd, 71E 7 x
AdE T A Aotz AHYH & 9 HE F) qAE Ra EA7|7b KTCPVS 9&S £33, Real
<E 2 (19 12()E YEE, <3 E (2¥ 12(0) Serverd] &t EAlm @dste] oJwd Rk Overhead) =
g YEdt 7E ?i(KTCPVS)% %3 43 HAI(RR, FA 7] wWioltt. aEy AWM Aot FrkeE V&
MD5, MIT_CH, CARP, MOD_CH, HT RR)& A# ¢ 57} TFxAA = WEe] BAsta, o Atd FxE J|E F
ool wet ATol TUEA ¥ES B gt o Zol| H& AUHoz =& AT INES S & F 3
TE 8o R BAVE B o dozn, R Bat th o]y Ae FHES /KL AH4E AYstd A
7ol BEo] HAEA S ofngl WE e 271K MNE7h A& woll= 71E& F27F AFsiAg, Awe sl
2 EH3 & ded, sus CPU ¥Eolx YA ss 7F AEH oz Fheta E4do]l Bas W AdHE T
Ethernet W&ol £ A E (19 12(b)E &3l b Ageite A & & drh
Ethernet ®&o] HA3A S & 4 Ak o]l wha, At
H FFoA 1 N9 A3(AS-RR, AS-MD5, AS-MIT_CH, 5 A=
AS-CARP, AS-MOD_CH, AS-HT_RR)& A H7} So]dol
weh A e s adS THS & 5 e AkE P20 AHE Layer-7 Faatl A Aue 7%
of wdsty FAFAHS e Aotk JE FRAAME
4.2.4 71& F+x vs. Aokd +x= F38F #2k7] 1ol A Layer-7 F3HE4S H9stA ARt A
<E IO>, <E 11> 2 <F 12>E 71E x| "3 A otyl 2o M+= Layer-7 §-3}EAHS Real ServerEoli &
obdl +x9 Ae FHE%)S UEd Aolx, e INE b Helste TRE Za gtk ol Layer4 H3HEAS
2 (Agtd Fx - 7] F2) / (V1€ FR)E o835t T o] &3lo] @4 A& Real Server? HEati(Forward),
st dollA B AW 7 S welle 7|E o AA MW= Layer-7 F-ahitats 3oz n H3) 247
HE Adsol "ol AL B £ otk AW Fr 1-24] 1ol Helstd Layer-7 H-38l24ke] -3} (Overhead) &
o V& Fxrb Y sk, AW U 16U o AA AW EA Eulsta S < lt‘&ﬂ}
= ARE Fx27F P Stk B AW 571 4-81d Aetd Fxo B Aue] ATt A& W VE TFE
729 ol Eab dug e W uwel Iﬂrev} =, o g g5l "ozt Aot} o]+ l bl FZ7E v
e A$-= 7€ F27F Aol o 5 A9k 2, 8 245 Ay W vt} Layer-4 % Layer-7 F-3hiits v
g Aee A F27F el 9 e 73%’—7} = W o 3 o a2y wie] MW st
ol ¥-3} BAalvlolA WEo] AAFA| e V)E F A& wel= Fab 227104 Layer-7 F-shatvts a8t
(E 10> ds A& (Surge-100) (%)
Server # RR MD5 MIT_CH CARP MOD_CH HT_RR
1 -30 -24 -30 -30 -30 -32
2 28 -36 -30 -33 -37 24
4 31 -2 1 0 1 18
3 145 42 50 33 73 104
16 343 69 56 74 66 259
(E 1) ds ZAE (UNC-2001) (%)
Server # RR MD5 MIT_CH CARP MOD_CH HT_RR
1 -52 -53 -53 -53 -53 -53
2 -55 -54 -53 -42 -50 -56
4 -15 -35 48 11 -37 37
8 83 -2 =28 -6 -12 5
16 217 29 20 13 1 8%
(E 12) 45 & (Berkeley-1998) (%)
Server # RR MD5 MIT_CH CARP MOD_CH HT_RR
1 51 -53 -53 -53 -53 53
2 =40 44 -41 =45 -44 -50
4 3 -13 0 -1 -20 -6
8 174 43 14 47 22 52
16 276 o 56 92 32 201
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