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Analysis of Authentication Architecture in Integrated WLAN/3G Networks
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ABSTRACT

A number of wireless technologies have been implemented, but each technology has its limitation in terms of coverage and bandwidth.
WLAN and 3G cellular network has emerged to be a complementary platform for wireless data communications. However, the mobility of
roaming terminals in heterogeneous networks poses several risks. To maintain secure communications in universal roaming, the effective
authentication must be implemented. The focus of this paper is on analysis of authentlcatlon architecture involved in integrated WLAN/3G
networks.
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I. Introduction heterogeneous wireless network with almost a global
coverage. However, each technology has its own limitations
A growing number of wide array of wireless networks in terms of coverage, bandwidth and delay. This led the idea
technologies, ranging from Wi-Fi, Bluetooth, Wi-Max to of integrating different heterogeneous wireless networks so
cellular networks like WCDMA and UMTS, with increasing that mobile user can have seamless connectivity allowing
number of wireless service providers have truly created a inter-operation of the different technologies and providers.
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From a mobile user’s viewpoint, it is highly desirable to
have "Best Connection” available. For example, a cellular
network user when enters a hotspot region supported by
WLAN, it can switch to WLAN for higher data rates where
as a WLAN user can switch to cellular network when it
crosses hotspot region for higher mobility.

For a user visiting different foreign networks, hand-off
mechanisms either horizontal or vertical is inevitable [1].
For a user to get seamless feeling, hand-off delay must be
minimized. A key reason for a longer hand-off delay in the
existing solutions for secure, seamless roaming across
administrative domains is the delay introduced by the
authentication process.

To accomplish secure and seamless communication in
heterogeneous  wireless networks, an authentication
architecture that takes into account the mobility of users
should be focused.

The rest of paper is organized as follows. Section II and
section Il introduces Authentication Architecture based on
static security association and dynamic security association
along with establishment of security association and
probable authentication process in such architecture
respectively. Section IV focuses on Integration of Mobility
& Threshold Time and in section V, the benefits of such
integration is analyzed. Finally, the conclusion is drawn.

[I. Authentication Architecture based on static
security association
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(@) AAA Servers with Mobile IP agents
(B) Sharing of static SA amongst Authentication Center
Figure 1. Conventional Authentication Architecture
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Mobile IP can be referred as basis for heterogeneous
wireless environments as it allows users with mobile devices
whose IP addresses are associated with one network to stay
connected when moving to an alien network with a different
IP address. The authentication architecture in implementing
such techniques is proposed in [2]. The foreign agent (FA)
advertises the challenge. The MN adds Network Access
Identifier (NAI), Challenge Response etc to Mobile IP
request. The FA invokes AAA protocol with its local AAA
authentication centre (AAAF). The AAAF parses NAI, finds
MN’s home authentication centre address (AAAH) and
invokes AAA protocol and awaits approval by AAAH.
AAAH checks MN credentials and upon verification a home
address for the mobile node is allocated .The security
association(SA) is maintained between two different
networks which is normally static in nature.

The SAs are unidirectional, so that peer 1 will offer peer 2
a policy. If peer 2 accepts this policy, it will send that policy
back to peer 1. This establishes two one-way SAs between
the peers. Two-way communication consists of two SAs,
one for each direction.

For a distributed as shown in figure network with NAC
number of ACs, the total number of inter-domain SAs
denoted as NSA, can be expressed as

NSA =NAC (NAC — 1)

The total number of inter-domain SAs for distributed
network with varying LACs is shown below:

Table 1. Increase in no of SAs with increase in NO.
of LACs
1. SAse| &7}zknt LACse| S7H&

kH

No. of LACs Number of inter-domain SAs |
3 6
4 12
5 20
6 30

As can be seen from the above table, the total number of
inter-domain SAs in such architecture exhibits a tremendous
growth with unit increase in number of LACs. This leads the
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network to be unscalable because each AC must manage a
huge amount of inter-domain SAs. Moreover, its lifetime is
long and hence exposes more targets to be attacked.

1. Authentication Architecture based on
dynamic security association:

As static security association would be infeasible in a
scalable solution, the authentication architecture is based on
sharing of dynamic security association rather than static
Security association is proposed in [3].

The architecture would basically comprise distributed
heterogeneous wireless network with an authentication
server in each wireless network for authenticating MNs.
The authentication server is referred as Home
Authentication Server (HAS) for the MN which subscribes
the service in its network and Local Authentication Server
(LAS) for the MN roaming in foreign network. SA is
established dynamically during authentication in foreign
network as shown in figure 2.

ErgimHanak 3,

Figure 2. Authentication architecture based on

gdynamic security association
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Basically, every access router (AR) in a wireless network
shares a static SA with the Authentication server in its
network. The MNs in its home network is intrusted by HAS
through the static SA. However, the MN would dynamically
establish SA with LASs in foreign network. The LASs are
also connected to each other by dynamic SAs. During the
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authentication, if the SA exists MN is authenticated
otherwise SA would be established dynamically and the
credentials from MN are collected. It would also check if SA
exists between LAC and HAS and transfer the credentials of
MN to HAS for authentication. After the authentication of
MN, a threshold time would be calculated for the expiration

of set up security association.

A. Establishment of Dynamic SA

SA can be established dynamically by using four way
handshake protocol in Transport Layer Security (TLS). The
TLS consists of a suite of sub-protocols which are used to
negotiate nodes for algorithm support and security
parameters for the record layer, exchange keys and cipher
encryption, instantiate negotiated security parameters and

report error conditions to each other [4].

Client Server

Client Hello
Server Hello
Certificate*

Server Key Exchange*

Certificate Request*
Server Heilo Done

Certificate*

Client Kev Exchange

Certificate Verify#

[Change Cipher Spec]

Finished = =m-meme- >

[Change Cipher Spec]
Lrmmmmm - Finished
Application Data Crmmmm = Application Data

Initially, client and server exchange two messages in
which they tell each other which cryptography and
compression features they support, along with “pseudo’-
nounces and a session ID. The server decides upon the list of
cryptography and compression algorithms sent by the client
whethe rto continue or cancel the session. There must be at
least one match in both lists, otherwise the session will fail.

The next stage of handshake involves authentication and
key exchange between both parties. Authentication and key
exchange are both done by sending certificates, as long as
both sides can provide them. If not, it is possible to transfer
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public keys without transferring certificates. Depending on
if there were certificaies send, and depending on the type of
these certificates, both sides may be able to verify each
other’s identity by checking the validity of these certificates.

The change cipher specmessage simply tells the other
side to set up the cipher suite agreed on in the first stage one
for data encryption and one for subsequent key exchanges.
The notification at the end marks the completion of the
handshake. It is already encrypted using the agreed-on
algorithms. After these steps, an SA is established between

the client and the serverand a threshold time to expire the SA
is also set.

B. Authentication in Foreign Network

During the authentication, the LAS would be
administering three possible states of authentication:

Session Authentication in foreign network:

When an MN starts a communication session in a foreign
network for the first time, a session authentication is
initiated. The LAS establishes security associations with
MN and then with HAS.

Intra domain handoff authentication within same foreign
network: |

When an MN crosses the boundary of subnets in the
foreign network domain with an on-going service, an
intra-domain hand-off authentication takes place. Since
there is an on-going communication session between the
MN and an AR, one session SA exists between the MN and
the LAS in the visiting network domain. Therefore, it is
unnecessary to contact the HAS for authentication. The
hand-off is normally horizontal hand-off.

Inter domain hand-off authentication in new foreign
network:

When an MN is crossing the boundaries of different
foreign network domains with an on-going service, an
inter-domain hand-off authentication occurs. Since no
session SA exists between the MN and the new AR, and it is
necessary to contact the HAS of the MN for authentication.
The hand-off can either be vertical or horizontal hand-off.

IV. Integrating Mobility & Threshold Time

A user in heterogeneous network is expected to exhibit
some kind of mobility patterns which we categorize into
high mobility and low mobility. A mobile node with high
mobility (MNHM) is likely to contribute more inter-domain
handoff authentication request in a given duration than a
mobile node with low mobility (MNLM) which is likely to
cover less area and hence contributing less inter-domain
handoff authentication and more of intra-domain handoff
authentication. As such, dynamically established SA can be
reused by MNLM where as MNHM has to frequently visit
new foreign networks and set up new SA.

The total lifetime of SA can be calculated as
Lifetime of SA = T, + Ts + Ty,

T.. = Time taken for authentication

T, = Time of service

Tu = Threshold time for expiration of dynamic SA

We propose to set high threshold time for MN; v and low
for MNyum. As such the lifetime of SA for the earlier

becomes longer and for latter one becomes shorter.

V. Consequences

To assess the efficiency of authentication architecture,
four parameters are considered namely: average number of
security association, authentication latency, bandwidth
efficiency and risk of SA being revealed. Minimization of
average number of security association, authentication
latency and risk and maximization of bandwidth efficiency
improves the architecture. Decrease of Ty minimizes
average number of security association and risk while
increase of Ty maximizes bandwidth efficiency and
authentication latency. As T th is set high for MN; v and low
for MNHM, the overall scenario can be summarized as
shown in table below:
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Table 2. Analyzed parameters
#® 2 EAME m2lolH

o Threshold Low High
Parameters | Objective Time Mobility I\/Iotg]ility
No. of SA | Minimize | Decrease
Authentication Minimize | increase
Latency Tth Tth
Bar}qmdth Maximize | InCrease increased | decreased
Efficiency
Risk Minimize | Decrease

The effect of such integration of mobility and threshold
time is analyzed below

Average Number of security association:

Our main objective should be maintaining minimum
number of SA between the nodes as possible. Reducing the
number of SAs can be beneficial to authentication server in
managing these SAs and thus improving the manageability
of networks, which is of particular interest to large-scale
dispersed wireless networks. Huge number of SA can
impose great management effort to authentication server
which can degrade the performance of the entire network.

The average number of SA is relative to the lifetime of
SA. Since the lifetime of SA is decreased for MNyy, number
of SA is decreased. On the other hand, MN, y which has
increased lifetime results increase in number of SA.
However, it helps to improve authentication latency and
bandwidth efficiency.

Authentication latency:

The delay caused by authentication not only induces the
degradation in network performance but at times could
result the loss in connection. Therefore, a roaming
authentication should be aimed at decreasing time taken for
authentication.

As the threshold time is maintained before expiration of
dynamically established SA, it could be reused for
authentication. Therefore

Tau = Tsa,, if Tthexists
Tna,, if Tth expires
Tsa., = Time taken for authentication with reuse of SA
Tsa,, = Time taken for authentication with establishment
of new SA

1020

The time taken for establishing new SA is very time
consuming as it has to carry on four way handshake protocol

in TLS protocol all over again, so
Tsa,, < Tnaau

As the lifetime of MNLM is increased, Tau = Tsa,, and
hence it improves authentication latency. However, in case
of high mobility nodes, itrespective of lifetime of SA, Tau =
Tna,, as it has to establish new SA most of the times so
authentication latency is independent of threshold time

resulting constant authentication latency.

Bandwidth efficiency:

The establishment of dynamic SA is time-consuming and
will degrade the bandwidth efficiency due to bandwidth idle
for authentication waiting time. The bandwidth efficiency of

a visiting MN as proposed in [5] is

BsXTs
BauxTau+ BsXTs

Naw. =

Bs = Required bandwidth for the service of MN
Bau = Bandwidth idle during the authentication of MN

For MN_v as SAs can be reused due to its higher lifetime,
Ta = Tsa. Therefore the bandwidth efficiency is improved
for MN.u. However, for MNyy irrespective of Ty, Tan =
Tn... Therefore the B.W. remains constant.

Due to open environment in wireless network,
transmitted data are in constant threat of being exposed. As
such longer an SA exists, more vulnerable it becomes. Thus,
a decrease of the threshold time to keep a dynainic SA will
reduce the risk that an SA is hacked up to certain extent. The
risk of being exposed remains higher in foreign network
than in home network.

Since the mobile nodes with high mobility are repeatedly
visiting new foreign networks the risk rises more in such
nodes than in mobile node with low mobility. Therefore
decrease in lifetime of SA in high mobility nodes will help to
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reduce such risks whereas once again the increase in lifetime
of SA in low mobility nodes has to be overlooked for

improvement in authentication latency and bandwidth
efficiency.

VI. Conclusion

In this paper, we analyzed the incorporation of user
mobility with authentication architecture based on dynamic
establishment of security association. We propose the
varying threshold time for expiration of SA based on user
mobility to improve the authentication latency and
bandwidth efficiency in low mobility nodes and minimize
number of SAs and risk in high mobility nodes with constant
authentication latency and bandwidth efficiency.
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