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ABSTRACT

In the paper, we designed a context aware task-role based access control system(CAT-RACS) which can control
access and prevent illegal access efficiently for various information systems in ubiquitous computing environment.
CAT-RACS applied CA-TRBAC, which adds context-role concept tor achieve policy composition by context information
and security level attribute to be kept confidentiality of information. CA-TRBAC doesn't permit access when context
isn't coincident with access control conditions, or role and task's security level aren't accord with object's security level
or their level is a lower level, even if user's role and task are coincident with access control conditions. It provides
security services of user authentication and access confrol, etc. by a context-aware security manager, and provides
context-aware security services and manages context information needed in security policy configuration by a context
information fusion manager. Also, it manages CA-TRBAC policy, user authentication policy, and security domain

management policy by a security policy manager.
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