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Abstract One-time passwords are used just once and discarded, which makes it more secure than
the repeatedly used conventional passwords. This paper proposes a challenge-response based one-time
password generator on a user’s mobile phone always carried with the user. The generator can provide
an additional authentication for a user to issue a money transfer request within his Internet banking
session on a PC. A currently used device for Intermet banking generates a password that changes every
30 seconds or so, which allows a man-in-the-middle to use it for stealing money within the 30
seconds. Unlike such a device, the proposed generator resists against the man-in—-the-middle attack by
a novel challenge-response scheme, provides better accessability and protection against stolen devices.
As the currently used devices do, it prevents any unauthorized transfer even if the victim's all other
credentials are revealed through his PC infected with spyware such as a keyboard logger.
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