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Abstract

As use of web applications and web-based information systems increases, so web application
attacks are increasing. Recently, XSRF(Cross Site Request Forgery) attacks among a variety of
web attacks become important because victim's damage caused by such attacks can be severe. But
adding security functions for preventing XSRF attacks to existing developed and running software
systems could affect more dangerous and expensive to companies and organizations. We suggest
effectively adding these security functions to legacy systems, could separate concerns using
advantage of the modularity offered by AOP(Aspect-Oriented Programming) methodology. In this
paper, we have presented approach for detecting and preventing XSRF in JEE systems using
aspect of AOP.
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Fig. 2. Reguest process for preventing

QHl Cist wol ZEAIA

o] ZeA2E Be|Ae ARl s 3ol drt. ¥
Aoz BRAE o FJaiallA =7 9E Aa AR E
Qdstn, ARE HolR R o|Ews gt ol8A s 2
21 Al)E g3 Wiz o] g HAL o AREAY] A
xﬂ*&-—% Zag 49t gtk Az AR} A g HolA
2 o} Eal Tol) A AH R AdE A% F 4 alh
| AR Qe Ao B ENE W ErhE FhEglol
YRS Thete £ ol FUHEY AYE g7ekA] g3 v
g 21 £ 4 drhs Aol vt 830l BEE H
oBelli= EAEA g AAIDE EsE Al RS
Aol AETHE Q0B gt JAHER R BEE
2 *3** s} B2 Hlol Bl g AAIDe} ¥ et o

93 &7 fEACIR Hd sReR Bl
(19 3y LAl BEEE AYAsle) URLE #9ske
zz4 22 JeEz ook 88 A 2AE 9 AEYAe]
Aol A3} B B2 T3A)7] 93 A& URL Az
3t W] 2siehB) . i e Al dis ARIDA} }»zﬂ@tm
B2 golBg 23jsl A4HE ETo] e AAKITH

< PAE zro] gtk Aol AEA AA=ITE A 4
nEeg BES A4sld EE dolid s AXIDe] o
o g Foeic), rixge R Heje|E ofEesol|
Ao A3k BEAE wEE) Ao} 8 EAVL He sl
g3 2 Ed BEZ gelueE g

dN

>

rz‘i ml

38| 3. 2| oS 2ol ZEMx

Fig. 3. Response process for preventing

e GE 2 25 B4o) B2 shewiez) F7kslolop
¢ 9=E geld Aol



124 wEZFEHERSE HGE(2009. 2)

B2 30| desls e 3 £
Table 2. Tag and attribute added token

a href
form action
frame src
iframe src
button onclick
button refresh

refresh meta url

Iv. #&

WA e W A 27 ZddA3d Jsf AHE
2 530 AFEeR 7AEET. A, HAFEdA g A
3 222 Alo|E 84 W2E FRsla Weldh] Asf &
A7 7 el gl AgE Fdd &g E4, oj=nt
olzE 837 &7 ZaA 2N AEF ESS AAleta A
A ol B2 AYske AL Bt vixTteg w3
A& Beleld 4 HEYA AT PTL FA)

41 ojA=EQS 2

(I8 4= ¥ =FdA Agtehe 24 A 2209 e
o] 83l A2~ Alo|E 84 WE FAE vl ¢a) oA
29 Ed) 7]k} Bt 71%5S T3 Sl tolo]agelr)
XSRFIntercept® ol=Hlo]lA7l Feojd  ojx#Eoln,
AspectJQ 7A-F AR o714 st "l o] ojAHE
€ 34 IUEVL He RES JHAES Z2A AR|E
82 ¥z 349 ¥ 4 A FYdhe FPz9 miM=

323%E FAHA. Config Fd2dME (28 59
87 74 RS 2=y, Y ARE 7 Sea U ojx
Ed| A3, g ofZelAclad Ay 2 9 4EgFAeA
o] ZHAY A f&HA AR i Arsle 7158 AT
3t} TokenMaker E2E ESS A4 2 233 &
&€ Hadn URLE AEE 715 Azs,
XSRFValidator ¢~ A2 Alo]E 84 Wiz 27
225k 71%E ATt

rlt i

i)

o

<<Class> »
KSRFATtackException
<<Classrr
<<Classs # Config
Tokenbtaker -tunfProperties: Fropertias
+gefT okanMaker(} +HisPreventEnable

+HEPrevettAction(}

Trewritelrl() +getTokenbiame}

+extractT okenvalie]}) v
L +getRedirectPagel}
B i i O
+riakaToken!} _:Cg;éﬁamsrsvmw (g‘)
~doParseHTMLE “loadProperties(}
«<ifass»>
XSRFvalidator
+getyalidator(}
+validatal}

03 4. I2A APIE 2F HE Eot 7is0f chst Saia
cloloiaE
Fig. 4. Class Diagram for XSRF security functions

A} A2 2 Al|E 84 ¥z 37 ol dig 4%
€ @ F U=E (29 59 Zo] XML T 374 sdS
AT

<l version="1.0" 7>

<IDOCTYPE preventor [

<!{ELEMENT preventar

{preventEnable, preventAction, tokenName,

redirectPage, warninamsg)>
{JELEMENT preventEnable (£PCDATA)>
{IELEMENT preventaction (#PCDATA)>
<IELEMENT tokenName {(#PCDATA)>
</ELEMENT redirectPage (#PCDATA)>
<IELEMENT warningMsg (#PCDATA)>

»
I3 5. 4 74 T preventor.xml
Fig. 5. Configuration file: preventor.xml
A7el Jse AE] A8 oed ge dgus

ELEMENTY] %€ Aojgct

O preventEnable: 28/SH0] tigh Wi Z2=AAE &
et Z{0IX|1& MASICY,

O preventAction: 0] 7|s0| EMsls

H A B2

[mil

N} 22 HOIE 2iE MEE] =T X QA MEID
of B2 H0|2e] ZAt B2 FHSIAD, 20z 2F

EHeE RS 2| #et
O tokenName: LIZI0|E0| EEEl E22| 0158 KMol
cf,
O redirectPage: AZA AIE 2F HA 540| EX|E
|

S o siF HEEF0Ee] TisE tK



AQPE &%

¢ hEef Aol Eetd et ek 125

7 M KISt HOJXIZ2 o7t
O warmningMsg: AZA AD|E & #HA Z740] €X|5
A2 W AREXIOH EHE HAXIS Mot

E2¢ Ageke stehlge oge Aoz ddE 4 9)
ou}, shERA NN AgslE e Stefuleel o83 5
Bo| U] golok g, £29] ghe Al~AEs} Bejeke &
SR DEEES RIS

ZE2 AelE 84 MR FAE ARt AYE
NAE e A7t A 248 e A A
B} 912 WE 34 =8 olold 4 gl mEe] djade
£ Ze|dEs} 93] grke A8 Feeldert fae Al
A 23 drke A% $YsH) A,

(38 6)& A3H Bt £40] TP URLA £2 3
& BBk 2ES Uein 9

aganon o

form action

frame, itrame sic
button onddick
bution refreth

refresh meta url

73] 6. AOPE o|8st0] £2 njlejalg &t
Fig. 6. Extending token parameter using AOP

HEHES o] 83103 BE 84S ABHES] Y] of
We FAE $AA) gk wep Aol EAeA Sevy
N2AET} NEAIMY FAo] THE Edo] YoiTE
ofu] Ao adEYonE FA0R ¥HIIA s} o2
AolHs] B e mAA geth

42 jrEES HE

ojEulo|~ BB 7] Erx2 TAHY AWAE o

ZAlel HTTP 84 shebrlelo] igh 84S A58k 2ol

3, FRAE SRAe EeiAol el Ayske Aol o)

EZ sEE 8451 URLE A shs Aol
ME AT 2AHL ot 2ol He Hh

2

O doGet(ServletRequest, ServietResponse), doPost

(ServietRequest, ServietResponse): AMESI0A g
Mole QA 0HIEE CIHMESY | 2l &el =I%CH

= IS

O _jspService{ServletRequest,  ServietResponse)

JSPOIA ek @A OJHEE CIBNIEST] Rk &
of =@t
O write(String), print*(String):  java.io.PrintWriter2t

javax.servlet.jsp.dspWritere] HIMEZ SEA] @F
EeArt € = Q= siolmg3a ¥ & B0 E28
delsp| 2l Aol =Lt

s3] A2 A olY(container)ol 3] A3fo]

e Zol7] Wiel waEdA 2T #3E vM= 43
(execution) &2 Ao, SF e 28E& 3] Y4l
N WH=E 3E3= A7) wid 48d F3& Az

T2 (call) 2 A3t

V.

>
%

U A

JBE S g SZESCI dob] 1849 A3l
e Az §5l] Z98 tolFE ¥
e ams AolE 84 WE JaBS Fus Ha

8
7

A9 FHez Mw 2 ZEo|dES CPUE Intel
Pentium M processor 1.20 GHzol¥, 29AA=

Microsoft Windows XP Professional®l Service Pack 2
7t g€ BWO]‘:}. ofZ Aol M= Tomceat 6.0(13)
£ A3 A, JDK 6.0(14) #7894 B3 A& T2 ey
THAYZ2Z Aspectd 1.6.2(15)14 AsAAH ¢y
Z }933”1 AspectWerkz 2.0(16)& AM33k 43
A S BleE dslint £ Al A
T2 %6} ] $l8il IMeter 2.3.2(17)8 AMH3HHTT

AEL JEE AEFANA & on F Z2AE HE
A Y E:rm mvnForum(18)-& tide =2 F}. o] ©
Fe)Alol e 71EHQ] A B 715 AFstn, IS
st AN F2 st 23 ¢ gleH, oE
ARgRLA T F& vFAR dAAE Bl S A
Fohe 715 R T Utk AP YAZTRAZ (R I)
I Zon T o tpF YaERslel g A7} vkt
=v<te] JEE cHE2jAo| el e] d8o] Hasht

oluf 7} o Ze]Aol & BAE e GET W29 URL s}
uEE W23 PAE B odx %i < A3k, POST
Walog sen|el g Wag %E—J 2ER29] HolXE &
ol TAE At 1A HEoR (F 39 gAER

tlo of nlo

jat

) JN

::




2t

126 B

=
ol
Bl
o
p
&
m§

R (2009, 2)

B

2 Y A3 2R J3Hoz e A4S Bart
P 13t sjajate] °H'—?’4?ﬂ old& B3ty s 7MY 8%
T‘i‘ HEHE}F B fZeAcld FE Welsixe

Hethe Rolth. ojRE AAREE) Hl8) 23 4o Aga
A|E 84 Bz 538 A FHdM Th0] gREUS
W AHER] F=F $HE AHY ¥ (preventActionS ©)
|) % 71%s FAT A} A EE H 5] g ¢
S AE vlwsl Bkl ek T 2wy} $hsiohd fa
AEF AFAQN a9 oA fFa)A o] Fald 4
e vAA ga gutEA Agdthe RE 9uidt 43
ZAF N AHEE HEeA] ok w9t A L4982 o) JEYA
ojde] A8 Art FUdche AL s

otn >,0

r° P

B 3. A8 At dAER9)
Table 3. Exploits used in experiment

GET &4} URL

A 2 AN L POST 24le| mdjojx| Rt

oKl & e NS POST 24je| mjo[x| Rich
OlIAIX] 2 o Al GET @42} URL Rt
o 4 GET &4je| URL Rigt

HE 32 oA POST &je] mjolx| Rt

o8 2Y AF Teade] HaAES T AT

AL B3dH= AL 71E A28 gt /\}\:,'1:_,] =]
7 SOlE AEACINS) RS PN 4 Youz, u

[+
£ 2 oz R JEEHE EY 21‘3}——7%%3&%
%3H QF 2= o]gi];}.

A% 8L Non-Security (Bt 7158 28317 @&
fZ2A|A), Non-Aspect(Het 7152 &l 228 53
Blod A43t dfZe}AelAd), Compile-Time Weaving(Aspect.]
o] ARUAH AW & FHE3lo] e Bt 7|5-S AL
| Ze)A0)A), Load/Run-Time Weaving(AspectWerkz

o AN S A8ele] dlzdE we 7|5 Aed
NEAo|H) 0= YA ST,
(28 D9l el ke 28 B A= B2 42

100¥19] HTTP 84& 8% %
o, o} 28L& 2 F°l 60ms U]“]'-—] A ANE Q’Eﬂﬂ
Relct. 712%E HTTP 84 3A$E dujgln H22e 8
Atk $FAIZHE Milliseconds T2 Uehd AHojt},
4712 w2 25 18R a0 71 71 8 A7 Kol

bl ol JEE 8739 ojZejAlolMelr] Wi 2ot 2

== Al7lo] 23] ke A& oujgtt. I Fs
b 2= d Fele 4T FRANE Holn YA,
Load/Run-Time Weavinge 33kl 19} H|5:3 25
AlZEE Bol 218 ERIE & Utk ol AFAIH | o239
Eo] HAAge] A 4E= A8 ERAsl7] Y3 5194 84
Aol S 2HES A E7] Wizoltt ME HEE f2HE
o o3 T fESeA || 2E HUA o] 3]
2ol 71 LPAIEE 878 He Bl

Response Time Ims)
o
3

.

4 &9‘03040505565 5535§S
mber of HITE Regque:

O IHBYM 60 ves O1Y BEE WO

Responss Time {os)

onBRBRERERSBRE

1030 20 30 40 33 S5 65 7R 9% oR
Number of HTTP Reavest

O8] 7. Hot 7ls HE WA HTTP 8% 21}
Fig. 7. HTTP response result by methods for applying
security functions

Non-Aspect % Compile-Time
Weavinge BE Flo] 2 )& Holm YA &Rt
Load/Run-Time Weaving2 AthAo2 71 $HAE B
ol 9T},

(& 4)e Bt 715 B4 B oz dd o s 3E &
TAJo] grpt Alojzt vhzA|E el a glck. Bet 7%
< fE)A ol A sl e8| £ 2
ok 1,340 A= SGAITlo|
71‘43\15} OW"} ole H"LZH Y4 vz} 2ed & e

Ao|r}, 017]"1 -v—‘;'-bﬂc’k %} HEL oJrHEEZ 0]&3] }X]

o= _'_ag

Non-Security,

Lu

283 By Haeltt,



AQOPE %

E4 X8 YA OB dsdln
Table 4. Performance comparison of relative applying
methods

Non-Aspectoll #1814 Compile-Time2 ¢F 1.459) %

= $HEAI) ZolH 1, Load/Run-Time 5419 3%
SHAITe] ZolAT A5E 73k AZelAlA V%
o B4 W 93 g K3yl #AsA) 7] wEdl 01
FRE AGIANE A& A3 H Aol dS dPPgE
o] 2)e] AdFel oA A Fgke MR Getke A
< omj@t} o|Ae el o *3%° A Gz
71E =9 Aol g =¥ T HPwr] wolx|a, Bt 7
o AAAQ A8 L uHEE A& & 5 3

ZO

fr

=

=

3

C

L
o2 v x(l’xél‘

o] juj7} slvke A BolEh. AT Compile-Timed Hl
2FE 9 Load/Run-Time <& ¢ 3.724 HxE S@A|7to]
2o e, 51HA LA AMES 811 Ldvin 1A
3 o 328 e ZA et} é}x]ﬂ}
Load/Run-Time& Al28l& A&k Gae Het 7%
H8g 5 n, oA AT = e ARl U7 vﬂfoﬂ
AlzEle] 43w Aoz Wl 715S Agsol sk
53 fFeAel e tal R R 243 {83 3o
g FdEc

£ O O FeM 28E 3
Aol g3t *e‘zﬂ AAHoZ
of 2 Ee] ojF] HIH ofFejFo]4lo]
e Ag B ﬂ?“;@% R

o
d o202 & g Aoleka Be

e

fd
%

> fr
p
i

0%
tfo
A1)

olf
k-3
=
rob
e
>
oh
N

N

> o
e 3%
o,
o B oo

=
&

S

p
£ oo

=EA W?‘f_ Az APlE 24 Wx
oH ol °H*El?ﬂ 13 W
%3 Bt 715E At
E3 Java § ciEZEiA 1A EAolA
o] A e A uet ¥ A E B
A Ao 2 Hgol 7hsetr] Wil

o

2
> off o )

[
RCT ST )

fe o Ho o

.
° s

[¢]
o —
— 111

H

a4

o} #AA] Azl
71 A&
1 glo] kst

W B
%
fiR)
2
fr
-~
T
S
ol
ml
2
PI L
2
o r&%
oﬂ,

4
¥0,
l:l

J
r
[ol
30, oo o
=
W
o

T

2
W
is
>
o
u
fo
ot
223
PN
ofl
i
rlo
>
nﬁi

we,
19 of

Y
&2
o L
gh
A
2
nu
3
2
e ™
o

M mo AN

2

o] )
=7k —"‘rM OW FF 222 A
& A m F71E Aolgm .
A A E‘.iJE Az AlE A3YY 34
ol 7}% A 9 A% 224 AlelE 84 Wx FHRE ke
A e, Zes AelE ~ayd 3Ed g dolrt o
RS W gusithe A% /M Teu ANE 2
ol &3l ARA AlIE AFHE @ 713 QA FA
& 4 AZeA NG Rashetl A48 F ck FF o
A Hal B =EAA Ak
Aol E A= e ql ZhE oAl F

ol

ol
-

—Hu
o)

»

do)] H3le A=A
A g

o A=

A& 98k,

s Aekehs ATt *éﬁo}ﬁ}.

i ﬂ,d il £ mlo
FE

I

i

i

[1) OWASP, TOP Ten Most Critical Web Application
Security Vulnerabilities, http://www.owasp.org,
2007.

(2) Ao, AT, "ot aE AR AFXUES] B4
AL R B Bl S REA RS =EA, A 13
A, A 53, 163-170%, 20084 9¥€

[3] O Kiczales and et al, “Aspect-Oriented

Programming,” in  proceedings of European
Conference for Object-Oriented Programming, ILNGS
Vol. 1241, pp.220-243, 1997.
4) a)-$- A& “Phshing, Vishing, SMiShing &4
oA TS B3 FEA WA A7 A=A FH
AReE)=8A] A 12", Al 28 171-180%, 2007
W 54

(5] D. Kristol, L. Montulli, "RFC 2965: HTTP State
Management Mechanism,” http://tools.ietf.org/
rfe/rfe2965. txt, 2000,

(6) N. Jovanovic, E. Kirda, C. Kruegel, "

Site

workshop of the 1st International Conference on

Preventing

Cross Request Forgery Attacks,” in

Security and Privacy for Emerging Areas in



128 BEAFHFRES HmUEE(2009. 2)

Communication Networks, pp.1-10, Baltimore,
USA, 2006.

{7) Web Application Security Consortium - Web
Hacking Incidents Database{WHID), "WHID
2008-10:  Chinese  hacker  steals  user
information on 18 MILLION online shoppers at
A uc t i kr 7
http://www.webappsec.org/projects/whid/byid_i
d_2008-10.shtml, 2008.

(8) Cross-site request forgery, http://en. wikipedia.

o n . Cc ¢

org/wiki/Cross_site_request_forgery, 2008.

(9] R. Fielding, J. Gettys, J. Mogul, H. Frystyk, L.
Masinter, P. Leach, T. Berners-Lee, "RFC
2616: Security Considerations,”
http: //www.w3d . org/
Protocols/rfe2616/rfe2616-sec15.htmi, 1999,

(10) M. Johns, J. Winter, "RequestRodeo’ Client Side
Protection against Session Riding,” in
proceedings of the OWASP TEurope 2006
Conference, Report CW448, pp.5-17, Leuven,
Belgium, 2006.

{11) Workshop for Application-evel Security (AOSDSEC)
in the 3rd International Conference on
Aspect-Oriented Software Development
(AOSD(04), TW387, Lancaster, UK, 2004.

{12) G. Hermosillo, R. Gomez, L. Seinturier, L.
Duchien, "AProSec: an Aspect for Programming
Secure Web Applications,” in  Availability,

Reliability and Security on the 2nd
International Conference (ARESOD),
pp.1026-1033, Vienna University of

Technology, Austria, 2007.

[13) Apache Tomcat, http://tomcat.apache.org/

{14] Developer Resources for Java Technology,
http://iava.sun.com/

[15) The AspectJ Project, http://www.eclipse.org/
aspecti/

(16) The AspectWerkz Project, http.//aspectwerkz.
codehaus.org/

(17) Apache JMeter, http://jakarta.apache.org/imeter/
SourceForge: mvnForum,
http://sourceforge.net/ projects/mvnForum/[7)

R

20099 29 © TR AFES
st ZEAG
PHE} ¢ AXEg ] B AEH
2o, 4 24 %
o
U=
2001 2¢ : = FAFES
8z} b

1981~a) © Bujehn PRkl
o AFelEsis s
YR} : AZEQo] B2 W), B
B 8, A28 A

37}




