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Abstract

In this paper, an efficient optical watermark method using multiple phase wrapping and real-valued decoding key is

proposed. In the embedding process, two zero-padded original images placed in two quadrants on input plane are
multiplied with two statistically independent random phase patterns and are Fourier transformed, respectively. Two encoded
images are obtained by taking the real-valued data from these Fourier transformed images. And then two phase—encoded
patterns, used as a hidden image and a decoding key, are generated by the use of multiple phase wrapping from each of
the encoded images. A transmitted image is made from the linear superposition of the weighted hidden imagesand a cover
image. In reconstruction process, the mirror reconstructed images can be obtained at all quadrants by the inverse-Fourier
transform of the product of the transmitted image and the decoding key. Computer simulation and optical experiment are

demonstrated in orderto confirm the proposed method.

Keywords : optical image watermarking, multiple phase wrapping, real-valued function

I. Introduction

With the recent rapid growth of the technologies in
computers, image-processing, optical devices, and
internet, unlimited number of reproductions of the
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original contents can be created from unprotected
digital contents. As a result, data hiding methods[1-2]
have recently become important in many application
areas as a method for preventing digital contents
from illegal actions such as interception, duplication,
and unauthorized distribution. These methods include
the law of protection of intellectual property rights
andan indication of content manipulation.

Data hiding methods should be capable of
embedding an information, referred to as the hidden
data, in another information, called the cover data and
producing the transmitted data. The hidden data are
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used to place an indication of ownership in the cover
data, answering the same purpose as an author’s
signature or a company logo, etc. The embedded or
hidden data will be used hidden, unperceived, and
invisible mean that an observer does not notice the
presence of the data, even if unauthorized users are
perceptible. The goal of data hiding is not to restrict
or regulate access to the cover data, but rather to
ensure that the embedded data remain inviolate and
recoverable. Since the embedded data may face
intentional and intelligent attempts to destroy or
remove it, the coding method used must be immune
to a wide variety of possible modifications, even if
only a broken part of the transmitted data is
available.

. Recently, many of image hiding methods using
optics use the random noise to generate a random
phase function that leads to be encoded onto other
images and acts as security verification:® ™"
random-phase

a
computer  —generated  hologram
(CGH),®™ off-axis hologram.”™® and modified joint
transform correlator (JTC)™ due to their high speed

and parallel data processing. An approach that uses a

random-phase CGH is suitable for pattern
decomposition of a signature image. But the
reconstruction  algorithm  which  uses  only

inverse-Fourier transform is likely to be vulnerable
to unauthorized use because of the absence of a
decoding key and needs the computation time.
Another approach that uses an off-axis hologram has
been proposed and this method resists geometrical
but it not based on the
real-valued system. So, above mentioned system is

transformations, 1S
not applicable for the transmission system based on
the real-valued system. A more robust approach
using a modified JTC to decipher hidden data based
on spatial correlation between two concealogram have
been described; nevertheless, it still requires precise
alignment and pixel-to-pixel mapping problems in the
reconstruction process as it uses a 4-f correlator. In
most of the previous methods based on optics, one of
the merits is that they allow

a complex
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of  information. the

embedding and reconstruction of a complex image are

representation Therefore,
easily performed and a high-quality reconstruction
image can be obtained. However, in practical systems
including electronic interfaces, for the image hiding
method to be applied for practical transmission such
as Internet transmission, a complex image must be
replaced by real-valued patterns. Also, for practical
transmission of transmitted images via the Internet,
these should be with
non-negative values in the previously proposed image
hiding methods.

Accordingly, an efficient optical watermark method

images intensity  maps

using multiple phase Wrappingw and real-valued
decoding key is proposed. The advantages of the
proposed system are that phase wrapping is used to
enhance the degree of security because the hidden
mmage and the decoding key are randomly distributed
and the transmitted image is not used in the
reconstruction process and that a non-negative
real-valued hidden image is used to solve the
practical transmission of transmitted image via
Internet. And pixel-to-pixel mapping and optical
alignment problem are able to be solved because of
serial connection scheme in proposed optical system.

In the embedding process, two zero—padded original
images placed in two quadrants on input plane are
multiplied by two statistically independent random
phase patterns and are Fourier transformed,
respectively. Two encoded images are obtained by
taking the real-valued data from their Fourier
transformed images. And then two phase-encoded
patterns are generated by using the muitiple phase
wrapping from two encoded images. This approach is
suitable for generating random patterns used as
hidden images and a decoding key because the
multiple phase wrapping performs a nonlinear
mapping of the arithmetic patterns. In order to obtain
a non-negative value for practical transmission, the
sum of two imaginary parts of two patterns and the
real part of the one pattern, whose phase ranges are

reduced by the same visibility control factor, are used
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as the hidden image and the decoding key,
respectively. A transmitted image is made from the
linear superposition of the weighted hidden images
and a coverimage. In reconstruction process, the
mirror reconstructed images can be obtained at alt
quadrants by the inverse-Fourier transform of the
product of the transmitted image and the decoding
key. The product between the transmitted image and
the decoding key and its inverse-Fourier transform
operation can be realized by a serial connection in
optical setup. The advantages of proposed setup are
as follows. Serial connection used to solve the optical
alignment problem and the original image is
reconstructed without any information of the original
image or previous 4-f setup. Moreover, because of
the output images appeared at all quadrants, the
allocation of the reconstructed image is efficient.
Computer simulation and optical experiment are
demonstrated in order to confirm the proposed
method about robustness against attacks such as

cropping or JPEG-compression.

II. Proposed watermarking

2.1 Imbedding process
Let

expl jn, (x, y)]

0,(x,3), o0,(xy), expljn(xy)], and

denote two zero-padded original
images which are placed in two quadrants of the
images,
respectively, where m(x,»)and #,(x.¥) are white
sequences uniformly distributed in [0,27]. First,

assuming the input images are uniformly distributed

input plane and two random phase

in the Fourier plane, we multiply these original
images with the random phase images, respectively
and then perform the Fourier transform given by

0,(5,1m) = FT{o,, (x, y) exp[ jn, (x, »)]},
(1

0, &m= FT{o,, (x,y)exp[ jn,(x, )]}

Since the original images are zero-padded and
Fourier transformed, the original information can be
obtained by Fourier-transforming only the real-part
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Fig. 1. Block diagram for generating the hidden image

using multiple phase wrapping.

of 0,1 and 0,7 called encoded images
E(§.n) and E.(¢.n) which are normalized and
distributed in [-1, 1], respectively. Here, the multiple
phase wrapping[g] is applied to obtain two random
phase-encoded patterns from the encoded image.
Figure 1 shows the block diagram for generating the
hidden image using multiple phase wrapping. Two
arithmetic phase-encoded patterns
expl j27r, (M) and  expl 277, (5.M)]  can  be
obtained by the arithmetic operation with two
phase-encoded images given by

random

expl j27ry, (&, m] = expl j27{E (E,m) + ry (S, M),
2)

expl j27ry, (§,M] = expl j27{E, (S, 1) — 74, (5,1},

where 74 (&1 and 72(5.M used to generate the
decoding key are randomly distributed in [0, 1]. The

multiple phase wrapping performs a nonlinear

mapping of the arithmetic random patterns % (57
and rzhz('f,ﬂ) into rhl(f’ﬂ) and rh2(§377) used to

generate a hidden image given by

expl j2@r, (£,1)]
exp{ j2z[r, ({,7)+11}, -1<r, (£,71)<0
= ¢ exp{ j2”[rlh,(f’”)+0]}’ Osrlh,(§7”)<1
exp{ j2x[r, (£, m)-11}, 1sr,(5,m)s2,

exp[ j2zr, (£,1)]
[exp{ J2xlry,, (€M) + 2], —25n, (£,n)<-1

3)

exp{ j2”[r2,,2(§,77)+1]}, _15r2h2(§’”)<0
exp{ j27[r,, (£,m)+ 0]},  O0<r, (£,m)<],

(228)
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Cover image C(£,1)

Transmitted image

l HED)

Weighted by o
h {
.Get a ultiple phas€
Imaginary value wrappin,
hidden image % (£,7)

A
R d A 4
andom phase patterns Gela
Real value
Decoding key
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The perspective block diagram of the
embedding process of the proposed
watermarking system.

Fig. 2.

expl j27r, (§.1)]

wrapped
expl j27r,,, (§.M)] | which have the phase range [0,27],
Each pixel value of the arithmetic random pattern is
wrapped into the interval [0, 1] by the above rule. If

the value of each pixel of 7w (5.7 is distributed in
[-1, 0, [0, 1], and [1, 2], the value of 7+{(5:7) is
wrapped 7, (6, =1,
respectively; and then 7»(¢:™)is phase-encoded into
exp[ /271, (S,M]. And if the value of each pixel of
72, (6:) s distributed in [-2, -1], [-1, 0], and [0, 1],

where and expli27r, (§.M]  gre

phase using  expl j2zrn, (£, and

into " (&m+1, i (€57), and

the value of .(5Mis wrapped into’as (§:7)+2,

T, (6M+ L and 7, (§:7) | respectively; and then

(229)

n, (€, is phase-encoded into €xPl /277, (S.M] a5 in

Fig. 1. Let 7(£m) and k(£.n) denote a hidden
image and the decoding key given by

R (&,m) = Im{explj27r, (£,7)/ K1+ exp[ 27, (&,7)/ K1}
= sin[27r, (&7)/ K] +sinl27r, (1) K],

(4)

k(&,m) = Refexplj27m, (£,1)/ K1} = cos[27r, (£.7)/ K],

where Imi{-}, Re{-}, and integer K denote the
imaginary part of {-}, the real part of {:}, and the
visibility control factor that controls the visibility of
the reconstructed image by reducing the phase
ranges of #(£,7) and k(&.7) in the reconstruction
process, respectively. The notation of the variable is
the same as the method using one original image.

The transmitted image is then given by
H(Em) = ah (E,m)+C (&), )

where C(£.m), H(E,n), and @ denote the cover
image which is distributed in [0, 1], the transmitted

Zero-padded original images Cover image
0.1(%,3), 0, (x,») C(&.m
Encoded images
E\(§,1) =Re[FT{o_,(x,y) exp[jm (x,9)]}]
E(£,1) =Re[FT{o.,(x, y)exp[ jn,(x, »)1}]
¥
An arithmetic random phase -encoded patterns
exp[ j2zr, (§.m) = expl j27{E, (£,7) +7,, (£, M)} ]
explj27ry, (&M= expl 727E, (§,1m) — 1,2 (§.1)3]
Multiple phase wrapping applied
and imaginary part taken
3
Hidden image
k(€. = sin[27m, (§.1m)/ K]+ sin[277, (§,m)/ K ]
Weighted by o
{EI}
Transmitted image
HEm=ahEm+C &)
a3 3 cofE ¢4 eEE o|8E ek fiEot
Alagof Cfsh el niEel ME 28
Fig. 3. The detailed block diagram of the embedding

proces for the proposed watermarking system
using the multiple phase wrapping.
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image which is the linear superposition of the
weighted hidden image and the cover image, and a
coefficient chosen to control the invisibility of the
hidden image. The notation of the variable is the
same as the method using one original image. Figure
2 shows a perspective block diagram of the
embedding system for the proposed watermarking
method and the proposed detailed block diagram for

the embedding system is shown in Fig. 3.

2.2 Reconstruction process

In order to reconstruct the original images, the
transmitted image is directly multiplied by the
decoding key and then is inverse-Fourier
transformed.

The product between the decoding key and the

transmitted image is given by

k(EmHEm)
= %sin[zm & =ra&mY/ K1+ C&mycosl2r, §m) 1 K] (g)

+ %sin[er{r,h & ) +r,(E,m}/ K]+ other terms.

According to Eq. (6) and Taylor series expansion
of trigonometric function, the first and the third term
on the right-hand side of Eq.(6) can be expressed as

sinl2rlr, (€. -nEm) /K]

= %sin[ZﬂEl (& K]~ %El (&n), for 2nE(E ) <<K

(7

Zsin(2mtr, €M -nEmY/K]

= %sin[Zﬂ E,(&.m)/K]= ";(—”Ez En). for 2nE,(£,m) << K

The value of K, 27E,(E, M << K and

27E,(§,m) << K, plays the role of reducing the phase
range in the third term in Eq. (6) and representing
the effect Eq. (7). Then
inverse-Fourier transform for Eq. (7) is obtained by

for

approximation in
IFT {k (&,mH (£,1)}
= IFT{%[EI(f,n) + E,(£,m)]} + other terms

(8)

=e'(x,y)+r'(x,).

(230)
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For simplicity, €'(x,») and 7'(x.») are equal to

IFT{an[E,({,n) + E,(§,M]1/K}  and other terms,

respectively. Then the reconstructed image Rcco (*,¥)
in the CCD plane is expressed as

Reep (5, 3) =le'(x, )+ r (2, )

=( ) fo./(x, ) +( )[Ozz(x ne

o )
+(5—) [011 (x’y)+012 (x’y)]r (x’y)

+[ : K) 0.5, y) 40 ) F(x,3) +r ey

where expljn'(x,¥)] is the inverse-Fourier
transform result for Re[FT{exp[ jn(x,»)1}]1, and
0/(x,y) and o0.,'(x,¥) denote a real and even

reconstructed patterns which are the inverse-Fourier

transform  results for  Re[FT{o,(x,»)}] and

Re[FT{ 0.,(x, »)}]
Also in Eq.(9), erlo,/(x,»)+0.,'(x, »Ir'(x,»)" /2K,

arlo,'(x,y)+ o_,z’(x,y)]'. xr'(x,¥)/2K  and |r'(x, J’)lz
are pseudo-randomly dispersed like white noise with
small value within the real and even reconstructed
image and within the output plane, respectively.
Therefore, the reconstructed images can appears to
stand out over the dispersed noise mmage. Figure 4
shows the perspective block diagram of the
reconstruction system for the proposed method and
the proposed block diagram for the reconstruction

system using decoding key are shown in Fig. 5.

Transmitted image
H(,m)

Inverse Fourier
Transform
&
Get a square of
absolute value

Reconstructed images
Reep(%,7)

Geta
Real value

Decoding key & (£,7)

a8 4. HetE o AlA
gEg

The perspective block diagram for the
reconstruction process of the proposed

watermarking system.

2ol 525 Yol MA

Fig. 4.
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Transmitted image

HE ) =oh(E,m)+C(&n)

Decoding key

k(& mycos(2mr, (&:m)/ K]

Inverse -Fourier transform

Reconstructed image in CCD plane

Reep (%) =e'(x, )+ r'(x, p)f

2
=("’”] [0,/ I +[ )[oz(x P

+ [EJ [0,/ (x, )+ 0. (e ) (5, )

+[;’Zj lo-/ (s + 0. (e T P () +r ey
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The detailed block diagram of the proposed
reconstruction process using the real-valued
decoding key in case of the method with two
original images.

$/E{otg

Fig. 5

0. computer simulations

We performed computer simulations to confirm the
validity of the proposed method. As shown in Fig.
6(a), 6(b), 64 x64 pixel flipped “K” images are
zero—padded to be 129 x129 pixel images and these
zero—padded images are used In our computer
simulation. Figures 6(c) and 6(d) are the encoded
images which are the real-valued data of Fourier
transform for the zero—padded original images and
the reconstructed images which are positioned as
mirror images, respectively.

Figure 7(a), 7(b), and 7(c) show the cover image,
the hidden image generated from the encoded image,
and the transmitted image, respectively. As same as
one original image is used, the value @ and KX are
0.02 and 20 in fig. 6 and 7, respectively. When the
transmitted image and the decoding key are placed at
matching positions in the reconstruction procéss, the
decoding key with non—negative value and the
corresponding recovered original image is shown in

=& H 46 # SD H

(231)

Fig. 6.
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Reconstruction with real-valued patterns: (a) a
zero—-padded original image in the first quadrant
the letter “K"), (b} a zero-padded original
image in the second quadrant (the reverse of
the letter “K”™ (c) encoded image corresponding
to (a), (d) encoded image corresponding to (b),
(e} reconstructed image of (a), {f) reconstructed
image of (p).
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Images used in the embedding process in
simulations: (a) cover image, (b) hidden image,

{c) transmitted image.
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Images used in the reconstruction process in
simulations: (a) decoding key with non-negative
value, (b) reconstructed image.

Fig. 8.

Fig. 8(a) and 8(b), respectively. In Fig. 8(b), the
background noise shown in Fig. 8(a) is due to
residual component of the main lobe which is
spatially block filtered and randomly dispersed noise

of ') . Here we use peak signal-to—noise ratio
(PSNR) as a metric to evaluate the quality of the
reconstructed images.[g] The PSNR between the two

images d(§.mand 4,(£.7) can be defined as

PSNR = 20log,, — 2 -1 (10
\/MxN ;;o” d¢&,m-4d.(&mM
where d,(6.n) and d(§,Mdenote the input

information and the reconstructed image, respectively.
M is the number of columns, N is the number of
rows, and » is the number of bits representing a
pixel. Figures 9 (a) and 9(b) show the values of
PSNR are widely distributed. The increase of the
PSNR should be nearly saturated at the value of k¥
which become about 200.

According to increasing the value of @and K, the
value of PSNR increase and the performance seems
to be enhanced. For a large value of K. background
noise is decreased and due to reduction phase range
of the hidden image, the transmitted image is almost
unchanged by the hidden image. When the value of
¢ increases, the transmitted image is distorted
owing to increasing of the level of the hidden image.
Hence the choice of @and K depends on the relative

ot E8YQ & /E

ZE 9

PSNR(dB)
oot :
o K=1
bl R o K=4 [T
g K=8 |--ed
67 |- o K=12 | ]
o b4 % K=16 | |
¢ ! ¥ % v K=20
66 o .4 ¥
Q a x 8 g - 8 )
ol ®
° o ¥ F¥g .
65 |- S = g
o (o] o o
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64 d o

0.02 004 006 008 01 012 014 016 018 02
The coefficient of the invisibility a
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Fig. 9.

PSNR(dB)

0.02 004 0.06 008 01 012 014 016 0.18 02
The coefficient of the invisibility o

(b)
atol] w2 @ o 53 gAale| PSNR: (a)
kol [0, 200 2=E A=, (b) KWl [20,
2000 2xE #9
PSNR for both the original image and the
reconstructed image based on the value of o:
(@) the case of the value of K is distributed in

[0, 20, (b) the case of the value of K is
distributed in [20, 200].

68
24

33 10, o A7l mE A dAT 58 dao
PSNR
Fig. 10. PSNR for both the original image and the

(232)

reconstructed image based on the value of
and XK.
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Fig. 11. Blocked transmitted images and reconstructed

images: (a) 25% biocked transmitted image, (o)
reconstructed image of (a), (¢} 50% blocked
transmitted image, (d) reconstructed image of
©), (e) 75% blocked transmitted image, @
reconstructed image of (e).

importance of maintaining the appearance of the
transmitted image unchanged and the visibility to
reconstruct the original image. Figure 10shows the
graph of PSNR for both the original image and the
reconstructed image based on the value of @and X.

We check the robustness of this method when
some pixels of the transmitted image are blocked by
investigating the reconstructed image. Figures 11(a),
11(c), and 11(e) show that the transmitted images of

25%, 50%, and 75% are blocked along the$ -axis,
respectively.

When the transmitted image and the decoding key
are placed at the matching positions in the

reconstruction process, the corresponding recovered

==X H 46 # SD H
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(a) 75% JPEG‘”Z-E Al
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50% JPEGYSE Al & g4 @
Aol Ot S d4

Transmitted and
JPEG compression is applied to the real part of

75%

Fig. 12 reconstructed image when

{a)

transmitted

the transmitted image:
compressed
corresponding

75% qualty JPEG
image, b
reconstructed image for 75%
quality, (c) 50% qualty JPEG compressed
transmitted image, @ corresponding
reconstructed image for 50% quality

image is shown in Figs. 11(b), 11{d), and 11(f),
respectively. Also, through the various simulations
we can see that the location of the blocked pixels has
no effect on the reconstructed image quality. Even
with 75% blocking, the reconstructed image can be
recovered. We also demonstrate the effect of applying
JPEG compression on the transmitted image. The
simulation is performed for JPEG compression of the
transmitted image quality up to 75% and 50% from
its original quality. Figure 12 shows the transmitted
with  JPEG
compression. The values of the PSNR are 57.8 and
525 for the transmitted image quality of 75% and
50%, respectively.

image and reconstructed image

IV. Experiments

The validity of our proposed method was presented

using the experimental setup for the optical
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Fig. 14. Results of optical experiment in case of the
method with two original  images: (a)
reconstructed image with non-blocked

transmitted image, (b) reconstructed image with
25% blocked image, (¢} reconstructed image
with 50% blocked image, (d) reconstructed
image with 75% blocked image.

reconstruction system, as shown in Fig. 13. An Ar
laser (4=514nm) beam is expanded by the spatial
filter (SF) and is illuminated into the collimating lens
(L1) and the transmitted image in the matching
position by the decoding key. The transmitted image
and the decoding key are placed on liquid crystal
spatial light modulators (LC SLMs: HoloEye LC 2002
with pixel size 800X600) and the entire process is
serially connected. Then the reconstructed image is

(234
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on a CCD (PULNiX TM 1320-15CL with pixel size
1300%1030) plane through the Fourier lens (12). The
results of this experiment are shown in Figs. 14 We
blocked the main lobe using a spatial block filter in
the output plane. Figures 14(a),

14(b), 14(c), and 14(d) are the reconstructed image
with non-blocked transmitted image, with 25%
blocked transmitted image, with 50% blocked
transmitted image, and with 75% blocked transmitted
image, respectively, in case of the method with two
images. Here, as we can see from the figure 14, even
with 75% blocked, the reconstructed image can be
recovered and the blocking of some pixels of the
transmitted image has little affection the recovered

Image quality.

V. Conclusion

It was proposed a novel watermarking method
based multiple phase Wrappingk and
real-valued decoding key to obtain a non-negative
value for practical transmission. In order to improve

on the

the degree of security, the random patterns, used as
the hidden image and the decoding key, are generated
using the multiple phase wrapping.

This method has an advantage that the hidden
data and the decoding key cannot be easily analyzed
by illegal users due to nonlinear mapping in process
of key generation. Hence, the degree of security for
the proposed method is high owing to the use of the
randomly distributed decoding key and the hidden
image. Also, the information of the original image is
not used in the reconstruction process. In addition, all
used
non—negative real value; this method is applicable to
The
process of reconstruction is very simple because of a

the parameter in embedding process is

a variety of transmission systems practically.

serial connection setup that is advantageous in
solving optical alignment and pixel-to-pixel mapping
problems. By choosing suitable values of the
coefficient of the invisibility and the visibility factor,
background noise was reduced and the reconstructed
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image appeared outstanding. To demonstrate
robustness to data loss of some pixels of the
transmitted image, the PSNR properties of the
reconstructed image were evaluated numerically when
the transmitted image undergone cropping and JPEG
compression, To confirm the validity of the proposed
method, optical experiments also was performed. As
a consequence of the simulation, it was confirmed
that the proposed method was resilient to the
distortion
compression.

such as pixel cropping and JPEG
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