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Abstract

In this paper, we propose a novel method for authenticating a user’s personal-usage using a secure portable storage, so that
the user carrying the secure portable storage is able to consume his/her own broadcast programs freely, regardless of the
location of the devices. The proposed authentication process is performed by a portable personal-usage authentication device,
an access—control module for the portable personal-usage authentication device, and a player integrating the access control
module. The portable personal-usage authentication device plays a role of secure storage in which domain authentication
information is securely stored, while the access—control module is in charge of accessing the authentication information and,
consequently, acquiring a decryption key. The player decrypts the broadcast programs in real time and processes the decrypted
media streams. In this paper, we describe the structure and procedure of the proposed model, and verify its feasibility by
implementation.
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Fig. 1. Scenario of personal-usage authentication.
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Fig. 2. Stucture of a portable
authentication device.
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Table 3. Personal-usage scenarios and comparison of approaches.
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