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Abstract  Enterprises and governments currently utilize COTS (Commercial off-the-Shelf) based information
systems which are a kind of component based systems. Especially, COTS are widely utilized as components of
information security systems and information systems. This paper suggests an appropriate adaptation level and a
cost effective priority to replace security functional components in security environment. To make a cost
effective decision on adapting security functional components, this paper develops a hierarchical model of
information security technologies and analyzes findings through multiple decision-making criteria.
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