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Abstract

Improvement of Wireless internet and handheld devices makes it possible that users can use
various multimedia services. But, access point devices are needed while using handheld devices,
and those devices use virtual network address for networking. For that reason, end-users hardly
use the 1:1 voice or video chat, and messenger service that require direct communications between
devices. Also, service providers need central server for relaying packets from terminals to others,
the traffic and costs of relaying go high, so real-time massive data transmission services are
restrictively provided. In this study, we apply TCP/UDP hole punching technique to those
applications. And we implement service that supports real-time multimedia direct transmission
between equipments that use virtual network addresses.
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Fig. 3. Hole Punching Timing Diagram
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Algorithm 1. Overlapped Sockets Creation

STEP 1: Create socket handle;

STEP 2: Attach that handle to Socket :

STEP 3: Set Socket's option with
SO_REUSEADDR:

STEP 4: Bind Socket to predefined port:

Z39 2AE A3l hole punchingS Al=3leW &
Zo] Hojol|A FAd F&E Al=dlof k. o gwElE
2 EHIRE 30lx AZe] o|Fold w74 hole
punching& AlEsle ZagFolth.

2 12|Z 2. Hole Punching A=
Algorithm 2. Trying Hole Punching

STEP 1: Until connection established:
STEP 2: Overlap chatSock to pre-created socket
using algorithm 1;
STEP 3: Try to connect to peer:
STEP 3.1: If success,
break out this loop:
STEP 3.2: Else if unsuccessful,
increase counter:
STEP 4: Check counter:
STEP 4.1: If counter too big,
connection failed and break out:
STEP 4.2: else
wait some second and GOTO STEP1.
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Step 1. Flo] AE o] BE 23317] A& AWEE A
2 A43Hcommand INVITE).

Step 2. A¥iE &g AN=E Hjo] BE 253 command
INVITE).

Step 3. o] BE o] A9] 2% 278 FEE $H2
A E A$EcHcommand INVITE-RESULT).

Step 4. A& Ho] AdlA BellMle] 23 2 7€ A
43t} command INVITE-RESULT).

Step 5. o] R F% FA AMES o] &3 Al zHlA
= FEs0] e FEol9, o] o]FFH Hole
Punching #g]7} A1Z€}.
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E 1. 009} o5 MRt Z2&E Ho|
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Step 1.
A. 7ol Ax PeerChannele]ihs o] 22 2L A3} Pa‘lams‘UseM
ams: User.
3, A XEZ blel=3ict Params: StationType, R )
. U= Result : {Failed, Existed,

- - o olas o User. Password, Group esu‘ Failed, Existe
B. ol AE PeerChanneld o] &ste] W] Hole Pwd required, Success},

Punching ZEZ H&3} ommand: LOGIN

C. #°] A ListenChannelclghe o8} 44 43}
3, el B3 A FEE B Q75 wolEo]
At

Params: Status, StationType, [Params: Result : {not found,

User, Password Wrong password, Success}

Step 2.
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Step 4.

Params: Status, StationType,

User, Password

[Params: HolePunchParam
(request), Buddy, UserIP, Port|(reply),Buddy, UserIP, Port

[Params:HolePunchParam
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o A S e ] A e &

: Params:
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Fig. 4. Control Packet Structure
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NAT hole punching | port forwarding
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