BRASGE A A2 B o8 A B A A 2 Z0094)

285 ANE 0|88 A At AF
Azrle] AR W 2

(Design and Analysis of an Authentication System based on
Distance Estimation using Ultrasonic Sensors)
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Abstract We introduce a user authentication system using distance estimation and a simple
challenge response protocol based on a pre—established key. Using the time difference of arrival
between an RF signal and an ultrasonic signal, an authenticator verifies if a user’s authentication
token is within its threshold distance, and it also verifies if the token’s response to its random
challenge is valid. We implement our authentication system and we analyze the success rates for
authentication according to the variations in the distances and facing angles between the authenticator
and the token. Our experimental results show that the token is authenticated with very high

probability in reasonable settings.
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