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Abstract

This paper describes how to protect the personal information of a biometric reference provider wherein biometric
reference and personally identifiable information are bounded in a biometric system. To overcome the shortcomings of
the simple personal authentication method using a password, such as identify theft, a biometric system that utilizes
physical and behavioral characteristics of each person is usually adopted. In the biometric system, the biometric
information itself is personal information, and it can be used as an unique identifier that can identify a particular
individual when combining with the other information. As a result, secure protection methods are required for
generating, storing, and transmitting biometric information. Considering these issues, this paper proposes a method for
ensuring confidentiality and integrity in storing and transferring personally identifiable information that is used in
conjunction with biometric information, by extending the related X9.84 standard. This paper also outlines the
usefulness of the proposition by defining a standard format represented by ASN.1, and implementing it.
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Figure 11. Biometric and Identity Reference Protection
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- <BioSecuritydbject>
- <biosecurityHeader>
aversion>1</ver

<quali t,>3/‘qx ality >
- cualidityPeriods
<notBefore>2008.10.1«/noidefore»
<notafter»=2008.10.31 </ notAfter>
<fualidityPeriods
- <formats

- <formatOwnars

.5.10.4</0id

- /mumcmo\ 2farences
<bionetricModel> lehrn etricModel

P
- ai\d\tv?encd >
=notBefore>2008.10.1 </notBefores

by

F 6E 67 2C 20 47 69 6C 2D 44 6F 6E 67 </ullame

scurityNumber»31 32 33 34 35 26 2D 27 38 39 30 31 32 33</soCiaiSecurityumber>
<passportiumber»31 32 23 34 35 36 37 38 39 30</passportiumber>

Cardiluniber»31 32 33 34 35 36 37 38 30 30 31 32 33 34 35 36 37 38 39 30</identizyCardNumbar
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Figure 12. Biometric and identity references in XML
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