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ABSTRACT

In this paper, we designed the authentication system for home network service and applied it to actual sensor nodes. The pair-wise
pre-distribution key skim is applied for prevention of authentication key from sniffing on the wireless sensor networks. The authentication key
and data are encrypted by using the CBC mode RC5 algorithm based on the SPINS. The experimental environment consists of a base station
(BS) and sensor nodes and each sensor node sends both sensing data and the encrypted authentication key to the BS. For simulations we set up
some what-if scenarios of security menaces in home network service. Slightly modified the TOS_Msg data arrays of TinyOS is suggested to
store 8-byte authentication key which can enable data encryption and authentication at the each sensor node. As a result, malfunction caused
by communication between BS and nodes of other groups of added nodes having malicious purpose can be protected. Also, we confirmed that
a critical data of home networking service like vital signal can be transmitted securely through this system by encryption technique.
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Fig.3 RC5's decryption
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