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A Study on Windows Malicious Code Classification System

Hee Suk Seo - Joongsup Choi - Pillhwan Chu

ABSTRACT

This project presents a classification methodology for malicious codes in Windows OS (Operating System) envi-
ronment, develops a test classification system. Thousands of malicious codes are brought in every day. In a result,
classification system is needed to analyzers for supporting information which newly brought malicious codes are a
new species or a variety. This system provides the similarity for analyzers to judge how much a new species or
a variety is different to the known malicious code. It provides to save time and effort, to less a faulty analysis.
This research includes the design of classification system and test system. We classify the malicious codes to 9
groups and then 9 groups divide the clusters according to the each property. This system provides the similarity for
analyzers to save time and effort. It is used prospect system of malicious code in the future.

Key words : Malicious code, Classification methodology, Modeling
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