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Abstract A software birthmark is a set of characteristics that are extracted from a program itself
to detect code theft. A dynamic API birthmark is extracted from the run—time API call sequences of
a program. The dynamic Windows API birthmarks of Tamada et al. are extracted from API call
sequences during the startup period of a program. Therefore, the dynamic birthmarks cannot reflect
characteristics of main functions of the program. In this paper, we propose a functional unit
birthmark(FDAPI) that is defined as API call sequences recorded during the execution of essential
functions of a program. To find out that some functional units of a program are copied from an original
program, two FDAPIs are extracted by executing the programs with the same input. The FDAPIs are
compared using the semi-global alignment algorithm to compute a similarity between two programs.
Programs with the same functionality are compared to.show credibility of our birthmark. Binary
executables that are compiled differently from the same source code are compared to prove resilience
of our birthmark. The experimental result shows that our birthmark can detect module theft of
software, to which the existing birthmarks of Tamada et al. cannot be applied.
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Image Viewer FTP Client
Name Version Name Version
ACDSEE 40.1 FileZilla 3.10
(acdsee) 4.0.2 (fz) 3.15
FastStone Image 34 Leapftp 271
Viewer(fsview) 35 (Iftp) 2.76

. . 1.21 Freshft, 4.95
XnView(xnview) 125 (fresh fti))) 50

E 2 2L 220y T HALY HAE

Image Viewer FTP Client

(I = ‘lena.jpg’, (I = ‘readme.txt’,

m = o|uAK7)) m= BAdYPRE)
Program 1 (P1) / . Program 1 (Py) / .
Program 2 (Py) st Program 2 (P») st
acdsee 4.0.1 / 401 | 0852 | freshftp 4.95 / 495 | 0.833
acdsee 4.0.1 / 402 | 0871 | freshftp 495 / 5.0 0.843
acdsee 4.0.2 / 402 | 0910 | freshftp 5.0 / 5.0 0.848
fsview 3.4 / 34 0.784 | fz 3.10 / 3.10 0.962
fsview 3.4 / 35 0.769 | fz 3.10 / 3.15 0.957
fsview 35/ 35 0.802 | fz 3.151 / 3.15 0.974
xnview 1.21 / 1.21 0977 | Iftp2.71 / 271 0.730
xnview 1.21 / 1.25 | 0.981 | Iftp2.71 / 276 0.780
xnview 1.25 / 1.25 0.990 | Iftp2.76 / 276 0.875
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Image Viewer FTP Client

(I = ‘lena.jpg’, (I = ‘readme.txt’,

m = o9 H7]) m = FUYPEE)
Program 1 (P1) / . Program 1 (P1) / .
Program 2 (P3) St Program 2 (P2) st
acdseed.0.1/ fsview3.4 00 | freshftp4.95/ £23.10 | 0.0
acdseed.0.1/ fsview3.5 0.0 | freshftpd.95/ 123.15 | 0.0
acdseed.0.1/ xnviewl.21 | 0.0 | freshftp4.95/ 1ftp2.71{ 0.0
acdseed.0.1/ xnviewl.25 | 0.0 | freshftp4.95/ Iftp2.76/ 0.0
acdsee4.0.2/ fsview3.4 0.0 | freshftp5.00/ £z3.10 | 0.0
acdsee4.0.2/ fsview3.5 0.0 | freshftp5.00/ fz3.15 | 0.0
acdseed.0.2/ xnviewl.2l | 0.0 | freshftp5.00/ ltp2.71{ 0.0
acdsee4.0.2/ xnviewl.25 | 0.0 | freshftp5.00/ lftp2.76| 0.0
fsview3.4/ xnview1.21 0.0 | £23.10/ lftp 2.71 0.0
fsview3.4/ xnviewl.25 0.0 | 23.10/ liftp 2.76 0.0
fsview3.5/ xnviewl.21 0.0 | £23.15/ lftp 2.71 0.0
fsview3.5/ xnviewl.25 0.0 | £23.15/ lftp 2.76 0.0

2 2ol
A=E E8she ARES
315} 7]

U 3= JI=3Hcode obfuscation)9} &L =21
FHprogram transformation)& F3ach ZAAALS

2nt3e] =8 4 F¥o| TEIYo] HBFHIUS

dwdoz ¢ AS

g8 A2 Z=E BE PHoE oA

il
1
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Windows Z228 =8 B2& 9% 7% 99 ¥4 APl waeia 773

gvht F HRAHEAE gt 42 2398 p,
pol T4 AE TE $393e Ax4Y & Z=E p’
ojg} &zl ulmslEe Y v mad 4 19 o
FDAPIZ o] 43k & L2 Alo)e] fAMEE e 2
A9 39 93}
sim(FDAPI(p,I,m), FDAPI(T(p),I,m))

o] dct. iAol e wavae 9 Zeaygs ¥
e Z2aPL vags 5L =S S £
lofot gt

B RidAMe A4 #1E Y5 ddFes 494
A4 4 e #Auds WA Avd A WAS
ojgelgd. A¥ daez oOFn YUy ZEayge
C/C++2 ZAE Windows ZT=2Igeltt &4 C/C++
2 A" Windows ZEIHE =38 F e #
4§ EFE  CloakWare Security Suite®7} itk
CloakWare Security Suiter @53} FA4d Ao &
E GE3E F£YHFYI3]. Zxadd Ao} TE U=
3 F899 sldeEls API 5 5% €48 A5
7] W&ol FDAPIE 9%E & & gk ueir £
AR APl g9 AMEF Mo FFE E F
Qe FodE WA 34 W7 st s

24 H43& A8 LE & oA Holgl
JPEGViewE AME-3H9c #H3td el Microsoft Visual
C++ 807 90 HAE Argsigion, Had F4L
Release 259} Debug REE A3 AP Al
AL oWAE Hud HEU APRE EE A%
st ojujAE HE AFo V1EE ZEIM 1 Ao
ZZ2E APL A1E2E AR 7 AlE2 2§ g3l
i A3E APsP

B 4w 7949 BoE g 4% datenh Ay dd
FDAPIE AXE vzt §4 W4e 58 =32
A W] giz) FU4Es AL les BY ok

E 4 godeel §4 WA mE JPEGView RALE
(I = ‘lena.jpg’, m = °|"|ARI]D

Program 1 (Py) Program 2 (P2) similarity
jv.veB.debug jv.veB.debug 1.0
jv.ve8debug jv.ve8release 1.0
jv.ve8.debug jv.ved.debug 1.0
jv.vc8.debug jv.vcO.release 1.0
jv.vcBrelease jv.vcBrelease 1.0
jv.vcBrelease jv.veD.debug 1.0
jv.vc8release jv.veOrelease 1.0
jv.veQ.debug jv.ve9.debug 1.0
jv.ved.debug jv.vcO.release 1.0

3) Cloakware Security Suite. http://security.cloakware.com/products/
software-security.php, last accessed 2009.4.16

4.3 7|E9Q| HADIALS| Him

gy el 71&9 & wWivlzes Mylesg] Whole
Program Path #W2whs, Schulers] Abu} AP 2w}
A, 1183 Tamada®] Windows ®&vlz7) gich

Myles®] Whole Program Path ¥Z&vi3e Xl =
23YL 3T dEE AL A9 Ao 5§ 2
3 (control flow graph)l 718 H-E(basic block) &
9je] Ego|(trace)® 7183} SEQUITUR €x8H
& Z4g3to} DAG(direct acyclic graph) F#idl &9
A8 B¥(context free grammar)2E #HIAZIT
1 Z2adES ey dE 4 ZrIYP T
= DAGE MCS{maximal common subgraph) <328
Zog nmwgch MCSY A7t EFE7t 4 DAG ==
MEE ol luglet B2 @ Ouyl g7t Btk ==
Agrt 2O Jg 9 O gnFolEtn B £
o} wleld WPP Miulae Al BRxe) BA 9
g #Fe =213 g% LY §F Uvte 9P AUt
HAR Myles®] A3 AHgd 7P & Y& U
6KB Axolmz M4 4 2oyl H88 4 fivh

Schulerd] Apu} API Wlaulzas Z2de EA3
488 7 u AN 4 ZYSEE 3EFHE AP
Wi ARAE 71290 ZRaYE vnd g
39 NS 58 2% k-gram FHY HAEE
Z23%th Schulerd] =EGME o] WS olg3tod F
geAd oo A(PNG ZH) H % XML 34 #olBy
5L nustg 4Y o felrnselEs d44e
2 A" 4 Qe E FROMBYAR Hge] rsd
gt o] Wy VEAHezye Zaad HAAE AP}
7] W&o wix A2 ge] ZRoWs wnshed A
st} el Schulerd] w=EME Blolndels T
& 2 s AAEkL ek HeolrHE =8 BAE
AsiM olmAl By FHoluHS g SoldadE
AbgElE olvA] RolES wimslgth gelreert of
vz Bolo| ALRE AL Wi FAIEIST 67% o), AHE
A e ASE FAEYL 36% olEiee A#Tt U
T AL Bo Fuh o] v golBeizie Hlud
A 80% ol4rel AR Sl BlEiA FEge] Holxl
AL BFEr) ojd HAHAE Schulerd] Wintart
zzayd AAe] g APl AMELE FE37] Wi
%7)8Hinitialize) R F&(finalize) 3Fo) hg =
7t 2357 WEelth ¥hd FDAPIE 2718 % £8
FAd g wmolzE AYdt: sFo] whsiMT w2
oA E &34 PFA o] FoxiA drh

71Ee] Aul WAnlEEL ZREF] o] wid
FDAPISH] vl 43 gEv)h @M £ = A
A W@yl 7Fs§ Tamada® Windows W2vlzis)

rie

o

o]z



774 HEAGH=EA 22EH 2 &8 A B A A 9 £(20009)

I AL £33tk Tamadad vl&vlae HA
zgaPel AF REe] APl AlE2dA AA API Al
29 E& FF3} EXESEQE 29 API A&
dEL FHY F5 EALSICSTR: Longest Common
Substring) ¢E]|&E o3t vlwFtk EXEFREQ
Zr API9] &% Yx(frequency)E A3} o7)A
A4 vln 7Fsd NEx #2vkagl EXESEQS
FDAPIs} ®n gk},

Tamada Al@Z wW2awt39o] kg =23 Az}
o g SAY FEIAos Aotk g A)F B
21 F83 W& HYste FE] dEg =
2thn #4314 €k 28y FDAPIE
AT o 5L FE37] BT Al
T F ZRIAPS FEL = glojo}
th o] F& A st F LElxl 2HH o)
#2)9 CxImaged?} ClmgdE o] &3l 7tergl o]u]
ol ZE3¥ demo-cx® demo-cimgE NI
o F Ty Visual C++ MFCE o}&3ly 3%
" GUIE 7HAY ovA] HEE A ojn|x o]
B8 E 747 33

ARL demo—cx® demo—cimgE 77 A3t =
713t Ao} AlE29) ouAE REEa EAFE 9
vz B #Age] AEAE FEI AR vk
2718} A|¥AE LCSTR ¢xgl&e g Hlwsl= EX-
ESEQ #FAMEE AAeaL, olv|A] ®7) 3o AlEx
g £ A4 AE 2oz wuste FDAPI(m=°]1
B7)) $AIEE &Hec} =3, FDAPI®} EXESEQY
AR AFe] Folrt 71T BHE FEHY] WEA,
oflw A2 wim el o] WEAX ] diF Ag)
e gt 2718 NBEAES FAA FE e
2 vwsks FDAPI(m=%713) HAl=ES %756}%15}.
AP 25 53 HdEo Ha FAEE S

X 55 F =Tz EXESEQ, FDAPI(m=o]1]X
B7)), FDAPIm=%2718) A= AHE Beof £t 2
2 Z2I3 Apoj9] HiEAME F wWinz 2% g
08 oo & FAIEE vehdth Ze Z2a#zhe)
frAatz ] Zpol7t Ue olfE A3 #FAd wetA API
3Zd Wzl AH £ Q7] ECT Az o2 F
208 Alolel diE FDAPIm=olv| AR 7)e] #H-$
04072 & Z2 Y Alo]e] FAIEY 1/2 oldfel &+
g Hol F9lou} EXESEQE 07742 2 T2y
Alel9] fA1%Rl 08029 B2 Zfol7} YA s AWE
Bo o ES EXESEQSH 22 AHEAE Hudhke

i

flo Mr

[
HU

m]o mlo

R
Ry
Zt

e L e L L
dr fo
3 %

AN

4) CxImage. http://www.codeproject.com/KB/graphics/cximage.aspx
5) Clmage. http://cimg.sourceforge.net/

FDAPI(m=%713}) fAIEe ZFe 22 TzaddX
09237} 09872 ¥& FAME Yl lvle AT

2 =239 Alole] FAIEE 08182 Yeht 2L =
239 Atole] fAIES} 0.1 AEE UAE 2ol Y=
AHE 2o Foh o] A EXESEQ ®lw ¢ie
29 AAgTT e & At yehte Aol ofY
2 Wanta 22 AAE 7)1 BE dof AT 2
7t Yehd 4 ke A BoEth

o] 4¥S 3} FDAPIZ} EXESEQ®] HIs) A
Neol g AL FEY ¢ ke AHIE FAF
S ok, sl FEIR 23 olfE oA golB
g & AT SHEA FE3HA KR oA
2 zsin Asle BRAXA o|nX7t EAHA7A
9 A BFE 239 GUI B HIXYEY 52H7)
) Z-o)c}.

¥ 5 Tamada®] Al@2 W2ulas) 71599 53 API
A|E2 Hartze] va 43 A3 = ‘lenajpg’)

FDAPI
FDAPI
Programl | Program?2 | similarity | EXESEQ similarit
(P Py |(m=o191A) | similarity | > s
(m=2713h
1)
demo-cimg |demo-cimg 0.974 0.802 0.923
demo—cimg |demo—cx 0.407 0.774 0.818
demo-cx . {demo-cx 0.904 0.885 0.987
4.4 =2 X &ol

= o AA= #HE g8 AA Z= = L8@A
ok g Z2ads 2ol AYPIHUTE eMuled
ED2K Z2EZS X gsls P2P 9 A4 T2 o)
th Donkeyhote= eMule®] A2E o|&3|A F2Eul
o233 FE AZEJoolth Hu¥ F Jle JIFES

A AL JE 27, FY geEs, 425 5 oAF

AR} gtk Y DeRs @ Q4R e vEN=
£ 2 sdg D Qe FeholAESe B

Hzutmrt g4A @] Wi orlelMe Hzxd A
H2 F&ste 7159 Wantag Hasigoh

¥ 6€ Donkeyhote®} eMule®] A¥ H< 7158
oF AY Aot AW Féo Yg¥o] He MY E
22 7B2Aog Fo|XE ‘servermet FUEL AL}
gt 27 A vwgk e 0.7 oY & X
7} vkt Donkeyhote$}t eMuled] FAME=E 0.684F

24594, o] £A= A AN ¥ag 077 A€
Fol7t Qi xolth. o] A= FDAPI} £8 B4
o gl TP uid #X FHo dve AL H

wgsta ek



Windows L2719 £ $AE 98 715 @9 59 AP Wavz

¥ 6 donkeyhote$} eMuled] M H4 7% wiw
(I = ‘servermet’, m = X8 H&)

Program 1 Program 2 similarity
eMule 4.5b eMule 4.5b 0.823
Donkeyhote 2.4 eMule 4.5b 0.684
Donkeyhote 2.4 Donkeyhote 2.4 0.723

Haolae 22 vqstn A4 54 &=
EF ASEA AZE N & BAd AL 4 9
o 71EY T4 wWaAraEe Tl Axe =42
2% F JdAth B =FME B3 7% U999 ©
&5 AT F 30E Windows Z2I9E 9§ 53
API A2 Wantag Aged. £3) 7129 Windows
T wavtart ZRade ARy 2utg 283
ez nEolx 7] mEe] Zaadel A4 7)
59 EAL A ZPd de RYslsE FotH
Kk

$de AR vzrlag Hrkslr) g8 A4
A4 dsl A3, 7129 £33 Windows W&
vhzel Hln HYS FPsgon, Az 28 W
S o83l TE ARE HE 5 glEAd U
AYE FYPstdch dPele olv)x| Bof, FTP Zio)
YE, 123 P2P ZEIaYPEL AMgagd. 2% Ag
Sele] Havlas N4, A94el glon =4 wx
= &8 & J& By

FF ATE A 3R FF¥oE Yehbe ko=
£ Eo7] 9% WY, $5% 715¢ ke o9& APIS
AHGBIEE i He A9 B3E & F YRS
APL &4 HZE Y3 HAT FAIEE AdE 5 Q)
W, Heded ofs) (Edes WAHE API &
HE F& FHY e Y 5ol 98 Aotk

e rir

xne
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