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Probabilistic Modeling for Evaluation of Information Security
Investment Portfolios

Won-Seok Yang* - Tae-Sung Kim** - Hyun-Min Park***

m Abstract =

We develop a probability model to evaluate information security investment portfolios, We assume that organizations
install portfolios of information security countermeasures to mitigate the damage such as loss of the transaction being
processed, damage of hardware and data, etc. A queueing model and its expected value analysis are used to derive
the lost cost of transactions being processed, the replacement cost of hardwares, and the recovery cost of data. The
net present value for each portfolio is derived and organizations can select the optimal information security investment
portfolio by comparing portfolios.

Keyword : Security Threats, Information Security, Investment Portfolio, Economic Analysis,
Probability Model
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