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Abstract It is most important that identifying security threats(or vulnerabilities) of critical IT
assets and checking the propriety of related security countermeasures in advance for enhancing

security level. In this paper, we present a new security risk evaluation scheme based on critical assets

and threats for this. The presented scheme provides the coverage and propriety of the

countermeasures(e.g., intrusion detection rules and vulnerability scan rules, etc.), and the quantitative

risk level of identified assets and threats. So, it is expected that the presented scheme will be utilized

in threat management process efficiently compared to previous works.
Key words @ Threat Management, Risk Evaluation
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