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Abstract

Cancelable biometrics is a robust and secure biometric recognition method using revocable biometric template in order to
prevent possible compromisation of the original biometric data. In this paper, we present a new cancelable bits extraction method
for the facial data. We use our previous cancelable feature template for the bits extraction. The adopted cancelable template
is generated from two different original face feature vectors extracted from two different appearance-based approaches. Each
element of feature vectors is re-ordered, and the scrambled features are added. With the added feature, biometric bits string
is extracted using helper data based method. In this technique, helper data is generated using statistical property of the added
feature vector, which can be easily replaced with straightforward revocation. Because, the helper data only utilizes partial
information of the added feature, our proposed method is a more secure method than our previous one. The proposed method
utilizes the helper data to reduce feature variance within the same individual and increase the distinctiveness of bit strings of
different individuals for good recognition performance. For a security evaluation of our proposed method, a scenario in which
the system is compromised by an adversary is also considered. In our experiments, we analyze the proposed method with
respect to performance and security using the extended YALEB face database

Keywords : Cancelable biometrics, bits string extraction, appearance based face recognition, helper data.
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