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Abstract

In the recent years, power analysis attacks were widely investigated, and so various countermeasures have been
proposed. In the case of block ciphers, masking methods that blind the intermediate results in the algorithm
computations(encryption, decryption, and key-schedule) are well-known. The type conversion of masking is unavoidable
since Boolean operation and Arithmetic operation are performed together in block cipher. Messerges proposed a masking
type conversion algorithm resistant general power analysis attack and then it's vulnerability was reported. We present that
some of exiting attacks have some practical problems and propose a new power analysis attack on Messerges's algorithm.
After we propose the strengthen DPA and CPA attack on the masking type conversion algorithm, we show that our
proposed attack is a practical threat as the simulation results.
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Table 2. Expacted values of Theorem 1, 3.

Notation | 7]t 7k
Theorem 1
E(H) 4
E(W) 4
EHW) 16
Theorem 3
E(H) 1
E(H?) 15
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E(HY) 45
EW) 15
E(wW'?) 25
E(HW') 15
E(HW) 25
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